COMMENT #3 ON FEC 2002 VSS ON “ACCURACY” OF VOTING SYSTEMS:

Currently, there is no standard on SECURITY in the VSS of 2002. However, one may “project” from accuracy standards to include the security of voting system or at least that it should be self-consistent.

Under “TITLE III” OF “UNIFORM AND NONDISCRIMINATORY ELECTION TECHNOLOGY AND ADMINISTRATION REQUIREMENTS”, “Subtitle A, Section, 301, (a) Requirements, (5):

“Error rates.—The error rate of the voting system in counting ballots (determined by taking into account only those errors which are attributable to the voting system and not attributable to an act of the voter) shall comply with the error rate standards established under section 3.2.1 of the voting systems standards issued by the Federal Election Commission which are in effect on the date of the enactment of this Act.”

Under the standards of 3.2.1:

“For testing purposes, the acceptable error rate is defined using two parameters: the desired error rate to be achieved, and the maximum error rate that should be accepted by the test process.

For each processing function indicated above, the system shall achieve a target error rate of no more than one in 10,000,000 ballot positions, with a maximum acceptable error rate in the test process of one in 500,000 ballot positions.”

Under the rules:

“a. 
For all paper-based systems:

1) Scanning ballot positions on paper ballots to detect selections for individual candidates and contests;

2) Conversion of selections detected on paper ballots into digital data;”

b. 
For all DRE systems:

1) Recording the voter selections of candidates and contests into voting data storage; and

2) Independently from voting data storage, recording voter selections of candidates and contests into ballot image storage.

c. 
For precinct-count system (paper-based and DRE):

Consolidation of vote selection data from multiple precinct-based systems to generate jurisdiction-wide vote counts, including storage and reporting of the consolidated vote data; and

d. 
For central-count system (paper-based and DRE):

Consolidation of vote selection data from multiple counting devices to generate jurisdiction-wide vote counts, including storage and reporting of the consolidated vote data.

There are two major problems that must be addressed:

1) The requirement on DRE is not clear. 

“Independently from voting data storage, recording voter selections of candidates and contests into ballot image storage.” 

· To be independent, the ballot image storage must not be derived from the “voting data storage”.

· Yet, almost all voting system simply use two memories (flash in most cases) to store the SAME voting data.

· There is no definition of “ballot image storage” contrasting “voting data storage”.

2) “Consolidation of vote selection data from multiple counting devices” is currently part of the requirement but there is no specification on how to ensure “accuracy”?

The main “accuracy” issue (of course, accuracy must be a result and part of the security) of the total system is TOTALLY FLAWED and OPEN FOR MASSIVE FAILURE. The following is one of the scenario:

· The ballot consolidation program of the vendor has been modified or APPENDED by someone.

· The program reads the data from the portable device such as “flash memory card” or “flash memory module or cartridge”, it simply accept and change the results and written the desired tallies back onto the same memory device. 

· The program consolidates the results from the changed data on the portal memory devices.

· The system is totally “synchronized” in terms of data on the portal device and the election management system (EMS). 

· Since the EMS is located in the office, the system can simply changed back to the originally “UNAMENDED” version of software when the consolidation is done.

· There is no trace left. 

The only “check” is now the second memory device resides in individual voting unit. However, the Court has proven unwilling to allow anyone to look at them so far. Even if they are being look at. The same amended program can again perform the same wonderful task of amended the electronic results as desired. 

By the way, currently, the voting units simply erased the memory whenever the next election is coming. This include both the portal memory devices and the inside “voting data storage” devices. 

Since the jurisdiction of election is distributed and not under control by people that may know, the monitoring or prevention of such happening is almost impossible as already proven in the lawsuit in Riverside County, CA and elsewhere. Once erased, they cannot be traced again. This is direct contradiction and violation of 22-month storage FEC rules!

The following is our proposed changes to the specification:

· Amend the “Independently from voting data storage, recording voter selections of candidates and contests into ballot image storage that cannot be changed.” 
· Amend that the portal memory device or storage means must be “write-once-read-many” (WORM) device or means.
· Amend that such portal memory device must not be re-used (or at least for at least two years).
We do not wish to address the use of voter verifiable paper audit trail. That is a topic that is amply presented by others.

I hope the above “oversight” in the FEC 2002 VSS can be corrected in the new EAC VSS.

Sincerely yours,

Kevin Chung, Ph.D., CEO

AVANTE International Technology, Inc.
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