Auditability WG Call

Minutes: 9-8-10

Present:

David Flater (NIST)

Karen Yavetz (NIST)

Marty Herman (NIST)

Sharon Laskowski (NIST)

John Wack (NIST)

Jessica Myers (EAC)

Russ Ragsdale (TGDC)

Ann McGeehan (TGDC)

Paul Miller (TGDC)

David Wagner (TGDC)

Topics Discussed:

· Reviewing and revising the draft report (august 31st revision).  Still awaiting edits from Wagner and Golden.
· Discussion on the definition of software independence (that a voting system is software independent if an undetected change or error in the software cannot cause an undetectable change or error in the election outcome):
· In the case of central count voting, there could be an undetectable change that could cause an error in the election outcome.  Does this go against the working definition of software independence? What if you audit the central count optical scan?  Will that make it I believe adhere to the draft definition?
· Is the definition of SI holding electronic systems to a higher standard than paper systems?  
· What undetected error would SI allow you to discover?
· SI is only talking about undetected software errors, for example, if your tabulation software doesn’t count correctly.  SI says there has to be some way that you could detect it, if you suspect that is the case.
· SI is motivated by the fact that computer scientists find it incredibly hard to validate that the software is correct, especially with complex software, like in voting systems.  
· In a central count system, if somebody challenges the elections, you’ve got paper records you can pull out and show that the records were sealed in this way, etc.  And you can hand count them.  With the electronic system, there is complex, complicated software.  We can’t verify that it’s always going to perform the way we expect.  
· But before the ballots are tabulated, how do we know that the paper ballots haven’t already been manipulated.  Is that not undetected error? What if the records used to audit the results have been tampered with?
· Is there an independent method with DRE systems that can serve as a record (verified by the voter) that can back up what we have in the computer?
· Are there other ways to audit, other than SI? What is SI really trying to get at? Reliability, Security?
· Is there not a difference in the scale of changes? Humans would have to change ballots one at a time.  But if something malicious was in the software, that could affect thousands of machines.  
· In banking, there is a capability of auditing the transactions.  But in voting privacy is a factor.  In financial contexts, money has to come from somewhere and go to somewhere.  Votes similarly, cannot appear from nowhere, they have to come from voters.  But we have to deliberately forget which voter it came from.  
· Electronic records, saved within the system multiple times, as it is with a DRE.  That’s not enough.  You wind up making multiple copies of the same record.  
· Would something less than SI suffice?  (Since SI requires you to have this separate record that has validity).
· What do you do when the system was used in a situation that it wasn’t designed/tested for, and something goes wrong?  How do you reconstruct anything? What would be required of a system?  (SI).  Is there a less constraining way?
· Maybe we need a better definition of what a cast ballot record looks like?  Some systems can’t exactly recreate the ballot, etc.
· Latest revision of draft report has characteristics of auditable systems, and alternative sets of requirements: SI, independent verification as defined in VVSG 1.0, and none of the above, meaning status quo.  
· The latest draft report mentions report sampling. Isn’t that an alternative to SI? (sampling of voters who verify their records).
· Yes, but if you have the VVPAT record, you already have auditability.  And if you would undermine the audit if you only had samples.  And people could make accusations that only the good ballots were included in the sample.
· End to end systems:  this is not listed under characteristics because all end to end systems are auditable.
· Next telecom: September 22nd at 1:30 pm.

· Adjourn today at 2:50 PM.

