Auditability WG Meeting

Minutes – 8/11/10

Members Present:

John Wack (NIST)

David Flater (NIST)

Marty Herman (NIST)

Sharon Laskowski (NIST)

Karen Yavetz (NIST)

Diane Golden (TGDC)

Russ Ragsdale (TGDC)

Ann McGeehan (TGDC)

Ed Smith (TGDC)

Topics Discussed:

· A Draft report on defining auditability was circulated to the group via email.  

· Section 2.3 – proposed definition of auditability: “The transparency of a voting system with regards to the ability to verify that it has operated correctly in an election, and to locate and cure the problem expediently if it has not.” 

· Possible organizational change – put this proposed draft under 2.2 (Characteristics that an auditable voting system would possess).   

· In 2.2 (Characteristics of an auditable voting system), 2.2.1 – “Enables detection of errors.”

· Q – How are we going to dictate which of these auditability characteristics are mandatory, and which may be desirable but not absolutely be required?
· A -- That’s the question.  It really does depend on the various types of risks that the decision maker is willing to accept.  Certain classes of errors can only be detected in certain ways.

· Ragsdale – this seems to match what our charge was by the TGDC.  Were we not supposed to list desirable characteristics, in addition to existing technology?  Not necessary to identify what would be required?
· Flater – boiling it down to a set of mandatory requirements was not required of us this time.

· McGeehan – the portion of the draft definition that says “and to locate and cure the problem expediently.”  Is being able to fix the problem really part of the definition of auditability?  When I think of auditability I think of it as the ability to determine if a mistake has occurred, not necessarily the ability to fix it.  

· Herman – suppose the law requires a recount under certain circumstances.  Isn’t that a type of auditability that requires you to fix the problem? 

· McGeehan – it is, but recount is a significant statutory process.  Each state’s laws are different.  What’s good for one state’s recount may not be good for another state’s recount.  I don’t know if we want to get into that problem…

· Should “error correction and recover” be included in the definition?  

· Group consensus: adding “cure” makes for an onerous situation.  The definition then has “the problem,” and that could mean the system problem, or the election problem.  

· No one on this call objects to removing the “cure” aspect from the definition (Perhaps we could list it as a characteristic instead…). But we will run this by the entire subcommittee before making a final decision.  (It may have been implied at the last TGDC meeting that we should consider this recovery aspect).  

· Idea to move preservation of records (2.2.4) from the desired characteristic section, into the definition.
· Idea:  maybe we want to be able to locate the problem, and then decide what to do.  That’s not part of “curing” it per se. It would enable you to make a decision about what to do next, not cure it.  In other words, LOCATE the error, rather than just detect its presence. Curing the problem is arguably determined by the jurisdiction’s laws.  Whereas locating the problem is a system concern.

· Meeting adjourned at 2:05 PM.  We will schedule our next call so that more of the computer science experts can participate.
