Auditability Working Group Meeting

Minutes – 6/4/10

Present:

Marty Herman (NIST)
David Flater (NIST)
John Wack (NIST)
Karen Yavetz (NIST)
Sharon Laskowski (NIST)
Nelson Hastings (NIST)
David Wagner (TGDC)
Russ Ragsdale (TGDC)
Ann McGeehan (TGDC)
Diane Golden (TGDC)
Topics Discussed:

· Auditability as we want to define it :
· Review of Chart: Attributes of Auditability in voting systems.  This chart outlines various auditability processes and auditable voting systems, including: CCOS, PCOS, ARPAT (Automatically Recountable Paper Audit Trail), IVD, VVPAT, DRE.
· If we start with SI concepts (as defined in VVSG 1.1) – this includes VVPAT and Optical Scan Systems.
· ARPAT – Automatically Recountable Paper Audit Trail – this gives us a way to preserve the desirable qualities of VVPAT (giving us an additional check of the system – a voter can inspect a vote to ensure that it is correct), while simultaneously eliminating some of the problems with VVPAT (namely, the physical handling of the paper).  
· So, can we consider this a possible conforming architecture?  While this might not make everyone happy, there is no perfect solution…
· Wagner – equity issues with ARPAT? – Because a sighted voter can verify, but a disabled voter cannot?
· Flater – when you engineer the VVPAT according to 2007, the voter can reject the vote numerous times.  If the situation is that a DRE is not reflecting what’s on the paper, hitting reject is not going to solve the problem.  ARPAT gives you multiple records, and if they all agree, you’re happy.
· McGeehan – the ARPAT is one way to comply, but there’s also a way to comply with an automatic recount, using electronic systems – the IVD system. I think we ARE headed in the right direction.  The problem is that the requirements for VVPAT on a DRE can stifle innovation.  At least systems like the ARPAT or IVD would allow manufacturers to continue with advanced designs of DRE’s.
· Golden – the folks within the blind community, who are of the thought that paper is the only way to ensure security, are not going to be happy with the inability to verify.  From a purist perspective:  If the paper is just there as an option (not actually being counted), it might fly, but only legally speaking. 
· Wagner – IVD was discussed in the security/transparency discussions for VVSG 2.0.  The notion of the ARPAT – does that get at what’s important here?  I think the automatic ability isn’t so much what matters; it’s the recountability.  Does IVD address this adequately?   
· Does IVD meet the ability to perform a transparent recount?  In IVD solutions, you’re relying on software to provide the recount solutions.  You relying on that software to be free of bugs, trustworthy and non-corrupt.
· Ragsdale – use of the term “recount” – are we referring to that as a step in the auditing process, or is that a requirement that we would propose to put in the VVSG?
· Flater - so that it would serve the requirements in VVSG (VVSG says that it must be possible to do an independent recount).
· Discussion of 2007 EAC Board of Advisors Resolutions:
· Regarding Software Independence – BOA recommends that EAC reevaluate the concept of SI – to study alternative solutions to SI.  Does VVPAT violate the law, if the paper trail is used as the official ballot of record?  
· Discussion of 2007 EAC Standards Board Resolutions:
· Recommended that SI not be a requirement in the next iteration.

· Let’s bring this issue up in the next full session of the TGDC.

· Department of Justice definition of contemporaneous paper (contemporaneous = second/extra).  It is a secondary, non-binding piece of paper.  Let’s discuss this in detail in a later call – the DOJ Standards, and BOA resolutions. 
· Should it be possible for all voting systems to have an automated independent recount?

· Golden - Independent Automated Recount – the voter verified piece is allowed, but not required.  Since it’s not required, it eliminates the equality (with regard to accessibility) issues.

· Discussion of Hybrid systems – Ragsdale - the results from these devices might be auditable, but might have to be added into a manual recount. McGeehan – would it be worthwhile to examine a threat analysis?  It seems as though we hold DRE’s to a much greater degree of security than any piece of paper, which is also can be manipulated.

· Laskowski – keep in mind, when HAVA was written, there wasn’t this use of the VVPAT.  When HAVA was written, they were thinking paper-less. (“Shall provide the voter with the ability to verify in a private manner…”).  This was in reference to DREs.

· The requirements in VVSG - If the VVPAT is the Ballot of Record, there must be a way for the blind voter to verify (the readback).  The problem is that we don’t have any deployed (or in development systems) that meet this.  This is probably one of the reasons that there isn’t much R&D in DRE’s.  Most R&D is for Opscans, due to this VVPAT requirement.

· The voter verifiability of the system is not necessarily the problem, it’s the requirement for voter verification.  

· Next Telecon – June 18 2 PM EST –Let’s come to that meeting, prepared to reach a decision on which direction(s) we are going to bring to the TGDC meeting in July.  Specifically the Hybrid system approach: What kind of requirements do we see ourselves finessing/adding into the VVSG, to include a Hybrid system (different kinds of audits on different parts of the system).

· Wagner to send some clarifying follow up about Hybrid systems (what problem(s) will we solve with this?).

· Golden – additional follow up, to clarify the barriers (where is the line that cannot be crossed?).  

· Then we should look at this material together during the next call – specifically, Hybrid systems, with regard to automated recount.

· If we can’t reach consensus at the next telecon, we will ask for competing resolutions, and we will vote on these issues at the July meeting, and we’ll reach a decision that way.
