Auditability WG Meeting:

9/22/10

Present:

David Flater (NIST)

John Wack (NIST)

Sharon Laskowski (NIST)

Karen Yavetz (NIST)

Marty Herman (NIST)

Mike Kass (NIST)

David Wagner (TGDC)

Ann McGeehan (TGDC)

Ed Smith (TGDC)

Diane Golden (TGDC)

Jessica Myers (EAC)

Topics Discussed:

· Review of minutes from last meeting.  No objections raised.
· We boiled our last discussion down to 7 important SI topics.  Any thoughts on those?
· As a result of this discussion, changes have been made to the draft report, especially in light on Ann’s comments.  
· Today we will review Lossy VVPAT (LVVPAT). 

·  Diane - It would help us, legally, if we can do it in a nondiscriminatory way.  But from an accessibility standpoint it may not necessarily help.  
· Marty – so if you do this random sampling, people with disabilities would need to be put in the pool of those randomly sampled.  So is there a way to do it that is not discriminatory in some way?
· Diane – I think the best we can do at this point is put a footnote in and say let’s think about this later and get a legal opinion on this.  Maybe from an attorney?  The general counsel at EAC perhaps? 
· Changes made to the Draft Report:
· Changes in Section 6:

· Argument in favor of IV elaborated upon. Merged in edits from Diane.  Added lossy vvpat.

· “some election officials feel that the costs of SI are unfairly compromised…gives the appearance of a double standard of trust.” Ann, is that an accurate paraphrase?  Yes.

· Can we all accept this as part of the pro/con discussion under SI?

· David W. – I think its fine to have multiple perspectives on this.  My view on it is not so much trust but transparency and verifiability.  Wrt modification of the paper ballot: we have a long experience with how you enable that that hasn’t happening (election observation and so on).  That may be the comparable level of verifiability within paper and SI.  I see the integrity of the paper records as one where the electronic version brings about some benefits.  The best system enables for electronic and paper, so each system’s weaknesses can be balanced by the other aspect of the system.

· 6.1.1 End to End Systems: this section now includes a clarification about the issue we found with VVSG 2.0.  2.0 provided no clear alternative for E2E systems, except the innovation class.  We had this possible perception that E2E systems were not SI, or didn’t meet the requirements in 2007.

· So, 6.2 now has a new paragraph about independent verification.  “those election officials who are skeptical that the benefits of SI justify its costs are hopeful that a better balance can be found with paperless approaches to IV…”
· Were trying to do a relative comparison of SI vs. IV.  The class of errors that is of interest here is the narrow class of errors that are detectable by SI but not IV.

· Can you, or can you not, have a paperless system?  Under SI there is some hope with E2E of paperless systems.  Under IV there’s some hope of paperless with the system that are listed in the appendix of 2005 (paperless systems that would be sufficiently auditable).  What threats would an SI system detect that would not be detectable by the IV system?  Does the benefit of detecting that class of errors justify giving up paper?

· Marty- with IV, how do you know that the so called independent systems are truly independent?  Why is it?  Both paths in an IV system run on the same machine? 
· David W. - we don’t even know how it will play out.  It seems fairly likely that both parts will be done by the same vendor, maybe on the same machine, maybe running some of the same code, it’s plausible.
· Ed - it was never contemplated that it would be the same processor or the same code, etc.  On the contrary; the code is likely to be turned out as manufacturer’s website, so everyone can look at it and believe it.  

· Marty – requirements can be setup to actually test that?

· Ed – sure, I think you can have simple requirements for that.  Testable ones.  Writable ones.

· David F. - VVSG 2005 appendix c volume 1: a first attempt at drafting requirements for IV systems. 

· Ed - you would have to have some requirements of interoperability.  It would have to be a standardized data format to and from some sort of IV unit.

· How do we demonstrate independence?  The source code for the verification process has been open sourced/openly disclosed.  The code is out there for anyone to pick apart.  

· David W. – Coming back to the transparency issue.  It’s not all about the likelihood that an error will occur.  It’s also about can people trust the system and understand it?  For SI we have an answer to that.  For IV, we don’t necessarily have that.  Dave W. will send Dave F. some info on this.
· Quick review of minutes from previous telecom.  Because captured in the Q and A was a great conversation that gave us the rationale for revisiting IV as an alternative to SI.  (Once again, entertaining the notion of IV as a paperless SI system).
· SI requires that the errors be detectable, not that they are always detected.

· Sarasota is an odd example – new research shows that it was a ballot design issue, which could have occurred with paper.  

· That’s a conclusion that was reached based on the fact that the results have been replicated in usability tests.  It would be preferable if an audit could have occurred directly after the error was occurred.

· What IS necessary to respond to these audit ability needs.  For example, since multiple copies of electronic records won’t suffice?
· If we assume that we could secure the audit record through electronic means, we could look at this through the context of IV.  In principal.

· Diane – I think the important thing in this report is just laying out all the issues.  I would hate to see us spend a lot of time trying to factor in things that you can’t quantify.  I think we have hashed this out to a degree now where what we’re going to be doing in rehashing.  I suggest finishing up the report and lay out all the pros and cons and let’s move forward.

· David F. – Agree, I feel like this report is nearing its optimal completion point. Unless we have some significant new direction that comes in, I think what we need to do is finalize the report.  I am still waiting on some feedback from Paul Miller. And now I’m also waiting on some input from Dave Wagner.

· Marty - yes, after this is finished, circulate it on mailing list for the entire TGDC to examine.  And see what we get back.

· We will hold our next telecon whenever we need it, once we get the feedback.  Discussions will continue on email for now
· Adjourned at 2:50 PM

