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The Electric Grid

One of the largest, most complex infrastructures ever built

“The greatest_, n |\1 ering

achievement of the 20 century”
- National Academy of Engineering




Today’s Electric Grid

Generation

Transmission . Distribution  ~\stomer Use

Electrical Infrastructure

One-way flow of electricity >

*Centralized, bulk generation, mainly coal and natural gas
*Responsible for 40% of human-caused CO, production
«Controllable generation and predictable loads

Limited automation and situational awareness

Lots of customized proprietary systems

sLack of customer-side data to manage and reduce energy use
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Smart Grid Go

als

Enable consumers
to manage and
reduce energy use

Increase use of
renewable sources

Improve reliability
and security

Faclilitate
Infrastructure for
electric vehicles
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What Will the Smart Grid Look Like?
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Smart Grid: The “Energy Internet”

Standards Provide a Critical Foundation




Benefits of Interoperability Standards

Make it easy for consumers to use smart devices regardless
of location & provider

Protect privacy while enabling consumers to securely access
iInformation on their own energy consumption

Prevent premature obsolescence, facilitate future upgrades, &
ensure systems can be scaled up for larger deployments

Provide for backward compatibility, integrating new
Investments with existing equipment

Expand product markets & promote vendor competition:
reducing costs, accelerating innovation, & increasing choice

Ensure the security & enhance the reliability of the power grid
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SGi® Smart Grid Interoperablility Panel

N e i

e Public-private partnership created in Nov. 2009
* 620 member organizations
* QOpen, public process with international participation

* Coordinates standards developed by Standards Development
Organizations (SDOs)

— Identifies Requirements

— Prioritizes standards development programs

— Works with over 20 SDOs including IEC, ISO, ITU, IEEE, ...
Web-based participation

-

SGIP Twiki:
http://collaborate.nist.go
v/twiki-
sggrid/bin/view/SmartGr
id/SGIP
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Stakeholders in the Process

Appliance and consumer electronics
providers

Commercial and industrial equipment
manufacturers and automation vendors
Consumers — Residential, commercial,
and industrial

Power equipment manufacturers and
vendors

Professional societies, users groups,
and industry consortia

Electric transportation industry Sl R&D organizations and academia
Stakeholders

Electric utility companies — Investor (BN Relevant Government Agencies
Owned Utilities (I0U)

Electric utility companies - Municipal (A Renewable Power Producers
(MUNI)

Electric utility companies - Rural Electric 17| el Sehvies Prodess

Association (REA)

Electricity and financial market traders
(includes aggregators)

Standard and specification
development organizations (SDOSs)

(BN State and local regulators
Independent power producers

Information and communication z(OB Testing and Certification Vendors
technologies (ICT) Infrastructure and Transmission Operators and

SERIEE PHOEEE Independent System Operators

Information technology (IT) application
developers and integrators - Venture Capital
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Smart Grid Framework and Roadmap 1.0

e Published January 2010
— Extensive public input and review

NIST Special Publication 1108

— Completed in Less than 1 year NIST Framework and Roadmap for
. Lo Smart Grid Interoperability
« Smart Grid Vision & Reference Standards,
Release 1.0
Model
« Identified 75 existing standards s
. . . . == Secure Communication Flows Smart Grld
e 16 Priority Action Plan Projects [---- e Domains
are filling key gaps - —
« Companion Cyber Security =ng < _ @Y
ey Operations S

Strate g y Markets Provider
http://www.nist.gov/smartgrid/ ‘%/ }
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The Standards Address...
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Standards Come from Many Developers

International @@ — A Y =
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Natienal Institute of
Stendords ond Technology




CTTETTRTT
pErrRees
O
EELELLEIES
B
B
PR
O
AR
RO
PR
perREes
O

Foundational Standards for the SG

Current TC57 Reference Architecture

Energy
Market Participants

Utility Customers

Utility
Service Providers

Other Businesses
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Application To Application (A2A)

—

and Business To Business
(B2B) Communications
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Inter-Application Messaging Middleware, eb XML, and Web Services (specified in XML; mapped to appropriate protocol s)
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61970 / 61968 Common Information Model (CIM)

Application

61970 Component Interface Specification (CI15)

61968 SIDMS for Enterprise Application Integration (EAI}

Interfaces
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Market Operation

DMS Apps Apps

Engineering &
Maintenance Apps

External
IT Apps

T
L1

Equipment And

SEREr_ T
AR —ree
o

Data Acquisition and Control Front-End | G ateway | Proxy Server !/ Mapping Services [ Role-based Access Control

Sysrem Interfaces
Specific Object
Mappings

Net work; System, and Data Management (future)
Z
Z
d

i
s
\\\ﬁ\\\
SEEL | e
B
PR
B
ARERTLRY
AT
SR
SR
B
ARERTLTRY
AR
SR
B

61850-7-3, 74 60870-6-802
Object Models Object Models
XML
TC13 WG 14
B60870-5 61850-7-2 lMessaging 60870-6-503
Meter 101 ACSI (workin App Services
Standards & progress)
104 61850-8-1 60870-6-703
Mapping to MM S Protocols
61334 Communication Industry Standard Protocol Stacks
(1SOITCP/IP/Ethernet)
Telecontrol

Communications ———————————»

Media and Semvices

I L J0——r

60870.5 61850 [ED s 60870.6
RTUsor | |61850 Substation | Field Devices Wessaging TASE.2
Field TCI3WG14 - - External :
Devices Substation Devices Be',rom_the Systems ed Other Control
Systems Sub station / ry Centers
Substationsy
Customer |EDs, Relays, Meters, Switchgear, CTs, VTs
Meters !

4—— Peerto-Peer 61850 over
Substation bus and Process bus

*MNotes: 1) Solid colors correlate different parts of protocols within the architecture.
2)Nonsolid patterns represent areas that are future work, or work in progress, or related work provided by another IEC TC.

Field Object Modds

Specific Communication
Services Mappings

Protocol Profiles

WAN
Communications
Media and Services

Extemal Systems
{Symmetric client/'server
protocol s)
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IEC
61970/61968
Common
Information
Model for
Transmission
and Distribution

IEC 61850
Common data
format for
substation
automation

IEC 60870-6
Inter-control
center
communication

IEC 62351
Cybersecurity
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Priority Action Plans

? Filling Gaps in the Standards

# | Priority Action Plan # | Priority Action Plan

0 | Meter Upgradeability Standard 9 Standard DR and DER Signals

1 | Role of IP in the Smart Grid 10 | Standard Energy Usage Information

2 | Wireless Communication for the Smart Grid | 11 | Common Object Models for Electric
Transportation

3 | Common Price Communication Model 12 | IEC 61850 Objects/DNP3 Mapping

4 | Common Scheduling Mechanism 13 | Time Synchronization, IEC 61850 Objects/ IEEE
C37.118 Harmonization

5 | Standard Meter Data Profiles 14 | Transmission and Distribution Power Systems
Model Mapping

6 | Common Semantic Model for Meter Data 15 | Harmonize Power Line Carrier Standards for

tables Appliance Communications in the Home
7 | Electric Storage Interconnection Guidelines 16 | Wind Plant Communications
8 | CIM for Distribution Grid Management 17 | Facility Smart Grid Information

14 NIST
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S&i? Energy Usage Information Standards

T

class EnergyUsageInformation/ /
InervalReading TR

+ cost float [0..1} —
+ endTimeStamp: dateTime [0.1] -#-
+ |Ix dnng[0_1]

+ timeStamp: dateTime [0..1]
+ wvalue: float [0._1]

Reading
+ cot float[0.1] R ngQuality BLACKSDECKER'

+ |x dring [0._1] ~N + quality: smng[0._1]
+ timeStamp: dateTime [0..1] =
+ value: float [0._1]

Standardizes data elements
available to consumers or
authorized 3" party
application providers

NIST
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SGi® Electric Vehicle Charging Standards

T\_E_,I.../ﬂ

2020 SUMMER LOAD IMPACT — NO UTILITY INVOLVEMENT*
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2020 SUMMER LOAD IMPACT —WITH UTILITY INVOLVEMENT*

eData model

sInformation exchange protocols ==
*Fast charging connector standard ;...
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sG:= Appliance-to-Grid Communication

T

*Price, schedule, peak
period signals for
appliance-to-grid
communications

Home Area Network
Communications
Protocols

Whirlpool Aims for Smart Appliances in 2011

Smart appliances will need home
control systems to store user
preferences.

May. 12, 2010 — by Steven Castle

Whirlpool says by 2011 it will have “smart”
appliances that can connect to smart meters and
the smart grid.

Whirlpool representatives at the Alliance to Save
Energy's EE (Energy Efficiency) Global Forum in
Washington, D.C. say the company will have its
Energy Smart water heater, with an external
hookup for connection to a smart meter, available
by the end of 2010.

The company also says smart laundry appliances
will be available in 2011.

17

Whirlpool will release smart laundry
appliances in 2011.
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SGiP Cyber Security Working Group

gy "

* Building cyber security in from the start

has been a paramount concern o

« Permanent Working Group Vel 1 Smar Grd Cybur

— Over 460 public and private sector and High-Levl Requirments

participants s ot

e August 2010 NIST publishes: Guidelines
for Smart Grid Cyber Security

— Reflects Comments on Sept 2009 and Feb N T

2010 Draft Smart Grid Cyber Security
Strategy and Requirements
e Guideline includes:
— Risk assessment guidance for implementers
— Recommended security requirements
— Privacy recommendations
NIST
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Benefits of Global Standards
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International Smaurt Grid Action Network

: ] _
1@t | - 1 _N=
&
RE I_I -"I_--l IASE—

"Policy, Regulation, |
& Finance

Purpose: To accelerate
development and deployment of
smarter electric grids around the International
Smart Grid
world Action
* Announced at the first meeting of =

the Clean Energy Ministerial (CEM)
in July 2010
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Further Information

 Web portal: http://www.nist.gov/smartgrid

e Contact:
— George Arnold, National Coordinator

— Email: george.arnold@nist.gov
— Telephone: +1.301.975.2232
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