TGDC Applications Working Group
Meeting Minutes: 7/7/11
Members Present:

· John Wack (NIST)
· Karen Yavetz (NIST)

· Carmelo Montanez-Rivera (NIST)
· Kristen Greene (NIST)

· Belinda Collins (NIST)

· Bob Murphy (Maryland State Board of Elections)

· Ian Piper (Dominion Voting)

Topics Discussed:

· Draft Standard for Electronic Distribution of Blank Ballots –we have received comments about including security related guidance, specifically on digitally signing ballots.  NIST computer security folks are working on a special publication in this area.  It presents a lot of options on how to do things.  
· Today – we will go over some of the information that will be presented at the TGDC meeting.  Also Ian will talk about next steps.
· Status of where we are on the Draft Standard:
· This draft has been submitted to the IEEE P.1622 working group, and it was approved unanimously.  The working group is composed of major vendors (ES&S, Dominion, Scytl, and others).  Now it’s in a mandatory editorial/legal review process. But I expect we’ll get something back in about 2 weeks.  
· The next draft standard, we anticipate, will be expanded to include election data for other aspects of voting: 
· Our strategy is to still develop use cases (interim draft standards, in certain areas of the overall process).  These will all be assembled at a later point into an overall standard. 

· Future work may involve the assembly of a large schema – to contain all data fields used in the U.S.  Some of these fields will be somewhat abstract (because precincts are named in different ways across the states).  We will need participation with local election officials to pursue this.

· Ian – Next path:

· VRDB, auditing and audit logs, blank ballot distribution (not just the ballot, but also the content data), and election night roll up.  That’s the low hanging fruit. 
·  Vote capture to vote capture device interoperability, that’s the more difficult level. 

· John -- yes, it’s very complicated to create a ballot with all of the state specific formatting.  

· Ian – exports of VRDB, blank ballots…that should be easily done with the system architectures.

· John -- You mentioned event logging.  We arranged a meeting internally at NIST to discuss this.  There is some work underway in this area.  Basically a simple XML format for event logging.  
· Ian – do they specify what the messages are going to be?

· John – no, not at this point.  It’s an XML schema that has a number of fields that are somewhat abstract, and then one can create a profile for a particular type of application.  I’m not planning on reporting on this specifically at the TGDC meeting.  But we can keep an eye out for it later on down the road.

· What we plan on presenting at the TGDC meeting:
· John -- Our presentation will be in the afternoon on Wednesday.  First a presentation of the Draft Standard for Blank Ballot Delivery.  Then our next steps presentation.  I’ll present some information on the PEW ERIC initiative.  Ian will give a presentation on various levels of interoperability:
· Ian – high level framework, from which we can develop the CDF.  

· 4 levels:

· 1: transfers of data between election management systems, VR systems and state election systems.  Also blank ballot images from EMS’s to blank ballot distribution.

· 2: we can get info out of the EMS to give to a blank ballot distribution system, to allow it to go ahead and distribute its own ballots, instead of just the blank ballot images.  Also the EMS would send info off to an audit management system, so a third party group could do an audit of the election.  
· 3: defining what a ballot is:

· Ballot that has the contest information with all of the locations, cross endorsements, and the ballot precinct IDs.  However it’s not in a scan-able format by a vote capture device.

· Then introducing all of the ovals, arrows, timing control marks, ballot ID coding.

· The information that would characterize the ballot presentation for watermarks and background colors and the instructional specs. 

· 4: The actual base level of the machines themselves, and the configuration data.  Things such as the security and verification data, the election data itself, ballot sorting options, cast vote and tally result records, modem uploads, and audit log formats.  And with DRE’s, display interface information such as headers, footers, button types, background colors, instructional text, audio and default volumes. (This level is for future system design).
· Bob – we would love to be able to use the audit logs, in terms of knowing how many DRE’s to allocate.  How much time a voter spends on a touchscreen and how does that correlate with ballot length?  It would be helpful for us to have that metric.
· John – here it seems like more requirements are needed, in terms of what needs to be logged. And also ensuring that a format is available to collect that information. 
· Bob – we’d like to talk to you further about information that isn’t logged, but ought to be.  Epollbooks generate a wealth of information, and that helps in planning.  But like Ian said, it needs to be in an exportable format, where you can get it into a database to analyze.

· John - Feel free to call or email if you have any questions in the meantime.  See you all at the TGDC meeting – July 26 & 27.
