TGDC Applications Working Group Meeting
Minutes: 5/12/11

Members Present:

· John Wack (NIST)

· Karen Yavetz (NIST)

· Kristen Greene (NIST)

· David Flater (NIST)
· Carmelo Rivera (NIST)

· Ann McGeehan (TGDC)

· Bob Murphy (Maryland State Board of Elections)

· David Beirne (FVAP)

· Ian Piper (Dominion Voting)

Topics Discussed:

· Requirements for Ballot on Demand (BOD) and Epollbooks – what can be done:
· Within the VVSG there are requirements that can apply.
· BOD – the specific function – to print a blank ballot of the selected style.  So we’re assuming we’re talking only about separate BOD printers.  Not what VVSG refers to as an electronic ballot printer, which is something the voter uses.  

· It’s not clear whether or not we’d require it to integrate with an Epollbook or VRDB (to require it to select the ballot automatically).  This would be a nice feature, but also incurs various consequences.

· There are testing and certification consequences with BOD. Because what the print shop does is outside the scope for testing and certification. 
· There are some questions -- Do we want to certify it only as part of a complete system, meaning being specific about what voting system it’s going to work with? Also if BOD produced ballots are mixed together with ballots produced by a third party print shop, is the calibration of the opscan system the same?  You could have slightly different behaviors coming from the opscanners.
· We would need to consider: 

· Security, Reliability, and EMC requirements.  
· We may want requirements about ballot counting.  
· Also, documentation about how to setup and test and the BOD to make sure it produces good ballots. 
· And depending on the use case for it, the time it takes to print a certain ballot might be relevant.
· Epollbooks – there are some applicable requirements already in VVSG 2.0 on activation devices.  Like the integration of BOD, in this case, security and secrecy are competing with convenience of the check in process.

· There’s a requirement in 2.0 about that it needs to have a back up that’s able to function without a network (if it has a backup).  

· We will need to consider:

· Is real time access for remote databases in scope?  
· Are the epollbooks themselves going to produce ballot activation credentials?  
· Also you’d have to test the epollbooks in conjunction with some voting system of which it is part, and also some VRDB.

· So, when this working group wants to start talking about BOD and Epollbooks, these are some of the things we will need to address.

· Ian -- in regard to BOD printers, those are primarily off the shelf printers.  When it comes down to EMC, those things are usually Class A, not Class B, FCC rated.  I doubt any of the COTS manufacturers would make any changes to the systems in order to make them Class B.

· BOD – using them in the polling place with Epollbooks.  That’s a potential.  But is that being used anywhere?

· Bob Murphy – we’re taking a serious look at that.  With early voting, without BOD, there’s just no way to capture the results at a precinct type level. 

· Ian -- Power backup?
· Bob – we have a power management plan that handles that.

· Ian – Also, there are some other methods in which BOD has been used -- producing emergency ballots, and logic/accuracy testing.

·  Flater –there were various use cases identified for BOD.  So this discussion of scope is something we’d have to hash through.  

· Ian – when it comes to states doing printer approvals – California has a printer approval --the print shops that print ballots have to go through a certification process.

· Flater – BOD – there’s a possibility of bringing this into scope at the EAC testing and certification level --to determine whether a BOD product is capable of functioning accurately with a given voting system. 
· Ian – with regard to BOD devices, if it is going to require testing, I don’t know that there are any types of COTS devices out there that would be able to meet that.  So that might preclude the ability to do BOD.

· Flater – we can take a look at the precluding requirements in the VVSG.  If it’s the requirement to print on 18-inch card stock that’s forcing us to use Class A printers, then talking about the next generation of voting systems, we may be looking at things like letter size paper, as opposed to cardstock type paper, etc.
· Ian – it could be 11, 13, 18, or 22-inch paper, depending on the locale.  Putting it on cardstock also requires additional toning of the printer, to bond the ink.
· Flater – well these systems are in use right now, so something is being done. Either people are using Class A printers, or they’re using something less than the extremely thick ballot stock.

· Flater – seeing as there already exists third party BOD requirements, these third parties may want some sort of certification.  And as I said, with regard to accuracy, we can’t really test or certify it, unless it’s in conjunction with some voting system.  So even these third parties somehow need to designate what the intended systems are going to be.
· Common Data Format info for today – 

· John –we’ve got a fairly stable use case document.  What we’re trying to do in P1622 is capture all comments, prior to this coming Tuesday’s P1622 telecon.  And then, have a complete document, and at the same time be working on the EML schema.

· The idea is to have everything done by May 24th, and then have it ready for internal approval by P1622 on May 31st.  If approved, it will go into a 30 day editorial review.  IEEE members will vote on it, and it will be out for review and balloting for about 6 months or so.  
· We had one last minute request – the MOVE act has a requirement to track the status of absentee ballots.   I suspect we can add this in, although it’s somewhat out of scope.  

· We have had a couple of manufacturers express a preference for using the base EML schemas, instead of the ones specifically developed for this use case.

· The XML schema developed for this use case is 505.  It contains a lot of district, precinct, and locality information, which can then be used to index the ballots in a particular precinct.  The idea is that one could have a file with information that corresponds to the schema structure, and one could look up a voter’s voting location in the file, and then map to the voter’s ballot.  You could do that in this file, or you could do that with certain base schemas in EML.  
· This 505 schema was meant to make this easier.  One reason being it is structured to work well with PEW’s VIP program.

· But I think we’ve satisfied these manufacturers who had the concerns, because you can go either way. 

· Ann – has the use case changed much since our last call?

· John – it’s largely the same, but there is some summary information that has changed (stating that you can you the base schema or the 505 schema, as explained above).  
· Also FVAP wanted the capability to display a ballot without the state specific information (that would be added later).  This gives the capability to do that, so just note that.
· Future Use Cases for CDF –

· We’ve mentioned logging.

· We’ve also been talking about doing a CDF schema for VRDBs.  I’ve talking a little bit with Election Data Services, who know about the variations amongst the states and what is tracked.  We would need to do some analysis and develop a superset.  
· But as to the area we ought to address next, I feel it would be a good idea to have some vigorous discussions about that on some of the next calls.  And I feel that it has to be done intelligently, so that it helps election officials but also that it’s possible for manufacturers to use it.

· Other than event logging and VRDB, what other areas should a CDF address next?

·  Ann – how about election reporting.  Like tabulation reporting?
· John/Carmelo – output of the tabulators on election night?  Yes, we’ve had a few people ask about that.  That’s a good idea.  

· Ann – I was getting at the election results coming out, like vote totals. Not so much the cast vote records, but vote totals, so it could all go into a single return.  If the voting system could report vote totals in a CDF, that would help. It could also be useful to the EAC, who have asked for vote totals for certain congressional races in the past.

· John – OK, great.  Also, I’ve investigated event logging.  Others at NIST have a common format that’s being suggested for event logs, with api’s associated with it.  It’s aimed more at different computing platforms, not really election systems.  So that area seems quite suited to event logging needs, categorizing events, etc.

· Ian – yes, I agree with you there.  Right now, it has certain common elements, but also variety and diversity.  When it comes down to CDF, I think it needs to identify some standards for the content too.  It would be much easier if everyone used the same common language for audit logs.  And easier too for translators and automated systems.

· John - So, I tend to think there would be a lot of value in targeting tabulation and VRDB at the same time.  I like the idea especially of election night output.  That gives software developers the opportunity to develop their own software.  And anything that can help out on election night is certainly a good idea.

· Ian – yes, the election night roll-up stuff, I think it could probably be implemented easily in existing systems as well.

· John -OK, I will send out a copy of the use case and other information to the mailing list.  Our next meeting will be Thursday, May 26, at 1 PM EST.
