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ANSI/NIST ITL - Law Enforcement and Beyond

• ANSI/NBS-ICST 1-1986 Minutiae-based fingerprints
• ANSI/NIST-CSL 1-1993 Image based fingerprints
• ANSI/NIST-ITL   1a-1997 Face and SMT added
• ANSI/NIST-ITL   1-2000 Tagged-field/palms /higher resolution/latents
• ANSI/NIST-ITL   1-2007 Iris, flats, face
• ANSI/NIST-ITL   2-2008 XML version of 1-2007

• ANSI/NIST-ITL 1- Brad Wing Revision
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The FBI sponsored the development of the original and each revision of the A/N standard. The FBI also sponsored the workshops that initiated the development of each version
In 1985 the need was identified for the national/international exchange of fingerprint and other metadata; FBI/NBS sponsored first workshop in 1985
1986 - Result of workshop held in 1985; little attention given to exchange of images; at that time the technology was not mature enough to handle the transmission of large volumes of images due to bandwidth limitations
1993 - Result of three workshops in preparation for the FBI’s image-based IAFIS; 4 fp image records defined; development of WSQ was sponsored by the FBI; FBI led work and discussion on compression, resolution, and live-scan studies reviewed during these workshops
1997 BPR for capture of mugshots and development of the Type-10 record results of workshop
2000 tagged-field fp image records introduced; variable resolution for new latent/rolled/palm records; resolution could now exceed 500ppi 
2007 - Face portion of standard enhanced; iris record added; segmentation/image quality fields added
2008 - XML version of 2007 nothing new; – NIEM compliant XML version developed; result of ad hoc group formed during the workshops for the 2007 standard and additional FBI sponsored workshops in 2007 and 2008
20XX - Incorporate parts of Mobile ID BPR – finger combinations and SAP tables

http://rds.yahoo.com/_ylt=A0WTefYl.ExMZxwASXuJzbkF;_ylu=X3oDMTBxMHN2MjFrBHBvcwMzMwRzZWMDc3IEdnRpZANJMTIyXzcx/SIG=1jkpg1b6m/EXP=1280199077/**http%3a//images.search.yahoo.com/images/view%3fback=http%253A%252F%252Fimages.search.yahoo.com%252Fsearch%252Fimages%253Fp%253Dseptember%252B11th%2526b%253D19%2526fb%253D7%2526ni%253D18%2526ei%253Dutf-8%2526xargs%253D0%2526pstart%253D1%2526fr%253Dyfp-t-701-s%26w=540%26h=650%26imgurl=www.greatdreams.com%252Fwar%252Fwtc-9-11.jpg%26rurl=http%253A%252F%252Fwww.greatdreams.com%252Fwar%252Fthird-pearl-harbor.htm%26size=104KB%26name=...%2bCity%252C%2bSeptem...%26p=september%2b11th%26oid=39bef0aab6734ed6279157ca382eeea5%26fr2=%26no=33%26tt=599000%26b=19%26ni=18%26sigr=11lsth061%26sigi=114ala0cq%26sigb=13mnsvkr2


Integrated Automated Fingerprint Identification System 
(IAFIS)

• IAFIS has lived up to and vastly 
exceeded performance 
expectations

• Now is the time to design for the 
future, rather than reacting to it

Presenter
Presentation Notes
IAFIS
IAFIS is the largest person-centric National fingerprint repository in the world.

IAFIS supports over 18,000 local, state, federal, tribal and international law enforcement agencies.

It’s important to note that the IAFIS was originally designed to process 62,500 transactions per day.

As you can see, we recently exceeded that by processing 297,816 transactions in a 24 period.

The IAFIS current accuracy performance today is approximately 92%. 

The IAFIS has vastly exceeded performance expectations since it’s implementation in 1999, but we must now design for the future and NGI is the answer.




Today's FBI: Changing to Meet Evolving Threats

Core

Infrastructure

Processes

Partnerships

People

Mission Evolution
•Changed since IAFIS went live in 1999
•Supports both criminal and noncriminal justice requirements
•Counterterrorism mission

Focus on Technology Advancements
•Improve biometric services
•Enhanced CJIS services
•Technological advancements to improve the system

Changing Business Needs
•Interoperability
•Increased federal, state and local demand for identification services 
•New legislation has significantly increased background checks
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-Established clear FBI priorities emphasizing prevention while ensuring the protection of privacy rights and civil liberties
-Realigned Organizational Structure to create 5 Branches (National Security Branch; Criminal Investigations Branch; Human Resources Branch; Science and Technology Branch; and Office of the Chief Information Officer
Enhanced FBI-wide intelligence capabilities
Increased the number of Special Agents assigned to Counterterrorism
Number of Intelligence Analysts increased from 1,023 on 9/11/01 to 2,161 today; number of linguists from 784 to 1,371
Moved beyond case-focused intelligence gathering and analysis to knowing the FBI's domain
Modernized the FBI IT Infrastructure with new networks
Centralized databases with modern search tools
Improved connectivity with law enforcement and intelligence community partners
Increased the number of Joint Terrorism Task Forces (JTTF) from 34 to 101 and established a National JTTF with representatives from 40 agencies
Improved coordination and connectivity across local, state, federal, tribal and international agencies
Disseminated tactical and strategic intelligence products
Trained state, local, and international partners
Developed a new approach to helping counterparts overseas�




NGI is a collaborative effort among the Bureau, the CJIS Advisory Policy 
Board and members of the Compact Council, comprised of local, state, 
federal, and international representatives.

NGI Drivers and Requirements

Flexibility Additional Functionality
Capacity Interoperability
Accuracy Availability
Response Times

The Path to NGI
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NGI has been a truly collaborative effort. From identifying the capabilities that would make up NGI, to identifying the NGI user requirements and finalizing the requirements.

As many of you are aware, the CJIS Division is different than any other division in the FBI because we use a shared management approach with our user community to manage our IT Systems. We basically take recommendations from two groups: The APB which has oversight on Criminal Justice issues and the Compact Council process which has oversight on Noncriminal Justice issues. These groups are made up of representatives from the local, state, and federal user community 

As a result of their input,  the Next Generation Identification Capabilities were established.



Biometric Center of 
Excellence

The BCOE is the FBI program for 
exploring new and advanced 
biometric capabilities to solve 
crimes and protect national 
security.

FBI Biometrics Today
Biometric Interoperability 

Program

The Biometric Interoperability  
Program establishes 
interoperability between the 
FBI IAFIS and other biometric 
systems.

The NGI program will enhance 
the current IAFIS and offer 
state-of-the-art biometric 
identification services.

Next Generation 
Identification
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NGI will enhance the current IAFIS with new and improved functionality, offering state-of-the-art biometric identification services and collection of multimodal biometrics.  The NGI Program consists of seven increments and associated deliverables:
 Advanced Technology Workstations (ATWs)
 Repository of Individuals of Special concern (RISC) Prototype
 Identification Fingerprint Search Capability ~ Faster Algorithm & Improved Accuracy
 Latent & Palm Prints & Full NGI Infrastructure
 Photographs, Rap Back, & IAFIS Migration
 Full User Functionality & Performance Validation

At mid-year FY 2010, biometric trade studies are 40% complete and the roll-out of ATWs is 96% complete.   NGI will deliver increments to include improved accuracy of Fingerprints, Rolled and Flat, for operational environment deployment in February 2011; with Palmprints, Latents, Iris, Photos/Facial, Scars, Marks and Tattoos to be delivered in future increments. 
-----------------------------------------------------------------------------------------------------------------------------------------------
All three initiatives supporting the P4 objective are currently on track toward established milestones.  
At the end of the 2nd Quarter 2010, 

BCOE is at 24% complete of overall life cycle, compared to 18% target; 
BIO is on target at 36% complete of overall life cycle; and,   
NGI is at 33% complete of overall life cycle, compared to target of 29%. 

The overall rating for all the P4 objective is a low Yellow due to BCOE red status, and NGI and BIO at yellow. 

BCOE is rated Red due to the lack of resources.  Budget request for 15 FSL was not supported by FD. 
BIO is rated Yellow due to risks associated with a changing DHS requirement for a 30 second response vs. 10 second response, the Customs and Border Protection (CBP) Point of Entry (POE) Primary’s Criminal Justice status, and Secure Communities resistance from some locations. 
NGI is rated Yellow due to the risk of the contractor not adhering to established schedules for the incremental deployment of NGI. 



Advanced 
Technology 
Workstations

• Replace obsolete 
hardware

• Provide high 
resolution of 
biometrics

Increment 0

Initial 
Operational 
Capability

• Identification 
Fingerprint Searc
Capability

• More accurate 
searches

• Better support for 
rolled/flat 
processing

h 

Increment 1

RISC and 
Initial NGI 
Infrastructure

•Repository for   
Individuals of 
Special Concern 
(RISC)
• Rapid mobile 
searches

• Web services 
availability

Increment 2

Palms and 
Latents

• Investigative 
Palmprint search 
capabilities

• National Palmprint
repository

• Latent 
Enhancements

• Unsolved Latent 
File cascaded 
searches

Increment 3

Rap Back, 
Facial, 
Photo/SMT 
Search 
Capabilities
• Increased 
Response Times

• Facial and SMT 
searches

• IAFIS 
Functionality 
Replaced

• Verification
• Enhanced 
Interoperability

• Disposition type of 
transactions

Increment 4

Iris

• Conduct Iris Pilot 
based on trade 
study results

Increment 5

Full 
Operational 
Capability

• Technology 
refreshment

Increment 6

NGI Tentative Implementation Schedule

Complete

2010 2014


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Increment 0 - Advanced Technology Workstations  (ATW) - Completed March 26, 2010.

Specifications of new ATWs:
30 inch monitors to each workstation
Higher resolution
Surveys of fingerprint examiners have indicated increased productivity

Increment 1 - Increased accuracy (99% true match rate) of fingerprint search results & provides better support for processing flat and rolled fingerprints

Increment 2 – Repository for Individuals of Special Concern (RISC)
	    Rapid mobile searches of the worst of the worst
              Supports mobile fingerprint identification operations on a national level

Increment 3 – Palmprint Repository and additional Latent functionality (latent palm searches)
                        Provides reverse or cascaded of incoming transactions against unsolved latent and palm files 

Increment 4 –  Enhanced photo repository and searches of scars, marks, and tattoos (SMT)/photos; 
	RAP Back functionality
	Biometric Interoperability
  	Replacement of IAFIS
  	Implements interoperability solutions with the Department of Homeland Security

Increment 5 – Iris Pilot

Increment 6 -  Full Operational Capability
	     Technology refresh
.





• Current Version 9.1  (which will be used for the NGI Increment 2 baseline)
• www.FBIBiospecs.org website contains all previous versions (both 

redlined and “clean”)
• Goal to post both binary SMTP and XML EBTS versions 

simultaneously
• Placeholders/limited information for NGI future capabilities
• Recently re-arranged (v9.0) to match NGI documentation

(i.e., formatted into the six separate NGI cores services)
• Identification
• Verification
• Information
• Investigative 
• Notification
• Data Management

NGI Specifications – EBTS

http://www.fbibiospecs.org/


Final Thoughts - ANSI/NIST 
Standard Update Considerations

• Is there a need?
• Does it support interoperability?
• How will legacy systems be impacted?
• Is it complete/mature enough?
• Can/Has it been tested before we adopt it?
• Are we fixing a problem or creating a new one?
• If someone broke the rules/guidelines does it mean we 

have to change them?

THANK YOU – LOOKING FORWARD TO A  GREAT WORKSHOP
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1 - Details for each implementation scattered between main part and different appendices; Is the 2007/2008 “Parts” approach a better way?
2 - Limit to NIEM-compliant (2008/variant)? Include a short version (interpol)? Include ASN (financial arena?)
3 - Is the structure solid or is there a chance errors will be found before it really gets off the ground?  If so, then what?
4 - Or should this be part of a wrapper used with this standard?
5 - The Mobile ID was intended for guidance in procurement of devices – not is data formats;
6 - Chances that anyone used low res or binary finger images, or standard minutiae?
7 - What to do with Voice?  Working group shepherd it and then Brad goes through update procedure.  Do we want to include a Proprietary binary data record?  Against the idea of a standard.
8 - Should 70+ pages of Extended Fingerprint Set information be added to the main part of the standard - or should it go to an Appendix?  For that matter is the standard getting too large?
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