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To whom it may concern:

 

As a senior software engineer working on software standards development with over 20 years of experience in software engineering, it is appalling to see how basic business and engineering practices have been circumvented in the push for electronic voting.  Without basic requirements that have been independently reviewed there is no hope to develop a coherent set of standards by which the security and reliability of these machines can be measured.  Without such standards, there can be no inherent trust in the outcome of any election in which these machines are used.  Such trust is basic to our democracy.  Indeed, in the cable industry, new devices that are put onto cable operators networks undergo much more standardization and testing procedures than are being applied to devices used for voting.  Additionally, in systems that are used for accounting, it is standard practice to introduce new systems, in parallel with, existing systems before they are accepted.   Why are these basic business and engineering practices being applied to voting systems.

 

It is well known by security experts that the only thing secret in a secure system are the private keys.  That way, the algorithms can be validated as being secure and reliable.  Similarly, all operating procedures should be subject to scrutiny by independent analysis.  At the very least, a paper trail that can be independently audited (such as is used in accounting systems) MUST be put in place before these systems are used.  These audit trails must be available to validate the results of electronic tallies.

 

Repectfully,

 

Allen Gordon
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