
Sean McGregor, Ph.D., ExecDir RAIC
F ellow of the Berkman K lein C enter for 
Internet &  S ociety at Harvard University

NIS T  W orkshop on A I Incident Management
May 14th, 20 26

The Next 6,173 AI Incident Reports



Sean McGregor, Ph.D., ExecDir RAIC
F ellow of the Berkman K lein C enter for 
Internet &  S ociety at Harvard University

NIS T  W orkshop on A I Incident Management
May 14th, 20 26

Our First 6,173 AI Incident Reports



Let's look back to 2018...





This is what we want for AI



Let's look back to 2018...



A humble spreadsheet

Let's look back to 2018...



A humble spreadsheet

Let's look back to 2018...

What do we call these?



accidents, failures, malfunctions?

X

What do we call these?



accidents, failures, malfunctions?
Doesn't cover intended harms

What do we call these?



accidents, failures, malfunctions?
Doesn't cover intended harms

vulnerabilities, threats, hazards

What do we call these?



accidents, failures, malfunctions?
Doesn't cover intended harms

vulnerabilities, threats, hazards
Not event-y

What do we call these?



accidents, failures, malfunctions?
Doesn't cover intended harms

vulnerabilities, threats, hazards
Not event-y

catastrophes, misuse, recalls, crashes

X

What do we call these?



accidents, failures, malfunctions?
Doesn't cover intended harms

vulnerabilities, threats, hazards
Not event-y

catastrophes, misuse, recalls, crashes
Too specific

What do we call these?



accidents, failures, malfunctions?
Doesn't cover intended harms

vulnerabilities, threats, hazards
Not event-y

catastrophes, misuse, recalls, crashes
Too specific

Incidents?                             X

What do we call these?



accidents, failures, malfunctions?
Doesn't cover intended harms

vulnerabilities, threats, hazards
Not event-y

catastrophes, misuse, recalls, crashes
Too specific

Incidents?                             X

What do we call these?

Yes! Incidents



6,173 AI Incident Reports 
(and counting)





Submitted by anyone



Reviewed by Humans

C lassified by Humans 
and Machines
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You are all experts, 
hopefully I will be 
hopping around 

different expertises
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Accidents, Failures, Malfunctions, Hazards

Companies need to catalog these to make better products

Observation 3.1: As extensive deployers of AI 
systems, governments have a first-party interest in 

collecting accidents, failures, and malfunctions
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Security Incident, Vulnerabilities, 
Threats, Exposures

Companies collaborate on these to make more secure products

Observation 4: AI Security is technically and 
bureaucratically hard, but commercially simpler



Security focus



Security Incident, Vulnerabilities, 
Threats, Exposures

Incident 6: Microsoft's TayBot Allegedly Posts Racist, Sexist, and Anti-Semitic Content to Twitter



Security Incident, Vulnerabilities, 
Threats, Exposures

Companies collaborate on these to make more secure products

Observation 4: AI Security is technically and 
bureaucratically hard, but commercially simpler



Accidents, Failures, Malfunctions, Hazards
Unintentional harms

Sec Incident/Vulnerabilities/Threats/Exposures
AI system is the target

Misuse
Intentional harms



Misuse
Intentional harms



Observation 5: Misuse maps to security in the 
presence of guardrails

Misuse



Misuse



If a hosted model is not supposed to service 
this request, then it is a security incident

Misuse
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Observation 6: We are approaching an infinity

Misuse



Now What at NIST?

Accidents, Security, or Misuse?
Hindcasting...Nowcasting...Forecasting

Common Data Fields
Incident Management Standards

Naming Things
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Let's Build Some Nowcasting Measures



AI Incidents 





AI Incident Monitoring through a Public Health Lens
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Conclusion: Nowcasting is possible! But also super hard...



Now What?
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A pragmatic classification framework for AI incident monitoring
On a "miles traveled basis," is the technology getting more or less safe?

We can identify whether harm 
(H) is increasing or decreasing.
-- Autonomous cars are getting 
safer on a per-mile basis...

We can identify whether exposure 
(E) is increasing or decreasing.
-- Autonomous cars are being 
deployed more widely...
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A pragmatic classification framework for AI incident monitoring

Isaak Mengesha     Branwen Owen       Charlie Collins          Tina Wong               Simon Mylius Peter Slattery       Sean McGregor

Data Collection Determination Procedure
Conclusion: We can do this at great scale and impact!



Wrap Up



Incident Definitions

Communities

Be specific about your 
incident types



Incident Definitions

Communities

Be specific about your 
incident types

AI {Security, Safety, Misuse, ...} Incident



Credit and Thanks

1. AIID Editing Team: Daniel Atherton
2. Arcadia Impact Cohorts
3. AIID Community
4. Responsible AI Collaborative Board: 

Patrick Hall, Heather Frase, Kristian 
Hammond



DonationsCalling Researchers!

Bringing together a special 
issue of AI Magazine
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