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The economics of privacy




The impact of breach disclosure
laws on ID theft
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= Average reduction of ID

theft due to disclosure
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"Do Data Breach Disclosure Laws Reduce Identity Theft?," Sasha Romanosky, Rahul Telang, and
Alessandro Acquisti. Journal of Policy Analysis and Management, 2011




Empirical analysis of data breach
litigation

2005 2006 2007 2008 2009 2010

Ratio of lawsuits over breaches

"Empirical Analysis of Data Breach Litigation," Sasha Romanosky, David Hoffman, Alessandro Acquisti.
Journal of Empirical Legal Studies, 2014.




O Dismussed (n=78)

[ Settled (n=84)

Dismissed vs. Settled lawsuits

Empirical Analysis of Data Breach Litigation," Sasha Romanosky, David Hoffman, Alessandro Acquisti.
Journal of Empirical Legal Studies, 2014.




Probability of lawsuit higher Probability of settlement higher
when: when:
= greater number of records = plaintiffs claim to suffer
compromised actual (financial) harm
evidence of actual harm = classis certified
(financial loss) = surprisingly, statutory

data required heightened damages not found to
level of protection (e.qg. drive settlement
CCN, medical, financial)

breach caused by

improper disclosure of

information

"Empirical Analysis of Data Breach Litigation," Sasha Romanosky, David Hoffman, Alessandro Acquisti.
Journal of Empirical Legal Studies, 2014.




SAMPLE JOHN DOE CV & GRANTS

UNTIVERSITY OF PENN:

Date: Month, year

John Doe. M.D.. Ph.D

Office Address 1234 Maloney Building
ospital of the Unt ¢ of Pennsylvania
Philadelphia,

Ifvou are not a U.S. citizen please indicate the type of visa yvou have:

(If applicable)

Visa type or Permanent Resident status

Education
1588 BS.
1892 MD
1994 PhD

raduate Tra

2008- present

Hospital and Administrativi

Yale Univi

dicine, Temple Hospital. Philadelphia
Resident in Me Graduate Hospital, Philadelphia
Fellowship, Pulmonary Diseases, Hospital of the Univ

tv of Pennsylvania
Philadelphia

U.S. Public Health Service. Tuberculosis Control Section. Philadelphia

Assistant Professor of Medicine, Department of Medicine
ity of Pen vania School of Medicine

ate Professor of Medicine, Department of Medicine
sity of Pen vania School of Medicine

Appointments

1699-present
2001-20035
S-present

ther Appointments
189%-present

1999-present

tion Laborato
ania School o dicin
sity of Pennsylvania School of Medicine

Senior Fellow, Leonard Davis Institute, ersity of Pennsylvania School of
Medicine
v Member, Cell and Molecular Biology Graduate Group. University of

JOHN DOE
is on Facebook.

To connect with JOHN DOE, sign up for Facebook today.

ERE WE GO. oo

and access John Doe’s full profile.

As a Linkedin member, you'll join 200 million other
professionals who are sharing connections, ideas, and
opportunities. And it's free! You'll also be able to

= See who you and Joehn Doe know in common View full profile
« Get introduced to John Doe

= Contact John Doe directly

4 people have recommended John
500+ connections

Name Search:

Search for people you know from aver 200 million
professionals already on Linkedin

Viewers of this profile also viewed...

Joanne Piscopo
Sr. Account Manager/Recruiter in_..

joseph rasoori
recruiter at Aimic Inc

Gary Calka
Owner, R&T ASSOCIATES

Donny Soucy
Senior Technical Recruiter at Kinetix

Meredith Skiados

Kelly Mahler
Sr. Recruiter at SA Technologies Inc

Ewelina Wanczycki
Account Manager at SA Technologies Inc.
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MUSLIM CHRISTIAN




Straight Gay

Callback rates

n=427 n=449 n=551 n=564 n=39 n=49

More Democrat-leaning states Politically mixed states More Republican-leaning states
Two-sided Fischer’s exact p-value Two-sided Fischer’s exact p- Two-sided Fischer’s exact p-value

=1.00 value = 1.00 =1.00
Two-sided t-test p-value = 0.956 Two-sided t-test p-value =0.945 Two-sided t-test p-value = 0.887

Christian Muslim

Callback rates

n=451 n=427 n=352 n=543 =52 n=44

More Democrat-leaning states Politically mixed states More Republican-leaning states
Two-sided Fischer’s exact p- Two-sided Fischer’s exact p- Two-sided Fischer’s exact p-
value = 1.00 value = 0.309 valie = 0.019
Two-sided t-test p-value =0.934 Two-sided t-test p-value = 0.271 Two-sided t-test p-value =0.016

"An Experiment in Hiring Discrimination via Oriline Social Metworks,"
Alessandro Acquisti and Christina Fong, work in progress£{zvailable at SSRN).







The “behavioral economics” of
privacy

Asymmetric information
Bounded rationality
Cognitive and behavioral biases




What is privacy worth?
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Endowed $10
N =349, p <0.005

"What is Privacy Worth?," Alessandro Acquisti, Leslie John, and George Loewenstein.
Journal of Legal Studies, 2013.




Will consumers pay for privacy?

8 |
> } poster Search

Search Engine: Google * Yahon! Preference Level: Medium -

B8088 Decorate with Framed Posters, Art Prints & Photography from

mrivacy Resot - Barewalls.com
Offers posters and lithographs. Custom framing, canvas transfers, and board mounting services
also available.,
http://www.barewalls.com/ - No Cache - Privacy Policy - Similar Pages

AllPosters.com - The World's Largest Poster and Print Store!
Online store for posters and prints of movies, actors, sports, music, and other subjects.
http://www.allposters.com/ - No Cache - Privacy Policy - Similar Pages

“The effect of online privacy information on purchasing behavior: An experimental study,” Tsai, Egelman,
Cranor, Acquisti. Information Systems Research, 2011.
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Condition 1
No information

‘:Duraceil AA batteries B-pack

Duracell Alkaline Battery, AA, 8/PK

Duracell Coppertop Alkaline A& Batteries Long-life alkaline batteries provide the best, longest power source.

Recommended for use in smoke alarms, flashlights, lanterns, calculators, pagers, cameras, recorders, 1
radios, CD players m

www.covsoftware.com/c/product.htmi?record@56119 $14 45 {w,r‘shipping}

Duracell AA8 DURACELL - Alkaline Batteries Value Packs
Duracell AAE DURACELL Alkaline Battery Value Packs...
discountofficeitems.zoovy.com/product/DURMMNLISRT12Z

Duracell Alkaline Battery Value Packs

Duracell AAS DURACELL Alkaline Battery Value Packs DURACELL AA ALKALINE BATTERY - 8 PACK
Cardboard card for peg hook 8 pack Specifications Weight 0.45 Ibs Length 4.5 inches Width 3.75 inches
Height 1 inches Manufactures Web site www.duracell...

Duracell Coppertop Alkaline AA Batteries

Long-life alkaline batteries provide the best, longest power source. Recommended for use in smoke alarms,
flashlights, lanterns, calculators, pagers, cameras, recorders, radios, CD players, medical eguipment, toys
and electronic games. Dependable after seven years of storage.

ww . officequarters.com/product.php/fitem/DUR-MN1500B8.. $15 14 {w;‘shipping}




Condition 2
Irrelevant information
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Handicap
Accessibility
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Handicap
Accessibility
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Handicap
Accessibility

_?Duraceii Af batteries B-pack Search _'

Duracell Alkaline Battery, AA, 8/PK

Duracell Coppertop Alkaline AA Batteries Long-life alkaline batteries provide the best, longest power source.
Recommended for use in smoke alarms, flashlights, lanterns, calculators, pagers, cameras, recorders,

radios, CD players
www.ccvsoftware.com/c/product.html?record@56119

Duracell AA8 DURACELL - Alkaline Batteries Value Packs

Duracell AAB DURACELL Alkaline Battery Value Packs...
discountofficeitems.zoovy.com/product/DURMMNISRT12Z

Duracell Alkaline Battery Value Packs

Duracell AAS DURACELL Alkaline Battery Value Packs DURACELL A& ALKALINE BATTERY - 8 PACK
Cardboard card for peg hook 8 pack Specifications Weight 0.45 |bs Length 4.5 inches Width 3.75 inches
Height 1 inches Manufactures Web site www.duracell...

Duracell Coppertop Alkaline AA Batteries

Long-life alkaline batteries provide the best, longest power source. Recommended for use in smoke alarms,
flashlights, lanterns, calculators, pagers, cameras, recorders, radios, CD players, medical equipment, toys
and electronic games. Dependable after seven years of storage.

P
il

$14.45 (w/shipping)

$15.14 (w/shipping)




Condition 3
Privacy information

oooo
Privacy Report

BEEO0O
Privacy Report
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Privacy Report

?ﬁuraceii Af batteries B-pack ' Search [ . .
' ' Privacy premium:

$0.69 (or about 5%)
Duracell Alkaline Battery, AA, 8/PK

Duracell Coppertop Alkaline AA Batteries Long-life alkaline batteries provide the best, longest power source.
Recommended for use in smoke alarms, flashlights, lanterns, calculators, pagers, cameras, recorders,
radios, CD players

www.ccvsoftware.com/c/product.html?record@56119

Duracell AA8 DURACELL - Alkaline Batteries Value Packs
Duracell AAB DURACELL Alkaline Battery Value Packs...
discountofficeitems.zoovy.com/product/DURMN1ISRT12Z Privacy Policy

Duracell Alkaline Battery Value Packs

Duracell AAS DURACELL Alkaline Battery Value Packs DURACELL A& ALKALINE BATTERY - 8 PACK
Cardboard card for peg hook 8 pack Specifications Weight 0.45 |bs Length 4.5 inches Width 3.75 inches
Height 1 inches Manufactures Web site www.duracell...

Duracell Coppertop Alkaline AA Batteries

Long-life alkaline batteries provide the best, longest power source. Recommended for use in smoke alarms,
flashlights, lanterns, calculators, pagers, cameras, recorders, radios, CD players, medical equipment, toys
and electronic games. Dependable after seven years of storage.



Results

% Purchases by Level of Privacy

™ No Information = Handicap M Privacy
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So: How do we balance data
sharing and privacy protection?




Transparency and control




Sufficient vs. Necessary conditions




Sufficient vs. Necessary conditions




Not Sufficient




Control




Privacy and paradox of Control




Privacy and paradox of Control

Control :: Privacy

-




Privacy and paradox of Control




Study on Ethical Behavior

IMPORTANT: All answers are voluntary. By answering a question, you agree to give the researchers
permission to publish your answer.
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1. Are yau married?
. Have you ever heen fired by your emplayer?
. Have you ever stalen amything {e.g.. fram a shop, a person)?
. Have you ever used drugs of any kind (.. weed, heroin, crack)?

. Have you ever lied aboutyour age?

. Have vou ever done any kind of voluntary service?

. Have you ever had sexin a public venue {e.q.. restroom of a club, airplane)?

2
3
4
5
6. Have you ever had cosmetic surgeny?
7
B
g

. Have you ever made a donation to & non-profit organization?
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10, Do yau have any permanent tatoos?

Cloge




Study on Ethical Behavior

IMPORTANT: All answers are voluntary. In order to give the researchers ppefff Qo publish your
answer to a question, please check the corresponding box.
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Fuhlication permission
LAre you married? | i
.Have you ever heen fired by your employer?
. Have you ever stolen anything {e.g.: from a shop, a person)?
.Have you ever used drugs of any kind {e.g.: weed, heroin, crack)?
. Have you ever lied about your age?
.Have you ever had cosmetic surgery?
. Have you ever done any kind of valuntary service™?
.Have you ever had sexin a public venue {e.g. restroom of a club, airplane)?

.Have vou ever made a donation to a non-profit organization?
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10. Do you have any permanent tatoos?

Cloge




Implicit
control
m Explicit
control

More intrusive Questions Less Intrusive Questions
(p-value =.0115) (p-value = .0252)
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“Misplaced Confidences: Privacy and the Control Paradox," Laura Brandimarte, Alessandro Acquisti,
and George Loewenstein. Social Psychological and Personality Science, 2013




Transparency




The limits of Transparency







The limits of Transparency
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Control
M Students

M Students & Faculty

“Sleights of Privacy," Idris Adjerid, Alessandro Acquisti, Laura Brandimarte, and
George Loewenstein. SOUPS, 2013













15 seconds delay




The limits of Transparency
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Control Delay
W Students

M Students & Faculty

“Sleights of Privacy," Idris Adjerid, Alessandro Acquisti, Laura Brandimarte, and
George Loewenstein. SOUPS, 2013




Privacy and disclosure behavior on
Facebook over time

Interest Information Disclosure Trends 2005-2011
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2004 2006 2008 2010 2012 2004 2006 2008 2010 2012
Crawl Year Crawl Year

Shares Interests on Profile Shares Music on Profile
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2004 2006 2008 2010 2012 2004 2006 2008 2010 2012
Crawl Year Crawl Year

Shares Books on Profile Shares Movies on Profile

Arithmetic means with 95% CI

"“Silent Listeners," Fred Stutzman, Ralph Gross, and Alessandro Acquisti.
Journal of Privacy and Confidentiality, 2012




Implications

. Making users feel more in control of their data can lead to their
sharing more sensitive information with more strangers

(overconfidence)

. Even very simple and accessible disclosures/privacy notices can be
strategically framed to produce variable (and sometimes arbitrary)

amounts of disclosure
. Privacy behavior is context dependent and "malleable”

. Privacy behaviors have economics consequences for data holders

and data subjects




Solutions?

Self-requlation (i.e., market-based approaches)?
Regulation?

"Better” information?

User interventions?

Soft (asymmetric) paternalism, or *nudges”?




For more information

Google/Bing: economics privacy

Visit: http://www.heinz.cmu.edu/~acquisti/feconomics-

privacy.htm

Email: acquisti@andrew.cmu.edu




