Susan Campbell, 9-21-04 testimony


MR. SCHUTZER:
Susan Campbell.  


MS. CAMPBELL:  Good morning.  My name is Susan Campbell, and I work at the Montgomery County, Maryland Board of Elections.  I'm happy to be here today to share some of my experiences with you.


A little over two years ago, I was tasked with replacing our antiquated data vote punch card system with touch screen and optical scan systems.  As I'm sure you can imagine, this is no easy task.  The implementation of this new technology dramatically changed the way that we prepared for and conducted elections.  Most business practices within our department had to be retooled or reengineered to meet the challenge.


Our board was introduced to an audio ballot for the first time as well an a multi-language ballot.  Staff quickly became familiar with many of the hardware components, including a voting unit, a scanner, encoders, voter access cards, key pads, and headsets.


From my IT viewpoint, three of the greatest challenges we faced with this new implementation were the pre-election set-up requirements, the skill set of the election judges, and voting unit security procedures.  The new pre-election set-up required to us send specifically programmed voting units to each of the polling places.


With our databased system, it was the punch card ballot that was precinct specific, not the voting booth.  Now the ballot is installed and tested on each unit.  We developed measures to ensure that the programmed voting units arrived at their intended polling places.


Our elections judges, of which some have served for many, many years, did not have the skill set needed to operate the new voting system.  Training materials were rewritten and extensive training was conducted to give each election judge hands-on training in operating procedures such as opening and closing the polling places.


The third challenge, the voting unit security required us to pass or protect functions on the touch screen and seal the voting units.  Procedures were developed to enable the election judges with passwords to operate the voting units while maintaining a level of security to prevent unauthorized access.  These challenges were met with significantly increased resources and lots of blood, sweat, and even some tears.


In order for a voting system to be considered suitable for use, it must first and foremost comply with election laws.  Of greatest importance, a voting system must accurately count and record all votes and store the voter selections in memory to be used for vote counting and audit data.


It must not only protect the secrecy of the ballots, but also protect the security of the voting process.  The information captured while voting must in no way identify the sequence the ballots were cast, or in no may permit voter identification.  It must protect all rights ofvoters and candidates.  A voting system must accommodate any and all ballot styles and support polling place, absentee and provisional voting.


System security is an essentialfactor.  There must be procedures and system capability that validates, sanctions, and inspects access of the system components in order to guard against the loss of system integrity, availability, confidentiality and accountability.  A voting system's sensitivity to disruption or violation of data integrity also depends on the security of the physical location of the equipment and data media, and on the establishment of secure network communications between network components.


Software security standards must address the security of the operating system, application software and firmware in the voting system.  It is paramount that voting systems provide protection against the many forms of threat to which voting systems may be exposed.


I feel that there are several required factors that a system must attain to be certified as a viable voting system both politically and universally.  First and foremost, commercial availability is a prime consideration.  A system's components and replacement parts must be readily available.


Equally important is the continuing technical support and service.  Initial set-up is critical.  However, continued support is vital to the successful operation of the system.  Knowledgeable support staff should be available not only at critical election times, but noncritical times as well.  The empowerment of board staff for system and voting system equipment maintenance is often crucial to a successful operation.


Another factor is the cost of implementing the voting system.  I'm not just talking about the initial expenditure for hardware, software and licenses, but also the cost of retooling and reengineering the election infrastructure.  There are costs associated with training staff and election judges to meet the new technology needs, developing new policies and procedures to implement new technology, and renovating and retrofitting existing work and storage areas.


The voting system must work efficiently.  It must offer convenience of voting to the general public.  It must be easy for the voters to use.  A voting system must be acceptable to all voters with disabilities recognized by the Americans with Disabilities Act.


A voting system must offer ease of use in the creation of an election ballot.  The jurisdictional make-up of an election area must be easily defined and maintained.  The ability to capture ballot content, questions, candidate information, voter registration in a user friendly environment is like compressing system documentation comprised of instructions and how-to guides is also essential.


As the polls close, every election official knows the importance of timely tabulation and reporting of election returns.  The voting system must support an efficient method of transferring and/or uploading the unofficial results.  Additionally, there must be the potential for an alternate means of verifying tabulation of post election day validation results.


As part of the certification process, a risk assessment study should be conducted.  System vulnerabilities and potential threats must be identified.  The voting system's weaknesses must be determined as well as the possible nature of these weaknesses.  Are the weaknesses hardware or software related?  Are they internal or external to the system?


The impact of these weaknesses of a voting system must be evaluated.  What is at risk; a voting system component, a voter, the ballot, the election results?  The probability of the risk must be assessed.  How critical are these weakness?  Are there procedures that can be implemented to mitigate the risk?


The fundamental components of any voting system should successfully pass a certification and risk assessment study.  The study should, however, carefully consider the functional components of the specific system.  One study cannot comprehensibly evaluate all of the attributes of any one system.


Clearly there are tests that can and should be conducted on one system platform that cannot be conducted on another.  The study should encompass all the system processes, but also must consider functionality available on different systems such as a touch screen and optical scanner.


System verification and validation must be conducted also as part of the certification and risk assessment process.  This V&V process determines whether the requirements for a system are complete and correct, that the products of each development phase fulfills the requirements or conditions imposed by the previous phase, and the final system complies with the specified requirements.


To summarize, the certification process must evaluate all system components on criteria such as system integrity, system security, availability, confidentiality, and accountability.  The criteria must be examined from all points of view as well as the federal level, state and local boards, and the citizen.  Thank you.  

MR. SCHUTZER:  Any questions?  

MR. HARDING:  Yes, Mr. Chairman.  J. R. Harding.  We have heard a couple convergent viewpoints here, but what I didn't hear was, or should we, how do we test for accessibility.  You listed items but accessibility was not a part of that.  Was it implicit or not? 


MS. CAMPBELL:  Are you talking to me?  

MR. HARDING:  Just generally.  Yeah, anyone.  


MS. CAMPBELL:  When the State of Maryland entered into the RFP stages for the voting system, we did include the American Federation of the Blind and NIRA.  I think that's the right name. 

MS. RELTON:  No, the American Foundation for the Blind. 


MS. CAMPBELL:  Okay.  We did incorporate them into our testing process as well. There were right there hand-in-hand testing with us.  We certainly examined their findings and made assessments based on that information. 

MR. HARDING: But I guess my broader question with testing methodologies for the system, should this be a component?  Obviously.     


MS. CAMPBELL:  Absolutely.  

MR. HARDING:  To that end, we heard from Joy saying to include persons with disabilities in that process.  So, some kind of criteria that tests for what accessibility means, and then would you be looking for us to define that, or to leave that vague?  


MS. CAMPBELL:  I certainly, from my point of view, would certainly be looking for you all to define that and we would be responsible for implementing, but you would need to set the guidelines.  

MR. HARDING:  If I heard Joy correctly, you were kind of looking at 508 as kind of a guideline on that.

MS. RELTON: Or a guideline similar to it that you would create.  But that was really the only existing guideline that has the kind of depth about functionality.  The '88 guidelines are pretty specific as well.  But whether you guys designed your own or use the 508 ones.  

MR. HARDING:  That's for equipment itself.  But generally, I guess, voting is a little broader than just 508. 

MS. RELTON:  Yes.  

MR. CADDY:  I'd like to comment as well that one of the things that we have observed, even though there may be testing for the accessibility aspect, there needs to be also included testing that verifies that the normal functionality works in those modes because people kind of assume that that is the case.


Whether it's even for other languages or other kinds of scenarios, basic device functionality needs to be completely running out in those conditions.  I'm not sure that's always the case.

MS. RELTON:  Are you saying that everything that is supposed to function does function for a person once the accessibility features are enacted?  What are you saying?  

MR. CADDY:  Well, for instance, the calibration, if there is a touch screen, where those buttons are and what the variation of those places are.  The basic functionality of the machine, it could be accessible in a lot of ways, but it also has to function to the otherrequirements that are there.  What we have seen is a few cases where that isn't the case.

MS. RELTON: I guess I assumed that, for me, accessibility is only one of the many feature that needs to be looked at, and that they shouldn't be considered separate.

MR. CADDY:  Exactly.  

MS. RELTON:  Maybe that was not fair to just assume that without saying that.  

MR. SCHUTZER:  I was wondering what you might think of the ability to do device testing at the national level and system testing assessment at the local level so that devices could be certified one time.  

MS. RELTON:  I can see the merit to that in that, back to talking about modular systems where, on their own, the device works really well, but when you put them together, they don't work as well as they used to.  I think that has to happen on the local level because everybody buys different 

devices.  I could see some merit to that.  

MR. CRAFT:  This is Paul Craft.  I think it is a serious mistake to test devices outside of the system configuration that they are put into and outside the environment which it will be used.  There are ways of obviously isolating individual devices when a particular device changes in limiting your testing to the interaction with the previous tested configuration.


But you just run too many risks and have too many variables to control when you put a product on the bench and test it and its functionality independent of anything else that works.

MR. CADDY:  I will agree that I think that there has to be that level of testing.  I think a lot of things and a lot of the characteristics can be tested at a national level to understand how the device works, and to make sure that it has the basic characteristics that are going to be necessary to have even a chance of fitting into the system.as adding, in some cases, Windows patches has caused tally systems to react differently than they did before.  So, it can be a very environment specific situation that needs to be evaluated.  

MS. RELTON:  As he mentioned that, from my perspective, every time there is the slightest update in Windows, it just -- for example, in my own computer, JAWS does the same function it did before.  Sometimes it's better.  Sometimes it's not.  

MR. SCHUTZER:   Any other questions? 

MR. HARDING:   I'm fine.  Thank you.

