[bookmark: _Hlk498932289]PREP Research Associate

This position is part of the National Institute of Standards and Technology (NIST) Professional Research Experience Program (PREP). NIST recognizes that its research staff may want to collaborate with researchers at academic institutions on specific projects of mutual interest and, therefore, requires those institutions to be recipients of a PREP award. The PREP program involves staff from a wide range of backgrounds conducting scientific research across various fields. Individuals in this position will perform technical work supporting the collaboration's scientific research. 

Research Title:

Postdoctoral Researcher - 6G Agentic AI Security

The work will entail:  
NIST seeks a postdoc research associate to collaborate with NIST staff in the design, prototyping, and evaluation of methods to secure the use of agentic AI technologies in advanced mobile wireless systems.  The incorporation of agentic AI elements in 6G architecture will expose gaps in existing wireless security standards. New agentic AI interfaces, network elements, and modes of communication will require new standards for agent discovery, identity, authentication, authorization, and policy enforcement.  The candidate will contribute to the research and development of new protocols and methods to enhance the security and resilience of AI-native architectures for 5G/6G RAN and Core networks.  This work will lead to the publication and public domain dissemination of research results and artifacts, contributions to mobile wireless standards development, and open-source software communities.

[bookmark: OLE_LINK2]U.S. Citizen Preferred

Key responsibilities will include but are not limited to:
· Contribute to the research and development of a gap analysis between emerging agentic-AI protocols and the AI use cases and architectures planned for 6G.
· Contribute to the design and evaluation of methods to secure new agentic-AI protocols, interfaces and services.
· Contribute to the research of new approaches AI-agent runtime security assurance and provenance traceability.​
· Contribute to the development of open-source prototypes of new protocols and methods to secure agentic AI in wireless communication systems​.
· Conduct experiments to collect and process measurements relevant to NIST’s projects.
· Author high-quality research reports and presentations to internal and external stakeholders.
· Ensure that research software and documentation artifacts are publicly disseminated through proper NIST processes.

Required Skills, Expertise and Qualifications:
· Ph.D. in Computer Science, Computer Engineering, Electrical Engineering or a closely related field.
· Research background in the security of advanced networks and communication systems.
· Research background in AI/ML technologies, formal verification, and mobile wireless systems.
· Strong software development and network prototyping skills.
· Strong oral and written communication skills.

Additional Desirable Skills, Expertise and Qualifications: 
· US citizenship preferred.
· Experience in authoring research publications and presentations documenting results of experiments, modeling, and analysis research. 
Employment Terms: 
· This opportunity is to be an associate researcher in the NIST Wireless Networks Division, located in Gaithersburg, MD. Funds to support relocation are not available.
· Associate researchers are NOT federal employees, but they work closely with NIST researchers.
· Salary commensurate with experience; not to exceed $11890,000/year. 

Privacy Act Statement
Authority:  15 U.S.C. § 278g-1(e)(1) and (e)(3) and 15 U.S.C. § 272(b) and (c)
Purpose:  The National Institute for Standards and Technology (NIST) hosts the  Professional Research Experience Program (PREP) which is designed to provide valuable laboratory experience and financial assistance to undergraduates, post-bachelor’s degree holders, graduate students, master’s degree holders, postdocs, and faculty.  
PREP is a 5-year cooperative agreement between NIST laboratories and participating PREP Universities to establish a collaborative research relationship between NIST and U.S. institutions of higher education in the following disciplines including (but may not be limited to) biochemistry, biological sciences, chemistry, computer science, engineering, electronics, materials science, mathematics, nanoscale science, neutron science, physical science, physics, and statistics. This collection of information is needed to facilitate administrative functions of the PREP Program.
Routine Uses:  NIST will use the information collected to perform the requisite reviews of the applications to determine eligibility, and to meet programmatic requirements. Disclosure of this information is also subject to all the published routine uses as identified in the Privacy Act System of Records Notices:  NIST-1: NIST Associates.  
Disclosure:  Furnishing this information is voluntary. When you submit the form, you are indicating your voluntary consent for NIST to use of the information you submit for the purpose stated.

