gt Cybersecurity Framework Workshop

North Carolina State University
November 14-15, 2013

Workshop Purpose: To engage stakeholders on the Preliminary Cybersecurity Framework and to discuss
strategies around implementation and further development of the Framework.

Workshop Input: Preliminary Cybersecurity Framework http://www.nist.gov/itl/cyberframework.cfm

Draft Agenda
Thursday, November 14, 2013

8:00 AM Registration
Hunt Library Auditorium Lobby, NCSU
1070 Partners Way, Raleigh, NC

9:00 AM Welcome Plenary
Charles H. Romine, Director, Information Technology Laboratory, NIST
Dr. Randy Woodson, Chancellor, NCSU

9:30 AM Preliminary Cybersecurity Framework Overview
Moderator: Matt Eggers, U.S. Chamber of Commerce
Panelists:
Adam Sedgewick, NIST
Donna Dodson, NIST
Matt Scholl, NIST
Kevin Stine, NIST

10:45 AM Break

11:00 AM Privacy and Civil Liberties Panel
The Framework contains a methodology to protect privacy and civil liberties as
directed by the Executive Order, and presented as Appendix B in the Preliminary
Framework. This session will discuss the considerations for the privacy methodology,
including the intended scope; how critical infrastructure organizations can best
approach the impact on privacy and civil liberties arising from their cybersecurity
programs; and the current state of maturity of privacy standards and best practices.
Panelists will also discuss next steps and gaps that need to be addressed with respect to
the integration of privacy and cybersecurity in the Framework.

Moderator: Ari Schwartz, NSS
Panelists:
Naomi Lefkovitz, NIST
Michelle Richardson, ACLU
Harriet Pearson, Hogan Lovells
Julie Snyder, MITRE
John Miller, Intel

12:15PM Workshop Logistics and Rules of Engagement
Kiersten Todt, Liberty Group Ventures, LLC.
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12:30 PM Lunch

1:45 PM Topic-Specific Working Sessions

Topic Location (Room, Building)
Small and Medium Business | Convocation Center, College of Textiles
Considerations (COT), Room 1
How to Use the Framework Convocation Center, COT, Room 2
Voluntary Critical Convocation Center, COT, Room 3
Infrastructure Cybersecurity
Program

Research and Development | Institute of Emerging Issues, Hunt
Library, Room 1
Framework Ecosystem Institute of Emerging Issues, Hunt
Development Library, Room 2
Privacy and Civil Liberties Monteith Research Center Room 246

3:15 PM Break

3:30 PM Topic-Specific Working Session 2- Same selection of groups and locations as shown
above

5:00 PM Adjourn
Friday, November 15, 2013

8:00 AM Registration
Hunt Library Auditorium Lobby, NCSU
1070 Partners Way, Raleigh, NC

9:00 AM Plenary
Pat Gouhin, Executive Director and CEO, International Society of Automation

9:15 AM Perspectives from the Telecom Sector Panel
Many organizations, including critical infrastructure owners/operators, sector
associations, standards organizations, and regulators, have a role to play in
reducing cyber risks to critical infrastructure. This session will provide a
sector-wide perspective on the Preliminary Framework and how a sector, and
organizations within a sector, could use the Framework in a meaningful way
to reduce those risks. Panelists will also discuss gaps and highlight
opportunities for improving the Framework.

Moderator: Robert Mayer, US Telecom Association
Panelists: Jeff Goldthorp, FCC

Jean-Paul Emard, ATIS

Phil Agcaoili, Cox Communications

Chris Boyer, AT&T

Brian Allen, Time Warner Cable

10:15 AM Break
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10:30 AM Adoption Considerations for the Framework Panel
This panel will examine organization and sector views on managing
cybersecurity risk and the elements of the Framework that could support
those needs.

Moderator: Andy Grotto, Department of Commerce
Panelists:
Nicole Muryn, BITS
Kent Landfield, McAfee
Earl Crane, Promontory Financial Group
Johan Nye, ExxonMobil

11:30 AM Closing Session - Next Steps
Donna Dodson, NIST
Samara Moore, NSS
Bob Kolasky, DHS

12:00 PM Adjourn
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