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Motivation

* The NRC (2009) and PCAST (2016) report
challenged US ballistics identification on the
“..fundamental assumption of uniqueness and
reproducibility” and “...subjective decision
without a statistical foundation for estimation
of error rates.”

* To answer these challenges, researchers at NIST
developed Congruent Matching methods for
automatic and objective firearm evidence
identification and error rate reporting, thus
providing an objective scientific basis for
firearm evidence identification.
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Proposed a Congruent Matching theory
and developed correlation methods

It is based on the principle of discretization:
® Divide the entire image into correlation cells.

® Derive multiple parameters for quantifying:
1) Topography similarity of CMCs: CCF__,

2) Pattern congruency of CMCs: & and x-y

® Based on the
statistical
distribution of
CMC, an error rate
procedure was

A e Cra—

developed at NIST.  (song, J. AFTE, 45, 2, 2013 & 47, 3, 2015)




Developed Congruent Matching Cells (CMC)
method for correlation of breech face images

Cartridges
fired from the
same firearm
(upper) and
from different
firearm

(lower).

(Song et al,
Forensic Science
International,
284, 2018, p15-
32)




Congruent Matching Cross-sections (CMX)
method for correlation of firing pin images
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Slicing process Raw cross-sections Edge detection
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The distribution of CMX scores by horizontal cross-

sections. The average CMX for 60 KM image pairs is 38,

and 5.81 for 720 KNM image pairs.




Congruent Matching Profile Segments (CMPS)

method for correlation of bullet images
From a 3D confocal image to a set of compressed

signature profile segments: a.

Flattened image
after confocal
imaging
preprocessing

Striation edge
detection

Mask image

Image with invalid
area removed

Test twist angle 6

Compressed
sighature profile

il : (Song, et al, 2016 AFTE meeting)




Congruent Matching Profile Segments (CMPS)
method for correlation of 57 deformed buIIets
- _;, w € ‘

Package 1:
6 Remington Package 5:
UMC Federal
Premium
Package 2:
8 PMC
Starfire Package 6:
Federal
Package 3: Classic
Speer Gold
Dot
Package 7:
Package 4: Remington
Hornady Golden

Saber




Conducted validation tests, developed an
uncertainty procedure for error rate and
likelihood ratio (LR) estimation

g 95 Cartridges from mUI_:reque_ncyofCongruent_Matching Cells for all Comparisons .
guns with 10 S
consecutively oo 1,
manufactured 3 g
pistol slides. 2 ]

e 4465 image pairs: : :
370 KM--
(CMC = 21 to 47);
4095 KNM--

(CMC = 0 to 2).
= EI — 5-9)(10_11; 1I[‘::Iumld"j;r ofégngru?nt thihingsgellsm ”

E2 = 3.8x1011. (Song et al, Forensic Science International, 284, 2018)
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Features that may be produced s
during manufacture that are Double-broaching
consistent among items IR LIS S e
i i group of Ruger firearms
fabricated by the same tool in - -
the same approximate state of
wear. These features are not
determined prior to manufacture
and are more restrictive than
class characteristics.

(AFTE GLOSSARY 6th Edition,
Version 6, 2013)

ey

Firing pin marks on a
group of firing pins made
by the same process
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Feature extraction of the CMF method —

Central truncatlon Truncation height (Th)
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Feature reglstratlon by feature search score (FSS)

Feature |

Feature -
map 02 gk

map 01

Feature Search Score (FSS) = 3 Vs. )

Az (g

:alxb1+a2xb2+a3xb3+a4xb4
Peaks to peaks: 1 X 1 = 1 (positive contribution to FSS)
Valleys to valleys: —1 X —1 = 1 (positive contribution to FSS)
Peaks to flat: 1 X 0 = 0 (zero contribution to FSS)
Valleys to flat:—1 X 0 = 0 (zero contribution to FSS)
(Pvs. V)or (Vvs. P): 1 x—-1 = —1 (negative contribution to FSS)




Feature correlatlon forKM Image pairs

Forward correlation
CCF =0.73 (T = 0.5)
x =-1(T, =20)
y=1(T,=20)

Backward correlation
CCF =0.73 (Tece = 0.5)
x =2 (T, =20)

y =-1 (T, =20)

* The [x, y] value of forward and backward correlation are both
relatively small, within a threshold range T, and T,,.

* The sum of [x, y] (forward) and [x, y] (backward) is very small,
since there exists an absolute maximum correlation position.




Feature correlatlon for KNM Image pairs

Forward correlation
CCF =0.51 (T = 0.5)
o x=2(T,=20)

v =0(7,=20)

Backward correlation
CCF =0.55 (T = 0.5)
x =-30 (T, = 20)

o v=-31(7,=20)

* The [x, y] value of forward and backward correlation are not both
within a threshold range T, and T,.

* The sum of [x, y] (forward) and [x, y] (backward) is relative large,
since there is not a “matching” position for KNM image pairs.




Feature search registration

|_ _-' Feature correlation

1. Topography map (TM); 2. Feature map (FM); 3. FSS map;
4. Individual feature correlation; 5. Feature similarity map (FSM)
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A comparison of a KM / BF image pair

KM Topo- Feature Feature KM Topo-

? [ Peak
{ [ Valley

% Sample 01
.,

KM Sample 01 vs. 02

KM The feature similarity map shows the
Feature = consistency of the ballistics features.
Similarity g Bl Matching peaks
[ 1 Matching valleys
Map Bl Non-matching features

Bl Irrelevant regions




A comparison of a KNM / BF image pair

KNM Topo- Feature Feature KNM Topo-
Map 01 Map 01 Map 03 IVIap 03

fﬁt N

5 o ‘ [ Peak {a
Iy ] Peak 2 " = Valley a.é
[ valley E o

; Sample 03 [
% Ssample01 i

KNM Sample 01 vs. 03

KNM Most of the regions show non-
Feature matching fea’:]ures. )
TP Matching peaks
Slml|al'lty Matching valleys
Map Non-matching features

Irrelevant regions




Three parameters for CMF method

1. Feature Search Score (FSS) X, reflects the similarity of
overall features.

2. Congruent feature number N, reflects the total number of
congruent matching features.

3. Relative feature size Z (%), equals (total CMF size) / (total
extracted feature size), reflects the validity (or weight) of the
congruent matching features.

X (FSS) 29,466 4,265

N 107 12

Z(%) 69.27% 6.12%

KM #01 vs. #02 KNM #01 vs. #03




Test of CMF method using 40 Fadul
breech face (BF) images

By combining the three identification parameters:
1) FSS,
2) Feature
numbers N,
3) Relative
feature size (Z%)
A decision boundary
IS determined by the
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Method*. The KM 0 02 on or T s

and KNM CMF N Relative FSS ' 10

Relative feature number

SCOres _ShOW clear (*Trevor et al., The Elements of Statistical
separation. Learning, Springer, NY, 2008.)
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A comparison of a KM FP image pair—

KM Topo- Feature Feature KM Topo-
;MapSJMJJ Map 3.1

Map 3.2

KM Sample 3.1 vs. 3.2

KM The feature similarity map shows the
Feature kg consistency of the ballistics features.
Similarity [ Matching peaks
M [ 1 Matching valleys
ap Il Non-matching features

g rrelevant regions




A comparison of a KNM FP image pair

KNM Topo- Feature Feature KNM Topo-
- e Map 3.1 Map 5.3 Map 5.3

<

KNM Sample 3.1 vs. 5.3

KNM Most of the regions show non-
= matching features.
.ea ur_e [] Matching peaks
Similarity [ ] Matching valleys
Map 1] Non-matching_ features
Bl Irrelevant regions




18 cartridges from 3 guns / 3 ammos all
with circular subclass characteristics




Test of CMF method using 18 NBIDE
firing pin (FP) images

18 firing pin samples from 3 guns / 3 ammos, including 45
KM and 108 KNM image pairs.

All with strong circular
sub-class
characteristics caused
by the turning
manufacturing process
of firing pin.
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Peak features vs. Valley features

CCF distribution of congruent peak and valley feafures CCF distribution of peak and valley congruent features

"~ 1
. | I Congruentvalley feature(4634) | B Congruent valley feature(795)
: Congruent peak feature(768)

Congruent peak feature(3586)

o
ma

Fregquency
]
o

Frequency
o

e
.

CCF distribution of congruent peaks  CCF distribution of congruent peaks
and valleys of 63 KM BF image pairs and valleys of 45 KM FP image pairs

It can be seen that:

® Congruent matching valleys are more than that of peaks.

* The CCF values of congruent matching valleys are larger.

®* That suggests a larger influence of valley features for ballistics ID,
and this effect is more significant for FP image pairs.
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FSS for KM and KNM BF image pairs
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Database search on four datasets
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Global Search Result

Database search on four datasets

[ o wmirze
[ & Knwg1434)

Global Search Score (GSS)
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Sample Serial Number

w10t Global search result for Hambly dataset
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Advantages of the proposed CMF method

» Can be used for correlation of different types of
BF and FP signatures, especially for those with
subclass characteristics.

« Can provide a powerful tool -- Feature Similarity
Map, to support visual examination by ballistics
examiners.

» Image correlation based on binary feature maps
with Feature Searching Score (FSS) can largely
Increase the correlation speed.

 CMF provides a new way for large database
searching.




Advantages of the proposed CMF method

(continueq)

Potentlal hlher accurac Cvs

CCF dis bu‘ll of KM nd KRM l;ell
I 1M el numben 455
KM el

| nusmber] 156 1

Congruent

| feature
' | on number:
|h| e

| feature number,
M 3. Relative feature
size.

CMF method uses three parameters,
all show separation between the
correlated KM and KNM image pairs.

CMC method uses four parameters:
CCF, x, y, and U, each shows overlaps
between the correlated cell pairs
from KM and KNM image pairs.




Advantages of the proposed CMF method

(continued) -
* Potential higher accuracy: [l NEIEi

CMF distribution
using relative distance

: £ _ based on SVM decision
The difference between the CMC and boundary

CMF distributions is due to the
difference in each single-parameter
distribution.




Future Work

® Refine parameters, algorithms and score metric for the
existing CMF method for better identification results.

® Develop synchronized algorithm using C++, Java... and
using multi-core computer to improve the speed of
database searching.

® Apply the database search algorithm to large datasets
and test its searching speed and accuracy.

® Develop an error rate and likelihood ratio procedure for
the CMF method.

® SBIR phase 2 project (2019 — 2020) --
Commercialize CMC/CMF/CMPS methods and error
rate procedures to support firearm examiner’s case
works and demonstrate support of court proceedings.

5
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