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Please Note...

This webinar and the engagement tools will be recorded.

An archive will be available on the event website.
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https://www.nist.gov/itl/applied-cybersecurity/nice/events/webinars
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Brooke Crisp Frauke Steinmeier
FISSEA Co-Chair FISSEA Co-Chair
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Get Involved

|z| Subscribe to the FISSEA Mailing List
FISSEAUpdates@list.nist.gov

ﬁ Volunteer for the Planning Committee

4

https://www.nist.qovV/itl/applied-cybersecurity/fissea/meet-fissea-
planning-committee

Serve on the Contest or Award Committees for 2025
Email fissea@list.nist.qov

Submit a presentation proposal for a future FISSEA

Conference or FISSEA Forum
https://www.surveymonkey.com/r/fisseacallforpresentations

. : FEDERAL INFORMATION
#FISSEA | nist.gov/fissea N H TSECURITYEDUCATORS

FISSEA


mailto:FISSEAUpdates@list.nist.gov
https://www.nist.gov/itl/applied-cybersecurity/fissea/meet-fissea-planning-committee
https://www.nist.gov/itl/applied-cybersecurity/fissea/meet-fissea-planning-committee
mailto:fissea@list.nist.gov
https://www.surveymonkey.com/r/fisseacallforpresentations

NCCoE Welcome

Cherilyn Pascoe
Director

- - FEDERAL INFORMATION
#FISSEA | nist.gov/fissea N H TSECURITY EDUCATORS

FISSEA



Master of Ceremonies Welcome

Marian Merritt

Deputy Director of NICE
National Institute of Standards and Technology
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A4\ [o2) W Security Training: Going Beyond the Checkbox

Lance Spitzner

Technical Director
SANS Security Awareness

FISSEA

. g FEDERAL INFORMATION
#FISSEA | nist.gov/fissea N H T SECURITY EDUCATORS



Security Training: Going
Beyond the Checkbox

Ispitzner@sans.org
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| Steps to Managing Human Risk
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| 1. What Are My Top Human Risks?

* To effectively manage human risk you need to
first identify and prioritize your human risks

* These decisions should be driven by data, not
emotion
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| Data Sources to Determine Your Top Risks

* Past incidents / breaches

 Past assessments / audits

* Industry risk reports

 Human risk / behavior assessments
» Cyber Threat Intelligence (CTI)
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| Focus on as Few Risks as Possible

* People can remember only so much—cognitive
overload

* Every behavior has a cost to employees and
your organization

* You have limited time and resources
 Fewer topics are easier to reinforce
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AWARENESS
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Online Shopping Tips for the Holiday Season

1. Do not use public Wi-Fi for any shopping activity.
Public Wi-Fi networks can be very dangerous, especially during the
holiday season. While they are very convenient, they are not secure,
and can potentially grant hackers access to your usérnames, passwords,
texts, and emails. While it is best to avoid public Wi-Fi altogether, if
you need to utilize a public network, ensure that you never establish an
autoconnection, and that you are logged out of all personal accounts,
such as your banking sites. Though it is perfectly acceptable to auto-
connect to a trusted source such as your home, when out in public,
consider shutting off the Wi-Fi option on your phone and use your data
lan. Yes, it’s slower, but if you can wait for Santa’s elves at UPS to
deliver your presents from Amazon, you can certalnl%f wait the few
extra seconds it takes to use the internet, especially it it means your
information is not at risk.

2. Make sure the site is secure. o )
Before entering your personal or financial information, you need to
ensure that the site you are on is legitimate and can be trusted. When
visiting a webgite look for the “lock™ symbol; this might aplgear in the
URL bar, or elsewhere in your browser. Additionally, check that the
URL for the website has “HTTPS in the beginning. These both
indicate that the site uses encryption to protect your data.

3. Know what the product should cost.
If the deal is too glood to be true, then it may be a scam. Check out the
company on ResellerRatings.com. This site allows users to review
online companies to share their experiences purchasing from those
companies. This will give you an indication of what to expect when
purchasing from them.

4. Give your debit card a holiday break. o

en you are shopping online always remember that it is best to rely
on your credit cards or payment services such as PayPal. Credit cards
offéer much more protection and less liability if your'information were
to be compromised. On the contrary, debit cards are linked directly to
your bank account, thus, you're at a much greater risk if a crimina
were to obtain this information. Additionally, in the event of a
fraudulent transaction were to occur, credit card companies possess the
ability to reverse the charge and hopefully, investigate the issue further.

5. Stay updated. . ) ) o
Updating your operating system and software (including anti-virus
software) 1s one of the most important and easiest things you can do to
Prevent criminals from accessing your information, and needs to be

aken very seriously. Most software updates are released to improve
your security by patching vulnerabilities and preventing new
exploitation atfempts by criminal hackers. While waiting for your
computer or mobile device to update might seem tedious, thé benefits
it can growde could be a blessing in disguise. If you see that your device
needs to be updated, do it!

10.

. Outsmart the scammers.

During the holiday season we often see an influx of emails with
discounts. While many of these discounts and special offers might very
well be legitimate, email scammers take advantage of this surge to send
out their own viruses and malware, hoping it might get lost in the mix.
These scams have evolved over time, to the point that they are depicted
as a legitimate discount or special offer. Be wary when opem.n% an
email from someone you don’t know or a site you have not visited

Make sure afour passwords are complex. .

Updating and enhancing your passwords is a cybersecurity best
practice as old as time itself, and creating unique passwords is arguably
still the best security when it comes to protecting your personal and
financial information. If you utilize the same ]I)assword for multiple
sites, vou are setting yourself up for disaster. If you have difficulty
creating a large number of unique Passwords for all of your
information, be sure to take advantage of 1password generators and
managers to not onl)f develoH more complex passwords, but allow you
to store them securely as well.

. Understand your shopping I.}::Jl_glplii:atia:)ns.

Apps have a way of making everything more convenient for your,
shopping experience, but certain apps could also make it convenient
for criminals to take your information. Make sure you are only
installing and utlhzlni trusted agghcatlons from reliable cyber
markets, such as the Apple App Store or Google Play Store.
Additionally, if you find yourself questioning certain applications, be
sure to check out the reviews by legitimate user accounts, as this can
help you identify if there is anything suspicious surrounding them.

. Never save your information.

Never save usernames, Passwords, or credit card information in your
browser, and periodically clear your offline content, cookies, an .
history. Always utilize stron %aaswords and consider setting up Multi-
factor'Authentication (MFA). This is as simple as receiving a text or
code that you need to type in while signing on to a system. Oftentimes
within the account preferences of your device, you can set up an
Authentication Application.

Additionally, when online shopping, consider checking out as a guest
user rather than creating an account, as well as utilizing your private
browsing feature. For instance, Google Chrome’s Incognito Mode won’t
save any of your browsing history, cookies, site data, or information
you enter on forms. While the convenience of online shopping is
unpz%galleled, never let this convenience override your security best

ractices.

eep an e¥e on your credit. .
As cyber-sate and secure as you think you might be, we all make
mistakes. During this time, an close attention to your credit report to
ensure that nothing out of the ordinary is takln% place. The world of
online shoPpmg can bring lots of new products to your doorstep and
can prove to bea lot of fun when fmdm%(that special gift. Just
remember to be careful so you don’t make your data a special gift to
c]}:bercnmmals. Always trust %{our instinets and make sure you stick to
these cybersecurity best practices! ~ Happy Holidays and safe
shopping!




Here are key tips to securely making the most
when attending a video conference.

©
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Updated Software

Make sure you are always using the latest version of the
software. The more recent and updated your software, the
more secure you will be. Enable automatic updating
whenever possible.

Configure audio/video settings

Set your preferences to mute your microphone and turn
off your video when joining a meeting and enable it only
when you want.

Your Background
Ensure you do not have any personal or sensitive
information behind you during the call. Some video
conferencing software lets you set up your own virtual
background or blur your background, so people can’t see
what is behind you.

Don’t Share Invites
The invite link to a call is the ticket to enter the meeting;
others can join if you share.

Don’t take screenshots

Protect both our sensitive data and the privacy of
others, do not take screenshots unless you ask and
have been given permission.
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| Motivating Change - Start with Why
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| The Elephant vs. The Rider

The Rider (logic) guides and
directs the Elephant (emotion).
However, at some point the

Elephant simply does what it
wants.
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Amazon
wendy.c.appleseed@gmail.com

Amazon Rewards
4567 **** 1234

Apple ID (iCloud)

wendy.c.appleseed@gmail.com

CBC.ca

wendy.c.appleseed@gmail.com
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https://www.icloud.com
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Effective this week, all employees are required to adopt and begin
using our new password manager solution. A password manager Is a
security program that encrypts and stores all your credentials in a
single cloud-based vault that you access via the new browser toolbar
add-on. We are taking this step due to several APT-based brute force
attacks logged over the past two months and to meet new requlation
requirements as per SG750-52r5-a1. You are expected to migrate all
your passwords to the tool by this Friday, 5 p.m. ET.

To learn how to set up your password manager, refer to the attached
eight-page setup guide; all questions concerning setup should be sent
to the help desk.



Folks, do you hate passwords? Do you find it a pain trying to remember
all your different passwords, constantly generating new ones, or having
to repeatedly log in to websites? Well, the security team has a solution
for you: password managers. This simple tool takes care of all those
problems for you, saving you time, simplifying your life, and making you
more secure. Even better, we are providing this solution for home use,
S0 you can both simplify the lives of and secure everyone in your family.

See the attached 90-second video that walks you through how to set up
and start using your new password manager. Our security team is
standing by on the #PasswordManager Slack channel to help you
personally with any questions or issues you might have.
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| 3. Metrics Framework

* |dentify your top human risks

* |dentify the key behaviors that manage those
risks

Measure those behaviors
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| Interactive Metrics Matrix
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Metric Name What Is Measured? How Is It Measured? Whens It Who Measures? Details
Measured?
Number of people who fall victim to a phishing These attacks replicate the very same ones cyber attackers are using. The
simulation. The definition of falling victim is clicking goal is to measure who falls victim to such attacks. This number should
Phishing Click Rate on the link or opening an attachment. Phishing ent Monthly Security Team decrease over time as behaviors change.
Number of people who detect and report a phishing Uses the above methodology, but instead of tracking who falls victim, it
email (regardless of whether it's an assessment or tracks who identifies the attacks and reports them. This number should
Phishing Reporting real attack). Phishing assessment Monthly Security Team increase over time. This is developing the Human Sensor.
These individuals represent a high risk to an organization and must be
Number of workforce that repeatedly fall victim to addressed. This can include an escalation in training and consequences,
Phishing Repeat phishing simulations. These individuals are not Security Awareness being moved to a different job role or department, or being managed in
Offenders changing behavior and represent a high risk. Phishing ent Monthly Team some other way.
Number of employees who understand, follow, and Test how many employees For many organizations, physical security is a major control in reducing risk,
Facility Physical enforce your policies for restricted or protected are wearing their badges or Monthly or Information Security especially when dealing with secured facilities. This metric will test and
Security access to facilities. stopping those who are not. weekly or Physical Security measure people's understanding and enforcement of this control.
When employees connect to
an intemal server or use an
Percentage of devices that are updated and extemal service such as Security or Measure whether people are keeping their devices updated and current,
Updated Devices current. browsercheck.qualys.com Monthly Technology Team especially when conceming BYOD (Bring Your Own Device).
Employees should be trained in maintaining physical security of their
Number of devices (laptops, smartphones, tablets) devices. In addition, if your organization has policies on the use of
that were lost or stolen. What percentage of those Reports to security team or by Security Team or encryption for devices, this measures whether employees are following
Lost/Stolen Devices | devices were encrypted? physical asset audits Monthly Asset Management them.
Number of employees who are securing their desk Information Security Security team does a walkthrough of organizational facilities, checking each
environment before leaving, as per organizational Monthly or or Physical Security desktop or separate work environment, and looking to ensure individuals are
Secure Desktop policy. Nightly walkthrough weekly Team following organizational desktop policy.
Monthly or Security gains authorized access to system password database (such as AD
Passwords Number of employees using strong passwords. Password brute forcing quartery Security Team or Unix server) and attempts to brute force or crack password hashes.
Measuring use / adoption of what percentage of Statistical sampling of any MFA is considred by many to be one of the most effective means of
2FA | MFA (or accounts use MFA for strong authenticaiton, account protected with a protecting system accounts and data. You want to not only measure if
Password Manager) | considered one of the most effective controls in password, to include Security team or employees and staff are using it, but for application accounts, system
Adoption protecting accounts / data. indiviudals, system accounts, Monthly Operations accounts, privileged accounts, etc.
Number of employees posting sensitive
organizational information on social networking Security Team (or Do extensive searches on sites such as Facebook and LinkedIn to ensure
Sensitive Data sites. Online searches for key terms [ Monthly outsource) employees are not posting sensitive organizational information.
Check digital devices that are Any digital devices that are disposed of (donated, thrown out, resold) may
disposed of for proper wiping. contain sensitive data. Check to ensure proper wiping procedures. Check
Data Wiping or Number of employees who are property following Check dumpsters for sensitive Information Security any rubbish bins or dumpsters for any sensitive documents that were not
Destruction data destruction processes. documents. Random or Physical Security shredded.
Do a physical walkthrough of While your organization's parking lot may be a secured environment, this
Number of employees who left their devices the parking lot and identify measures employee behaviors. If they are leaving unsecured or visible
Device Physical unsecured in their cars in the organization's parking | any cars that have devices Information Security devices in their car at work, they are most likely doing the same when they
Security lot. that are visible on a carseat. [ Monthly or Physical Security are at off-site facilities.
Security team calls random employees, attacking them as real cyber attacker
would by attempting to social engineer the victim. An example could be
Number of employees who can identify, stop, and pretending to be Microsoft support and having victim download infected
Social Engineering report a social engineering attack. Phone call ents Monthly Security Team antivirus.

Knowledge

Does workforce know and understand what is
expected of them?

Knowledge assessments and
online quizzes

Annual or after

training

Leaming
Management or
Security Awareness
Team

To be able to exhibit a behavior, people need to understand what is
expected of them. Do they know the indicators of a phishing attack? Do
they know your policies? Do they know how to identify sensitive data?




| Strategic Metrics

 Number of incidents

o Attacker dwell time

» Costs related to incidents
» Audit and policy violations
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| Summary
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Take a risk focus, the compliance will follow

Have person in charge of security training
partner with (or part of) the security team

Focus-on and reinforce top human risk

Motivate with why, enable by making security
simple




Lab 1.1 — Program Maturity Questionnaire

The purpose of this questionnaire is to help you better understand and benchmark the
maturity of your security awareness program and your organization’s ability to manage
human risk. Remember, while we use the term “Security Awareness Program” your
organization may call your program something different, such as Behavior and Culture,
Engagement and Influence, or Human Risk Management.

1. Is there a designated individual identified as owning and being overall responsible for your
security awareness program?
a. No
b. Yes

2. Is this individual dedicated full-time to managing the program?
a. No
b. Yes

3. Does this individual report to and is part of information security team?
a. No
b. Yes

4. On a scale of 1-5, how strong is your security awareness team’s partnership with the rest
of the security team (Security Operations Center, Cyber Threat Intelligence, Incident
Response, etg)?

a. Very Strong

b. Strong
c. Neutral
d. Weak
e. Toxic

5. Have you worked with your security team to identify and assess the top human risks to
your organization? Can you list those top human risks and explain the behaviors that
people need to exhibit to manage them?

YANS -
SECURITY
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Super Friendly Community
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Q ® &b Lance Spitzner ~
y S ~

CATEGORIES
Welcome to the SANS Security Awareness Community. Join the conversation, share

. : . COMMUNITY DISCUSSIONS
tips, ask questions and connect with others.

FILES, RESOURCES & EVENTS

View all topics»

COMMUNITY DISCUSSIONS

This is where all the action happens. This is where we share emails, ideas and lessons learned TOP CONTRIBUTORS

about security awareness. ; o
LE00%80:2

¢ Awareness Programs ¢ Phishing IR
o Please Read Me First Welcome to Phishing Forum
Scavenger Hunt Clues and Answers Phishing Simulation Report Rate RECENT ACTIVITY
Book and Movie club Phishing Awareness Email All Staff

2,186 topics 435 topics e: Scavenger Hunt Clues and Answers
Excellent! Thank you for this great
: P set of resources.
Security Awareness |obs ") SSA Customers
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The NICE Framework and an
Evolving Cybersecurity Workforce

Karen A. Wetzel, Lead, NICE Framework
National Institute of Standards and Technology
U.S. Department of Commerce
karen.wetzel@nist.gov
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Cybersecurity
Workforce Challenges

N'NICE

Aging workforce
Growing demand
Low retention

Low availability of entry points
for new workers

Low diversity

Highly experienced and skilled
workforce requirements

workforce framework
for cybersecurity




Cybersecu rity * Demand forworkersishigh ¢ Positions can often

«  Work is well paying accommodate remote work

Workforce .
« Mission is attractive * Multiple career pathways

Opportunities

N'NICE

workforce framework
for cybersecurity




Preparing for the Future

* Digitaleconomy
 Al/ML/loT

* OT/IT convergence

* Distributed workforce

* |Increased attacks, phishing,
ransomware

e Etc.

workforce framework
for cybersecurity
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workforce framework
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NICE FRAMEWORK COMPONENTS V1.0.0

m\\ @ OVERSIGHT & GOVERNANCE 11 NEW COMPETENCY AREAS OVER 2,000 UPDATED
A N g DESIGN & DEVELOPMENT Al oS Cogro's TAST‘]‘EE)OSV'VF ;FFIE;II:-E’N%FEKILL
‘ .t Artificial Intelligence

: (Al) Security

-‘ \ 8 IMPLEMENTATION & OPERATION Asset Management Task
& Cloud Security

Communications Security )
PROTECTION & DEFENSE A

3
‘

Cryptography

Cyber Resiliency

9 INVESTIGATION DevSecOps
Operating Systems (OS)

Security

Operational Technology
(OT) Security

Supply Chain Security

www.nist.gov/nice/framework

))) Resource: NICE Framework Resource Center



https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center/playbook-workforce-frameworks
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Value for... EMPLOYERS

* Broaden workforce pipeline and increase diversity

» Create job descriptions and assess candidate skills
» Track and plan workforce capabilities

* Develop employees through role-based training

LEARNERS (students, job-seekers, and employees)
* Discover and plan for cybersecurity careers

« Knowledge and skills development
 Demonstrate capability and evidence competency

EDUCATORS

* Develop learning courses and programs that
address employer needs

 Align learning experiences with the NICE Framework
* Conduct performance-based assessments

GOVERNMENT « INDUSTRY « ACADEMIA

workforce framework
for cybersecurity

N'NICE



Evolving to Meet Current & Future Needs
Work Roles

oc Potential New Roles:

OVERSIGHT & e Cybersecurity Risk Analysis
GOVERMAMCE . .
" * Cybercrime Prosecution
* Learning Program Management
NICE FRAMEWORK DD e OT Cybersecu rlty Engineering
WORK ROLE DESIGNE . :
CATEGORIES me;;m Product Secquty
- 52 WORK ROLES e SCRM AnalyS|S
INVESTIGATION e Secure Procurement
N 10 . . .
A IMPLEMENTATION & e Secu r|ty Englneerlng
PD OPERATION . . .
PROTECTION& % e Systems Security Engineering
DEFENCE
Y,
Work Role Updates

» Review of existing work roles (e.g., Digital Evidence Forensics)
* Impact of automation/Al on existing roles
* New or updated TKS statements for existing roles

NSt NNICE



Evolving to Meet Current & Future Needs

Competency Area Development

* Access Controls

« Artificial Intelligence (Al) Security
* Asset Management

* Cloud Security
 Communications Security

* Cryptography

* Cyber Resiliency

* DevSecOps

« Operating Systems (OS) Security
* Operational Technology (OT) Security
* Supply Chain Security

NSt NNICE



New Work Role: How We Got Here

We started with Cybersecurity Awareness Initial Drafting
* Sept. 2021 NICE Workshop: “Developing a Workforce for * Cybersecurity Awareness: Responsible for
Security Awareness and Behavior Change” creating, maintaining, and determining the efficacy
« Related NICE Framework Work Roles: of the organizational cybersecurity awareness
o Cybersecurity Workforce Management (OG-WRL-003 | OPM 751) program.
o Cybersecurity Curriculum Development (OG-WRL-004 | OPM o ' . '
711) * [|nitial Task identification and development

o Cybersecurity Instruction (OG-WRL-005 | OPM 712) . L. .
o Reimagining: Learning Program Management
* 800-53, “Awareness and Training” (AT) Category:

o Policy and Procedures * NIST SP 800-50 Revision: Building a Cybersecurity
o Literacy Training and Awareness and Privacy Learning Program

o Role-Based Training

o Training Records * “provides guidance to create and manage a

o Co'nt'acts with Security Groups and Associations program that includes cybersecurity and

o Training Feedback

privacy awareness campaigns, role-based

* CSF 2.0, “Awareness and Training” (PR.AT) Category: training, and other workforce education

The organization's personnel are provided with cybersecurity awareness ”
and training so that they can perform their cybersecurity-related tasks programs

N'NICE

* Introduces “Learning Program Manager”

workforce framework
for cybersecurity



http://www.nist.gov/nice/framework
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_5_1_1/home?element=AT
https://csrc.nist.gov/Projects/cybersecurity-framework/Filters#/csf/filters

What are Learning Program Management
responsibilities?

Learning Program Managers... . Occupation
[are] responsible for the analysis, |

design, development, and | |

delivery of the [Cybersecurity and Job Iob
Privacy Learning Programs]
CPLPs....” | | | |

NIST 800-50 Revision Draft . Work Role . Work Role . Work Role

workforce framework
for cybersecurity

N'NICE



Learning Program Management

Responsible for creating, maintaining, and determining the efficacy of the organizational workforce
learning program. Includes managing and directing program resources and engaging with leadership and

managementin support of program goals.

009
.&‘
Learning
Program

1. Build the Program
a. Create a strategic plan
b. Develop CPLP policies and procedures
c. Determine CPLP measurements and metrics
d. Secure program resources

Assessment & Plan &

Improvement Strategy

2. Implement and Manage the Program
a. Inventory the workforce
b. Inventory learning resources
c. Determine learning needs
d. Fulfill learning needs

: Development & ’%ﬂ Analysis &
. Implementation Q Design
3. Conduct Program Assessment and Reporting ‘bbb

a. Determine program efficacy

b. Reporting v
SP 800-50 Draft Revision: Building a Cybersecurity and Privacy Learning Program

workforce framework
for cybersecurity




Share Your
Feedback!

NICEFramework@nist.gov

1. Is this role needed?
a. lIsitarole that currently exists in
organizations?
b. Is the scope unique and distinct
from other roles?
c. Does it support organizational
cybersecurity?

2. Do these broad duties and their parts
ring true with your experience?

3. Would you be willing to help develop
TKS for this role?

workforce framework
for cybersecurity

N'NICE

Community
Engagemen
t

NICE Review

Public
Comment

Feedback
Integration

Second
Review

Release




NIsT; NNICE

www.nist.gov/nice ¢ NICE@nist.gov



http://www.nist.gov/nice
mailto:NICE@nist.gov
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Welcome Back!

Brooke Crisp
FISSEA Co-Chair
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The Human Firewall: Innovative Approaches for HR in Cybersecurity Training

Ani Banerjee

Chief Human Resource Officer
KnowBe4

FISSEA
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KnewBe4

Human error. Conquered.

The Human Firewall

Innovative Approaches for HR in Cybersecurity Training




About me

30 years of HR experience
Global companies
VMware, Dell, Yahoo!, and AOL

Currently the Chief Human Resources Officer
for KnowBe4, provider of the world's largest
security awareness training and simulated

phishing platform used by more than 65,000

organizations!

Human error. Conquered.

KnewBe4

* % % ¢




Overview

Cybersecurity culture vs traditional training

Additional challenges for remote/hybrid employees

Ideas for taking Cybersecurity from training to creating a

culture Cross departmental collaboration

KnewBe4




Cybersecurity Culture vs Training

Learning Culture Training

KnewBe4




Remote / Hybrid Challenges

KnewBe4




From Training to Culture!

¢Using Al, training and risk Empower employees to
scores geared towards each be constantlv learnin
department/role and individual Y g
habits
¢Regular simulated phishing tests ¢Allow mistakes to be
learning opportunities

¢Regular training to include ¢ MAKE IT FUN and celebrate
other "bad actor” tactics used the wins!

KnewBe4




Cross Department Collaboration

HR

Legal

IT / InfoSec .®‘

KnewBe4



Any
Questions?

KnowBe4

Human error. Conquered.



Digital Literacy and Disinformation

Anita Nikolich

University of lllinois
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Media Literacy and Gamification

FISSEA May 14, 2024
Anita Nikolich

DART



Don’t Get
aljaie HOOKED

Be on the lookout for the tell-tale signs of a phishing email, before you click!
Following these basic steps can help protect your company and customers.

Be Cautious

Always be careful when using email. Follow
n sary precautions before clicking lini
opening attachments,

» Urgency » Curiosity
« Desire to please - Complacency
« Greed « Fear

® © o o o o o _o 0 Urgent Action
Watch out for calls to action with a deadline ora 2 B
suggested consequence aimed at cre ic. Verlfy Llnks
Attackers use time sensitive and thre; Phishing attempts '
language to increase the chance of clicl e
PR REE NN ENEE RN NN

1 out of 10!

A 9 DR =

Personal Information
Emails requesting p nal
suspect. Follow the pr

USErnames, Passwol r other personal or
company proprietary information.

Follow these general steps every time
you receive an email to prevent being
hooked by a phishing scheme.

Report phishing emails to spam@stanford.edu
SDN COMMUNICATIONS.

e sdneoememuris phiins







Project Origins

Trust and Authenticity in Communications
Systems
(2021)

DART



Team Expertise

Cybersecurity

Deep Fakes

Game Design

Social Media Campaigns
Gerontology
Communications
Storytelling
Cryptocurrency Scams




Gamifying Media Literacy

o CISA

THE WAR DN FINEAFFLE:;
nderstanding Foreign
nterference in 5 Steps

PINEAPPLE

PIZZA

NEWS | CONTROVERSY

ROCKS THE US!

BREAKING NEWS LIVE BREAKING NEWS




Why is Media Literacy Such a Challenge?

Truth is Often Difficult to Judge

People Are Not Rational

Snake Oil:
-Peddling a solution to solving media literacy




Tips on Information Hygiene Often Unhelpful

When you encounter a piece of disinformation, the most

important thing you can do is to stop it from spreading.

That means: Do not share disinformation

If you see disinformation on Facebook, don’t share, comment
on, or react to it. If you're on Twitter, resist the temptation
to retweet, quote tweet, or share a screenshot.

& PDE Publications Ltd

To make a truth sandwich, begin and end with the facts, and
layer a reference to the lie in the middle—while making it
clear that it is a lie.

DART



$3,500,000,000

$3,000,000,000

$2,500,000,000

$2,000,000,000

$1,500,000,000

$1,000,000,000

$500,000,000

Losses Reported by Americans 60+

2015 2016 2017 2018 2019 2020 2021 2022

$35,101

Average loss per incident

5,456
Victims losing more
than S100K

Source: FBI Elder Fraud Report (2022). @ART



Existing Resources Aren’t Enough

AARE MIYE
Fraud Watch for SENIORS
Network

'J,-"-\,

(L2 }) FEDERAL TRADE COMMISSION Shopping and Credit, Loans, Jobs and Unwanted Calls, Identity Theft an & deams
‘*fj—a CONSUMER ADVICE Donating + and Debt - i ity

SECURITY AWARENESS FOR TEENS Antl-PhIS N l:)hil'M

DART



Target Audience

Age: 60+

Has a phone or tablet

Plays single player games to:
* Relax
 Keep the mind sharp
e Socialize




Why a Game?

Smartphone ownership and use for playing video games by age

87%
T8%
0%
Gd %
Tots

Many believe games help their
mental sharpness/brain health

a0

Top three types of video games adults 50+ like to play

63%
50-5% &0-69 704
54%
. ; S0%
B Own W Use for playing video games 48%
42%
38%
I 24% 26% 22%
Fuzzle and logic games Card and tile gamsz Trivia, word and traditional
(Sudoku, Tetriz, Candy Crush) (Solitaire, Hearts, Mahjong) board video games (Monopoly,

Words with Friends, Boggia)

-




Traditional Security Gamification

MICHIGAN CYBER RANGE 72" \
Gty - B ANN‘i SEC.

S INSIDERPTHREAT
TRAINING




What Are We Really Trying to Accomplish?

DART



Designing the Game: User Research & User Personas

What do older adults
understand about scams -

Barbara Jones

Bio

Barbara is 3 zetired middle school history teacher v/
wwidowed. She has sbrupely had to take on 2 numb
financial management tasks that were previously b
Ofcen, she fecls that the people she's asking for hel |

exedit card companies, phone company, ete. - tal
children keep telling her everything she's doing w
but its fuserating o hear about how her password

PL

Age 76 she shouldn'e &1l out those silly quizzes on Faceboc
e upation Redred migdle | constanty something new, and they act ike shes|
o e eacher | how is she supposed 1o know all of this? Phus, she'y
Status Widowsd Bill died. She wans to feel confident and in conexc
° - information. =
bR T ch Use: Conident with caal and social mcd | Preoccupied I Gencle J  Careful |
Archerype Bereaved wweb but rarcly on computer despite haf r
=

Joellives sim”mm%nﬁ}&mkmmuu&

Goals Frustrations | o his husband,
o be susminable loag cerm. He does
* Practice/improve technological literacy . " manages chings e
+ Feel secure and confident in using technalogy, ::l;::;tm :«:’uj Resired ficzary 20 worry abous, and he's done ok z0 &ir. ’ oy boards ac his alma macer,
managing fnances, and imeracing wid s | ey R mecunic - >
agencies and service providers : R Diveread Fech Use: Has a smart phone and has accounts o J
5 iden | information securiry = i , 2
+ Spend dme i ways hae ocl Gulfiling or  No obvious where or ho : « cebook (i - 4 .
e i 3 Wimingzon, NC 5 ~ u:vm—:.gamd_—nmn_gmw\nmg_uur_m
addressing potendal scam Werking man ¢ 73 Wih lass sime 20 pay amension to decails and double chack chings, be's

anxions dhac el mess up somarhing impormnc.

Tcdlllﬂ‘upqwﬂﬁ_lﬂ-ﬂmw‘m swillon
Linkedln, although he doesn't check it much, He uses email

beavily and reads several publications online regulardy,

including the Washington Post, Economist, and others.

Status Marsiad
Locstion Adinz, GA
Archerype Caremsker

Favorite Brands

amazoncom TALBOTS
S~—r] Ctaihad lyyr

macys m

Do they know how to report?

o Learning new online incerfices s b
= his own accouns inen

he use spps he Snds
« Mansging passworés feels complent

YANKee CANDLe” C

mes Avery

ure oz how 2o use some 5i
scpposed to be exsy

+ Kaep up wich currens avenss, apecially as dhey
pemin 2o tax and Szances

o Make the best decisions be can for the long-cerm 2 iremen:

phrysical and Snancial healch of bis hushand eaking

 Remin senss of indspendence and conmections o Notsure whars to gas halp
m @ E —

Walmart

carhartt

TRADER JOE'S

, y/ @ BARNES2:NOBLE
DART

Would they use a game??




Talking and Listening to Users

Pickens County, SC Flea Market

:fifw Buffalo & Erie County Publi

"LIBRARY

www.Buffalolib.org

DART



“If | have to read a lot,
well, I’'m not going to.”

-
!

Assisted Living Supervisor @AR‘I‘




What Makes a Game Popular?

* Levels/Achievements/Badges

* Quick rounds

* Leaderboard/Compare with
friends

 Can keep playing

AMONG: US

duofingo DART



Use Professional Game Developers




Deepcover

London, UK

O/ “OMPLETED

Users are agents of the Digital
- Agency for Reducing Trickery
] (DART) foiling the plots of

A scammers targeting seniors.

—__ AgentDaring Users are heroes helping their
i S e peers rather than being victims.

youreready to make waves,
SCAMM is at it again.

DART



Designing the Game: User Interface

MISSION1

Tailored to Older Adults: | PARISFRANCE_

* Fonts/Typeface

* Pictures that aren’t too dark

* Alot of whitespace for eye fatigue
* High contrast pictures

* Easy navigation

e Short videos with tips

* Simple and fun!

DART




Deepcover Features:

Burlingame, CA, USA (]

0/24 COMPLETED
80s spy theme -

e g ‘@eee- ¥ -

Avatar customization D

Campaigns o | -

| e | JoeconinG Rl wiRe  Mission7
Sl m ple narratives I ——. i 120089+ - _DARTHQ. 22?7

ep | |DECoDING | | W

3 main puzzles v »a o008
. . ﬁf‘ v o _.-.;!-" B L5 .'.II. E :4.‘
Scam info relayed via: - L - Fee0e: |

VI deos = Ple er[MoecopinG |

=
« +2888-

Daily puzzles

Links to external Resources e ][] om

=g )

REMAINMG MOVES

Endless replay mode

02GRL000006



Early Testing with Users

Do you use social media? What platforms? Which one do you like bests Whyr

%C@b”k Mﬁ/l'(e’(‘ﬁ) ke nder Llse nam<

Do you have concerns about identity theft, fraud, or scams? Where do you learn about these
hems b phrse N . ;
MOI e issues? Do you think you know enough about them?

Ves, Sust *bo[&u; gt o fale wmessage on FaaelpalC

1o Messereor . Lodtad | e t+ wos, Gom “@ﬂfﬂrf{ wqr
Do you use apps on your phone? What kind? Which one is your favorite? % ahé%i{'( r?(\fhﬁ{ (JL‘ . d dg_ O ﬂ%‘.'ﬂm (L

:1;1ﬂrfvat/<;fr A o |s Sﬁm b act  por —foalomlﬂadw “fﬂr:’ !”E&f}tﬁ;—w ﬁfi

_,W%Lcmg 7 4L feuts ~ Loams ﬂtwf Lo Google Seacch, newsqe *hﬂb@

Do you play any games on your phone? Which ones do you play most frequently? Which do you M ‘(0\’) ﬁ _S

“kmmm | ~ No, obviously st because almed 55T congh?™ 7’09@

Have you or someone you know been a victim of any fraud or scams? What happened? Where
did (you/that person) get help?

Yes. Fus h@lrg} o Riends « "Q.P‘H;,ﬂ Who hawe loeen
Wetms bt doesnt ko defals,

Do you play other games, for example, card games, mah jong, chess, or other games? What

makes you want to play a game?

No qatheS

DART



Early Testing with Users

After reviewing the prototype, please circle the 5 words you feel best describe it: i

(RN %{abﬂg 1+
Dated Intuitive WA 197, -QHMVLS
Creative Average _ -
Satisfying Exciting o Lemr'r"\\USﬂS d H
Childish Masculine %mfﬁ IS WS
Sophisticated Cheap "){D Zj[df?( c:t{iULH_B'f v
Violent Accessible
Boring Friendly

Cute (Irrelevant™> — SeRvVES no FUVNCTION
( Repetitive} Entertaining

Interesting Feminine
Technical Annoying
Stressful Engaging

Creative
Predictable Cool

b@ﬁr{% W@ﬁm( \ﬂ_’\@ mﬁ&” of ﬂ;u/ T oV + rommeck
P Yoy oot oty fheld s g ” DART



esigning the Game: Unity Game Engine

" Unity File Edit Assets GameObject Compenent Terrain Tools Window | = -+ Mon 10:14 AM EXTRAORDINARY Q

35 + S ™ revcemerToar » TR
‘$Sﬂne € Game [i] Inspector - =
Textured ¥ « S 1) A W barrelLarge WV Static ~

Tag Untagged ¢! Layer /Reflecion &
Prefah Select Ravert Apply |
vl Transform W %,
Position

X B9B87133 Y -2.045425 7 -40.5557
Rotation
X 0 Y 39.8304

Scale
X 1 b I K

v B Poly Surface 3567 (Mesh Filter) M %,
Mesh 88! polySurface3se? o
- ¥ M ¥ Mesh Renderer [ K-
Cast Shadows v
Receive Shadows v
# Materials
Use Light Probes
v @ ¥ Animation m %,
Animation None (Animation Cl @
B Animations
Play Automatically v
Animate Physics M

= Hi b .
it Culling Type Always Animate ¥

Create -

v mrlms ) » I8 AngryBots v .. ¥ Capsule Collider m %,
lmlrel:L.ur_aL: #{'Angrants Is Trigger
lJMl-rlL..JI':IL. » BN Animations Material Mone (Phvsic Materia ©
narrelLarge » B8 Editor Center
barrelLarge 3

» [ Explosions X 0 Z 0

barrelLarge
barrelLarge » I Fonts Radius 0.6142754

» B Gizmos Height 1.309149

i Material
oo Direction ¥ Axis Ll
» M Objects
barrelLarge

tbrme > Wit @ "o,
barrelLarge 2 Shader | Sel-llamin/AnaryBots (R = ' Edit.

.Angrmes.serting shader LOD to Highest \J AR I

barrelLarge

barrelLarge




Designing the Game: Mini Games

Following games like Mario Party, keep players entertained by allowing them to have varied
gameplay through the separate minigames in the casual play experience.

e

___MISSION1 s

__PARIS,FRANCE - s / Look up the [HENEEN for
e 2 R L)

‘ companies on your own.

Swap the Words to find the Phrase!




Designing the Game: Missions and Special Operations

- .
“1;;_ ; President Kennedy @
Fre I Telephone Scams
l{-. R ,

-

3 i

£ 3

r‘.-g
. FE
ok .

h =

e ~. w
( \ ( \ [ Request N
) ()
DOSS:LE{} \Contracts) \ piay / Brleﬁng )

Ty - :
_ AR=RNYs
ey o i : ! == . 2 -.
II';._ - = = =— - = PR
‘ Q Moves: Best: '
Dossier <

"DART



“Older folks need things to be
simple, practical, hands-on.”

“Just because they are retired
doesn’t mean they aren’t
busy.”

Community Center

Activities Director @ART



DART Academy

DART



DART Academy

Practice Section - Grandparent Scams
Practice Section - Grandparent Scams

Click the buttons below to identify the warning

After listening to that conversation, what feelings best describe signs related to this part of the conversation.

your reaction? Select all that apply.

Concern and Worry Confusion and Skepticism
Anxiety and Stress Embarrassment and Shame

Empathy and a Desire to

Anger and Frustration help

Generic term “Grandma/grandpa” The voice doesn’t scund right
An urgent and fear-inducing scenario

| didn't feel anything

Wrong or Insufficient family

Submit Request for secrecy : :
member information

DART



DART Academy: First Modules

Tech Support Scam
Romance Scam

Grandparents Scam
Phishing
Snake Oil Scam

DART



Structured Learning Modules on Scams

« Feelstoo good to be true
. Fail to demonstrate official
sources

Urge you to click unsecure link.

:

. Legitimate links:
- Should be https://
- Should not be shortened

R/ 7 - Should have no typos or

e D\ misspellings

— / DART



Highlight Scam Techniques & Tactics

From: Netflix.com <no-reply@ripnet.com>
To: aKgXbJRor0@gmail.com

* Says itis from Netflix, but Date: 11/28/2023
. . Subject: Account on hold
not a Netflix email address.

NETFLIX
§benericgreeting

° S us p | C | ous C | a | m Please update your payment details

Hi Dear Customer,

We're having some trouble with your current

° P h |S h | ng I | N k_ |f U P DATE billing information. We'll try again, but in the

meantime you may want to update your

ACCOUNT NOW is a button, payment details.
it’s probably not a link to

the real N etﬂ |X Slte . Need help? We're here if you need it. Visit

the Help Centre or contact us now

-Your friends at Netflix @A’RT




Coming Additions for Late 2024

Deepcover
Spanish language version
Social Gaming-play with friends and family
Bulletin Board-news about latest scams

New layer focused on techniques (e.g. spoofing and deepfakes)
with themed puzzles

DART Academy

Avatar narration for group setting
Address topics in greater depth for individual users

DART



Current status

Deepcover

Single player version is out
iStore and Google Play Store
Covers top five scams: ID Theft, Grandparent scams, Romance scams, Tech Support, and
Phony Health News scams

DART Academy
Alpha version being tested
Testing for group and
individual use.




Observations and Challenges

Observations:

* Older adults want someone to listen

 Enthusiasm about getting game to older relatives/friends

* Demand for additional languages and community-specific scams

Challenges:

* Messaging —teaching vs informing

* Qutreach mechanisms : using social media posts; trying to get link on AARP
* Partnerships for long lasting impact

* Building a community

DART



DART Collective: dartcollective.net

DART Learn DeepCover Our Team Partner With Us

| oeEpcover

Help Protect Your
Most Important People

DART develops tools to help people
recoghize and havigate scams.




How You Can Help

- Download, review, give feedback on Deepcover
- Pass along to friends/family/neighbors

- Ideas about outreach to community centers and other
locations (museums, libraries)

- I[deas about how a non-profit can help seniors

DART



How We Can Help

-Build specialized modules
-Focus on a target audience

-Incorporate specialized TTPs

DART



DeepCover

Solve the Puzzles,
Stop the Scams,
Save the Day

nload on the nload on
. App Store ’/“ Google Play

FFFFFF



Team & Partners

o i

f . o D) Darren Linvill
Cynthia Stewart, Siwei Lyu, Anita Nikolich, Natalie Bazarova Dominic DiFranzo, ’ | d T
Project Manager, UB Lead PI, UB Co-PI, UIUC Co-PI, Cornell Co-PI, Lehigh Co-Pl, Clemson L_]_E:'l.-'ijl,_‘!'_'ﬁ.]
[ ] T L oma 1T

e rEl ey
"'__ e TR "'l-ll-r.'."

Dan Cermak, . .
Consultant, UIUC David Castillo,

Fanghui Xiao, Christy Phillips,

Senior Personnel, UB Postdoc, Cornell Senior Personnel, Clemson

WTe-TwokN  CLEMSON DOWNS

g BN
AMLS FETIDF WEILI

Joss Tripoli, Dawn S Hullahs & Ers=( PMalsls
_ - — . - ullake & Ere Courey Pable
Consultant, Lehigh awn Sarno, Rohini Srihari, COMBMUNITY S ’

Senior Personnel, Clemson Senior Personnel, UB ; y i [ ..I: ) Bl L ===t r-: [\ r
hr | i ORGANIZATION ' LIB R%R‘I

L ] L] L

ol WK v Huddalerl ks o



Thank You

Visit us at DartCollective.net




34t Annual FISSEA Conference

Lunch and Exhibitor Showcase

12:00pm-1:00pm ET

o

#FISSEA | nist.gov/fissea



3 Ways ChatGPT and Al Will Change Cybersecurity Forever

Keatron Evans

VP Portfolio and Product Strategy
Infosec

FISSEA
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INFOSEC

3 ways ChatGPT and Al
will change

cybersecurity forever

Keatron Evans
Infosec



INFOSEC OVERVIEW
Learning objectives

» Understand how tools like ChatGPT work and

how malicious actors are using them

» Understand how IT, cybersecurity and risk
professionals can incorporate these tools into

their workflows

» Understand how these tools are changing the
way current and aspiring IT, cybersecurity and

risk professionals learn new skills




INFOSEC

QD

ChatGPT overview é % g




ChatGPT statistics

$5B

180M $80B 2021

Active internet Valuation of Year training Revenue projection
users worldwide in ChatGPT parent data stopped for for the end of 2024
March 2024 company GPT 3.x

INFOSEC



What 1s ChatGPT?

GPT = Generative Pre-trained Transformer

ChatGPT uses a combination of:
- Supervised deep learning

- Reinforcement learning through human
feedback

INFOSEC

ChatGPT: Al Language Maodel.

What is ChatGPT?

Hello! | am ChatGPT, a large language model developed by OpenAl, based on the

GPT (Generative Pre-trained Transformer) architecture. | am designed to understand
and respond to natural language queries and generate text that is coherent and

een trained on a m




What 1s ChatGPT? — In human terms

ChatGPT is an Al platform that consumes

all the text it's able to find on the internet r

.

ChatGPT: Al Language Maodel.

} What is ChatGPT?

up to 2021 for older previous versions. But

@ Hello! | am ChatGPT, a large language model developed by OpenAl, based on the
can now access current data. e i £

GPT (Generative Pre-trained Transformer) architecture. | am designed to understand

and respond to natural language queries and generate text that is coherent and

It uses that text to build context around

and answer whatever questions you ask it.

INFOSEC



How 1s ChatGPT different from Google?

Google

Google searches through large - ChatGPT searches, consumes
databases and returns pages with and creates something based
content related to the search. on your request.

It doesn't actually “perform” or - It understands context and
create anything. improves the more we use it.

INFOSEC
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How malicious "i

actors use tools like @ @
ChatGPT?



How malicious actors use ChatGPT

0p 9]

—. |

Social engineers can Hackers can learn more Ransomware
make better phishing about their targets in a operators will become
templates short amount of time more efficient

INFOSEC



Example 1 - Malicious actors

Find out about the company Dunder Mifflin and create an email employees of the
company are likely to open and follow instructions for.

Subject: .« All-Hands Meeting Tomorrow: Exciting News, Team Building, and Lunch on Us! il
<

Dear Dunder Mifflin Family,

We hope this email finds you well and energized for an exciting day at Dunder Mifflin
tomorrow! In an effort to keep everyone informed and engaged with our company's

developments, we have scheduled an all-hands meeting tomorrow, March 16th, at 11:00

AM in the main conference room.

INFOSEC




Example 2 — Malicious actors

INFOSEC

Write a python script to scan a website for all open ports

Scanning a website for open ports requires sending TCP packets to different ports and
checking for responses. However, please note that port scanning without permission can
be illegal and may result in legal consequences. Always seek permission from the website

owner before scanning their ports.

To scan a website for open ports, you can use the “socket" library in Python. Here's a

simple script that demonstrates how to perform a port scan:

] Copy code

socket
Sys




Example 2 — Malicious actors

) copy code

socket
sys

(Chost, port):
sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sock.settimeout(5)

sock.connect((Chost, port))

socket.error:

sock.close()

QO:
len(sys.argv) =
print(
sys.exit(l)

host = sys.argv[1]
open_ports = []
print(

= Regenerate response

INFOSEC




Example 2 — Malicious actors

Save this code in a file called “port_scanner.py™ and run it from the command line,

passing the website's domain as an argument:

C] copy code

python port_scanner.py example.com

Keep in mind that this script only scans for the first 1023 ports. You can adjust the range

in the ~for™ loop to scan a different range of ports.

INFOSEC



INFOSEC

How ChatGPT can help
security professionals




3 cybersecurity uses for ChatGPT

E

Coming up with Learning to use new Writing reports!
solutions faster cybersecurity tools

INFOSEC



Example 1 — Cyber Pro Assistant

What is the Wireshark filter to capture all traffic between keatron.com and fedex.com?

INFOSEC



Example 1 — Cyber Pro Assistant

To capture all traffic between keatron.com and fedex.com using Wireshark, you can use

the following display filter:

7] Copy code

(ip.addr == keatron.com && ip.addr == fedex.com) || (ip.addr == keatron.com

This filter captures packets where either the source or destination IP address is

associated with keatron.com and the other IP address is associated with fedex.com.

Keep in mind that you'll need to resolve the domain names to their respective IP
addresses for the filter to work correctly. However, if these domains use multiple IP
addresses, you might need to adjust the filter accordingly. Also, note that this is a display

filter, not a capture filter. It means that it will filter the packets in the Wireshark interface

after they have been captured.

INFOSEC
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How ChatGPT will
change learning



Learn faster with ChatGTP and Al

Traditional teaching takes much longer, as
students need to build a foundation of

commands, syntax, etc. first.
Tools like ChatGPT allow students to “jump

in” quicker and focus on more important

things like flow and process.

INFOSEC



ChatGPT demonstration
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Questions?
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Keatron Evans

VP Portfolio and Product Strategy, Infosec

Courses: infosecinstitute.com

LinkedIn:

* linkedin.com/in/keatron/

» linkedin.com/company/infosec-institute/
Twitter: @InfosecEdu

Facebook: facebook.com/infosecedu
YouTube: youtube.com/@infosecedu

Let's connect!

INFOSEC
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508 Compliance: Training and 508 Accessibility
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IT Specialist
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Training and 508 accessibility

The importance of meeting
508 standards in all training
materials.

[ —



Introduction

About me
« Rosana Caffarena

« 508/IT Specialist

« Currently working at Social Security Administration

Goal

Make sure all training materials (including videos/interactive
media) are accessible.




Why all training materials
need to be accessible

« All employees need to take mandatory trainings.

« Being accessible will make sure that the trainings reach
all employees.

Benefits
« Foster employees engagement.

« Remove barriers.
« Cybersecurity is a shared responsibility

- |t is crucial to make sure all data is secure.




Our Process

Most of the trainings at SSA (mandatory and
non-mandatory) are conducted via interactive media.

These videos are created with an application called
Articulate Storyline.

[ &l ]

articulate




The Challenge

Storyline was incompatible with our accessibility
checklist.

« Storyline uses proprietary editing and outputs to Web
and HTML content.

« Testers can describe web fixes, but Storyline authors
can't edit the HTML.




The Solution

« Customized accessibility checklist.

« Training and guidance for 508 testers.

- Storyline specific test methods.

- Knowledge repository testers use to
recommend fixes.




=
Checklist Development

Focus: Storyline's capabilities and limitations were important
factors when developing this checklist.

Flexibility: Be open minded, find solutions that can be implemented,
will benefit and improve all user’'s experience, including assistive
technology (AT) users.




Training

We provided training to all our testers.

Goals of the training:

Learn and understand new Video Checklist and its
requirements.

Learn and understand how to test using code inspection,
ANDI (Accessible Name & Description Inspector), AT
(JAWS), and CCA (Colour Contrast Analyser).

Write clear remediation explaining how the issues need to
be fixed in Storyline.




At the end of the training, all trainees should have the
knowledge to:

- Identify defects based on the Video Checklist.

- Write clear defects, and provide clear remediation
instructions.

- Understand how to spot check /review documents.




Communication is Key

Clearly describe defect(s).

Provide instructions and steps on how to fix defect(s).

Goal: create best practices, so in the future, they will
self-govern themselves.

Benefits:

- Content creators would implement our
recommendations in future videos.

- Improvement of video's usability and accessibility.




Points to take away

Your content is important
- Are you reaching your audience?

- Do your content creators know your audience?

Provide clear recommendations on how to make all
training accessible.

- Explain the guidelines so content creators
understand the requirements to make training
accessible.

Review training materials meet the accessibility
standards before being posted or shared.




Establish a clear line of communication for recipients
of the training.

- Who do they need to contact if there are any 508
issues with the training.

- Who do they need to contact for technical issues,
such as the video is not launching on browser.

- Who do they need to contact with items related
to the content or comments.







Thank you!




Effective Strategies for Training Personnel in Artificial Intelligence

Christopher Bloor

Senior Federal Director - Pearson VUE
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Christopher Bloor
Senior Federal Director - Pearson VUE

With over 20 years of experience in the learning and technology fields,
Mr. Christopher Bloor oversees Pearson VUE's public sector market,
with a focus on IT and cybersecurity training and development, and a
particular emphasis on high-stakes credentialing for Signal, Cyber, and
Artificial Intelligence Units within the US Military and Intelligence
Services.

Mr. Bloor is a recognized public speaker in technology education and
certification and has spoken recently at US Army Signal School
Leadership Conference, RSA, AFCEA TechNet International NATO
Conference, and the Council of College and Military Educators (CCME)
Annual Symposium.

@ Pearson
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Why Should You Care?

 Anxious
Bad guys are already using it: Consumer grade applications now
provide the ability to do things that were previously only the
purview of nation-states.

« Competitive
Other governments and corporations are already investing,
(You may want to compare notes.)

« Frugal
An informed work force is going to make better structure and
purchase decisions.

« Inevitable
This isn't going away.
“If you don't like change, you're going to like irrelevance even less.”. -
General Eric Shinseki, former U.S. Army Chief of Staff

@ Pearson
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8%

of employees working for organizations are
actively disengaged, and this continues to
increase YOY, according to Gallup

FON W

9%

of Millennial and Gen Z workers prefer "Learning
and Development" over salary according to CNEC
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https://www.gallup.com/workplace/468233/employee-engagement-needs-rebound-2023.aspx
https://www.cnbc.com/2022/05/18/what-gen-z-and-millennials-want-from-employers-amid-great-resignation.html
https://www.gallup.com/workplace/393497/world-trillion-workplace-problem.aspx
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Knowledge vs Skill

Al doesn’t just sitin ~ #

the IT department
K 74 Swy
Make sure you ask yourself:

e Are you solving the right problem?
* Areyou using it ethically?

24




Workforce
Development

3% . "

N i \
i 7/ e 4
.‘!;A,A TR ~ [

<
3

Qe —)

YAl

CONFIDENTIAL & PROPRIETARY Copyrigl




Building a Workforce Development plan for
Artificial Intelligence

Define Training De\(e!op Se.Ie.ct \\ Implement \\ Evaluate
Goals Training Training " Training Plan Training
Content Delivery Results
[dentify the Determine Use content Choose an Put the plan Measgre the
specific goals who will be thatis tailored |  appropriate | into action by | effectiveness
of the training | receivingthe to the needs delivery scheduling of the training
olan and how | training and of the method for sessions, plan by
they align with what the audience that training: assigning assessing
the overall Al current level covers online, in trainers, and participant
objectives of of knowledge appropriate person, or a providing feedback and
the S aspects of combination learning performance
organization artificial of both materials
intelligence

@ Pearson
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Alignment to Organizational Initiatives

Al gives organizations a competitive edge to develop tip of the “spear technology.”

HOWEVER!!

Al solutions must align to initiatives/strategies.

Otherwise, they won't bring much value.
Could also be disastrous if not aligned.

Digital transformation examples Competitive benefit examples

« Org seeks change through digital « Improving existing products and
technologies. services.

« Alis an attractive option. » Fostering innovation.

Al fulfills initiative objectives. « Streamlining processes.

« Generating renewed interest.
 Attracting new talent.

CONFIDENTIAL & PROPRIETARY Copyright © 2024 Pearson Education, Inc. or its affiliates. All rights reserved.



Artificial Intelligence

m Data Science \_/ Cloud /(\ Network
=

»
»

¥

Zero Trust

Data F Y . .
. . IT Machine
Engineering Learning



How do you segment people to train?

Artificial Intelligence/Machine
Learning Engineers

Entry Level

Decision Makers, Stakeholders,
Project/Program Managers,
and Users

CONFIDENTIAL & PROPRIETARY Copyright © 2024 Pearson Education, Inc. or its affiliates. All rights reserved.



Can students create a new product or point of view?

c re at| 1] g ® They would be able to assemble, construct, create, design,
develop, formulate, write, or invent,

~

Bloom's
Taxonomy

Can the student justify a stand or decision?
Eval u ati n » Toevaluate information, a student might:
g " appraise, argue, defend, judge, select, support,

value, and evaluate.

Can the student distinguish between the different parts?
An al zi n « They would be able to compare, contrast, criticize,
y g ® differentiate, discriminate, distinguish, examine, experiment,

question, or test.

Can the student use the information in a new way?
A I i n « Theywould be able to choose, demonstrate,
pp y g ® dramatize, employ, illustrate, interpret, operate,

sketch, solve, use, or write,

Can the student explain ideas or concepts?
: =« Theywould be able to classify, describe,
U n d e rSta n d I n g = discuss, explain, identify, locate, recognize,

repart, select, translate, or paraphrase.

Can the student recall or remember the information?

Re mem be ri n g " They would be able to define, duplicate, list, memorize,

recall, repeat, reproduce, or state.

CONFIDENTIAL & PROPRIETARY Copyright © 2024 Pearson Education, Inc. or its affiliates. All rights reserved.



Examples: How Can Al affect the workplace

Skill Enhancement:

Increased Automation:

Professionals are reskilling and upskilling to
work alongside Al systems, acquiring skills in
data analysis, Al programming, and
understanding Al ethics.

Repetitive and routine tasks are being
automated, freeing up human workers to
focus on more creative and complex tasks.

New Job Roles:

Data-Driven Decision-Making:

Al is creating new job roles related to Al
development, Al ethics, and Al maintenance.

Improved Efficiency:

Al is facilitating data-driven decision-making,
helping professionals make more informed
choices.

Data Privacy and Ethics:

Businesses and industries are using Al to
optimize processes, reduce costs, and increase
efficiency.

Regulations and ethical guidelines are being
developed to ensure responsible Al use and
protect privacy.

@ Pearson
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How to address Al mastery/education

Mid-Career Specialty Skills

Effectively analyze, interpret, and utilize Al-
generated data in decision-making processes

Entry-Level Specialty Skills

Hands-on experience in areas such as the
fundamentals of Al, machine learning
algorithms, data analytics, and computer
vision

FOUNDATIONAL Skills Everyone Needs

Technical knowledge, critical thinking process,
and ethical considerations

VUE 158
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Data Analysts

Al is augmenting the work of data analysts by

automating data cleaning, pattern recognition,
and insights generation. Analysts are focusing
more on strategy and decision-making.

IT Professionals

Al is used for network security, system
administration, and troubleshooting. IT
professionals are incorporating Al to enhance

cybersecurity and streamline maintenance tasks.

Work Role Changes Examples

Transportation Jobs

Autonomous vehicles are impacting jobs like truck
driving and delivery services. New roles are
emerging in vehicle maintenance, remote
monitoring, and transportation logistics.

Manufacturing Workers

Al-driven robots and automation are used in
manufacturing, which can lead to changes in job
roles, such as focusing on robot maintenance and
overseeing automated processes.

CONFIDENTIAL & PROPRIETARY Copyright © 2024 Pearson Education, Inc. or its affiliates. All righ
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. NOTE: Ethical Considerations

The successful integration of Al into these roles
requires careful planning, training, and
consideration of ethical and legal implications.

Human oversight and decision-making remain
crucial to ensure the responsible and effective use
of Al technologies in operations.

Department of Defense’s Chief Digital and Artificial Intelligence Office (CDAO)
Establishment of Ethical Principles
@ Pearson




Artificial Intelligence learning pathway

Foundational Programming Data Science Vendor-Neutral Vendor-Specific
Concepts Fundamentals Prerequisites Certification Certification

AWS Certified
Using Data Science Machine Learning
Introducﬁlon to Tools in Python Certified Al Specialty
Programming with Sractitioner
Python (PCEP) Certified Data Science Microsoft Certified:
Practitioner Azure Data Scientist
Associate

Al for Business
Professionals

Data Ethics for Business Professionals
Generative Al credential for Business Professionals

Notes:

- Forindividuals who expect they will require more intensive programming skills we would also recommend Advanced
Programming Techniques with Python (PCAP).

- Machine Learning utilizes mathematics — probability/statistics, linear algebra, and calculus. A participant does not
require a degree in mathematics, but they should be familiar with advanced math concepts or have the aptitude to
learn them along the way. A good free resource, if needed, can be found on OpenStax.org,.

@ Pearson
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Building a Workforce Development plan for
Artificial Intelligence

Define Training De\(e!op Se.Ie.ct \\ Implement \\ Evaluate
Goals Training > Training " Training Plan Training
Content Delivery Results
[dentify the Determine Use content Choose an Put the plan Measgre the
specific goals who will be thatis tailored |  appropriate | into action by | effectiveness
of the training | receivingthe to the needs delivery scheduling of the training
olan and how | training and of the method for sessions, plan by
they align with what the audience that training: assigning assessing
the overall Al current level covers online, in trainers, and participant
objectives of of knowledge appropriate person, or a providing feedback and
the S aspects of combination learning performance
organization artificial of both materials
intelligence

@ Pearson
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Knowledge vs Skill

Al doesn’t just sitin ~ #

the IT department
K 74 Swy
Make sure you ask yourself:

e Are you solving the right problem?
* Areyou using it ethically?
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Cyber Safety is Patient Safety: Navigating Cybersecurity Risks
Through Enterprise Risk Management

Julie Chua

Director, Governance, Risk Management,
and Compliance Division
U.S. Department of Health and Human Services

. - FEDERAL INFORMATION
#FISSEA | nist.gov/fissea N H TSECURITY EDUCATORS

FISSEA



=y | HHS 405(d)

ﬁ, Aligning Health Care
4 Industry Security Approaches

Cyber Safety is Patient
Safety: Navigating
Cybersecurity Risks
through Enterprise Risk

quaiement

AR, Visit Our Website
ii% 405d.hhs.gov




What We Do & Who We Are

The HHS 405(d? Program is a collaborative effort between the Health Sector Coordinating Council
and the federal government to align healthcare industry security practices.

As the leading collaboration center of the Office of the Chief Information Officer, the 405('d)
Program is focused on provi ng fgt:mlzmtlons across the nation with useful and impactful
Hedlthcare and Public Health (H ocused resources, products, and tools that help educate,

r

2
raise awareness, and provide vetted cybersecurity best practices which drive behavioral change
and strengthen the sector’s cybersecurity posture against cyber threats.




Clinical impact perspective:

Technical impact perspective:

University Health System Cyber Attack

October 28, 2020, seemed like a normal day at a University
Health system until a Ransomware Attack occurred.

Loss of access to network intranet servers, email
communications, and clinical systems.

Electronic medical record (EMR) protectively taken offline
resulting in loss of access to production records including
laboratory, pathology, pharmacy, and radiology.

1300 servers offline, hundreds of applications impacted, and over
5000 endpoints infected.

Containment actions to disable internet, VPNs, and integrations
and proactively take the EHR offline.




Planning and Next Steps

Although the health system had disaster recovery and business continuity plans in place for all major systems as well as
third-party consultant on retainer to provide guidance in the event of a major cybersecurity incident, it was clear within
hours that this was a severe ransomware attack with the potential to disrupt institutional provision of life-saving care.

s?vered connections to
affiliates and other partners

Notified federal local
law enforcement éIé

Deployed EDR agents to all
Took the EMR offline Q02 endl d

points

Blocked traffic at internal
segments

access both to and from the

Cut off all internet and other @
health system




Patient Impact

Making Ethical Decisions and
Continuing Care in the Wake of a

Challenges to Care Cyber Attack

« The loss of communication channels. During a major cyber-attack serious decisions of
patient care must be made. Basic patient safety
tenets must be followed when delivering care

during a ransomware attack:

* The loss of the individualized EMR
chemotherop}/1 plan templates driving
nursing and pharmacy processes to
enable the safe delivery of systemic
therapies to cancer patient population.

+  Maximization of lives saved

+ Utilization of accepted medical prognostic
criteria

+ Equitable and fair assessment of all cases

« Transparency in decision—makin%
process. Impartiality and neutrality of
decision-makers

* Loss of areliable encrypted email
communications platform challenged
efforts to organize and coordinate
response amidst the COVID-19 pandemic,
and prevented regular, large, and in-
person meetings.




Cyber Impacts to Healthcare Facilities

Technology continues to increase in the healthcare
sector and with it comes more risks and vulnerabilities.

Impacts to a practice in the event of a cyber incident:

No access to patient electronic medical records
No access to billing or scheduling software
Practice closure

No access to email systems

No access to Network Connected Medical
equipment

*In sodme cases, causes small practices to close for
goo

According to the HHS Office for Civil Rights (OCR),

cyber incidents in health care are on the rise.

* From 2018-2022, there has been a 93% increase in
Ior%e breaches reported to OCR (369 to 712), with
a 278% increase in large breaches involving

ransomware.




Change Healthcare

Change Health reviews 15B
medical claims annually
and is the largest clearing
house in the US
Network impacted
encompasses roughly
900,000 Physicians, 118,000
Dentists, 33,000
Pharmacies, 5,500
Hospitals, 600 Labs.
Breach reportedly resulted
in a $22M payout (Reuters)
Ongoing federal
investigation
Congressional hearings
UnitedHealth estimates
costs could reach $1.6
billion

Source: Health Subcommittee Hearing: "Examining

Health Sector Cybersecurity in the Wake of the
Change Healthcare Attack” April 2024

Change Healthcare Cyber Attack Impact

Hospitals and Practices

55% of respondents had to
use personal funds to cover
practice expenses

78% have lost revenue from
claims that they have been
unable to submit

94% of hospitals reported
some financial impact
44% were unable to
purchase supplies

31% were unable to make
payroll

80% have lost revenue from
unpaid claims

Source: American Health Association Change
Healthcare Cyberattack Impact Survey, April 2024

74% of hospitals said the
incident resulted in “direct
patient care impact.”
Almost 2 in 5 hospitals said
that their patients are
“having difficulty accessing
care because of delays in
processing of health plan
utilization requirements
(e.g. prior authorization)
Inability to fulfill prescription
drug care

Forced to pay cash for
prescriptions or denied use
of discount coupons

Sources: American Health Association Change
Healthcare Cyberattack Impact Survey, April 2024
and Washington Post, “How a health-care
cyberattack may affect your prescription drug
access,” Mar 2024

Cyber incidents affecting hospitals and health systems have led to extended care disruptions, patient diversions to other facilities, and delayed medical
procedures, all putting patient safety at risk. (HHS Press Release, Dec 2023)




Integrating Cybersecurity
with Enterprise Risk
Management




Enterprlse Risk Management

ERM is an effective orgon|zot|on wide approach to

addressing the full spectrum of the organization’s

significant risks by considering the combined array of

risks as an interrelated portfolio, rather than addressing

risks only within siloes.

* Risks are interrelated

« ERM helps tie these into mission impacts

« ERM supports credible decision-making based on
risk and opportunity information

« ERM normalizes risks across many domains to allow
comparability

/ Cyber Risks are Healthcare Risks

Patient Safety

Cybersecurity Risk Management

Cybersecurity risks are one of many enterprise risks.
These risks can affect every aspect of an organization
including care delivery. The most important risk is to Se
patient safety, which is the corner stone of every health TVice
organization. Ptiop,
+ Integration is critical for informing senior leaders

and business owners on cyber risks
« Focus on strategies to manage and respond to

evolving cyber threat environments




\ /] Associati :
‘1 Enterprise Risk Management

) CYBERSECURITY ERM C

Cyber-ERM COI

The Cyber-ERM COl is a diverse interagency platform for federal
ractitioners to collaborate, exchange ERM and cybersecurity
ederal I%Juidclnc:e, best practices, and approaches to advance

cyber-ERM integration.

The COI membership diversity is a hallmark strength and is
reflective in the curation of products developed and the array of
keynote speakers over emerging cyber and ERM topics.

The COl is guided by NISTIR 8286 series and SP800-221/221A.

Enterprise Risk Management Playbook (Fall 2022) update,
focusing on the special chapter on integrating agency ERM with
information security and cybersecurity risk management.

Special Project: Cyber-ERM-Focused Working Groups

Members identified areas of F|§>otentic1l growth within their agency
that could enhance Cyber-ERM integration.

Three Workinlg ?(roups were established, all led by COl members:
* Cyber Risk Register Working Group
« Risk Appetite and Risk Tolerance Working Group
« Survey of Tools and Technology Working Group

ber ER

&

ERM functions
are represented

Q
k

S$3%

of memberships

are non-technical
ERM funitions

COIl Membership Composition

4%

of members are
Federal staff

agencies and
private sector
companies
represented



HHS 405(d) Program
Resources for the Healthcare
and Public Health Sector




HICP 2023 Edition

405(d)'s Cornerstone Publication
Cybersecurity threats evolve each year and with them comes new mitigating practices. The HICP 2023
Edition has been updated by industry and government professionals to include the most relevant and cost-
effective ways to mitigate the current cybersecurity threats the HPH sector is facing. After significant
analysis of the current cybersecurity issues facing the healthcare industry, the 405(d) Task Group agreed on
the development of three HICP components—a main document and two technical volumes, and a robust
appendix of resources and templates.

The Main Document

examines cybersecurity threats and
vulnerabilities that affect the
healthcare industry. It explores five (5)
current threats and presents ten (10)
practices to mitigate those threats.

Technical Volume 1 discusses these
ten cybersecurity practices for small
healthcare organizations.

Technical Volume 2 discusses these
ten cybersecurity practices for
medium and large healthcare
organizations.




Top 5 Cybersecurity Threats and
10 Mitigating Practices

) Social Engineering

) Ransomware

) Loss or Theft of Equipment or Data

) Insider Accidental or Malicious Data Loss

) Attacks Against Network Connected Medical Devices

1. Email Protection Systems

2. Endpoint Protection Systems

3. Access Management

4. Data Protection and Loss
Prevention

5. Asset management

6. Network Management

7. Vulnerability Management

8. Incident Response

9. Medical Device Security

10. Cybersecurity Policies




Knowledﬂeon emand
Trainihgs Offered

Insicder Accidental or
Malicious Data Loss

This trolnln%Prowdes an overview of insjder data
loss accid and ones with malicious intent

Social Engineering

Thls training offers an overview of Social
g?lneerlng tactics mcludlng( email phlshln
mishin ips on

? more and
recognl e them

Attacks Against Connected

Ransomware Medical Deévices

This training provides on overwew of the
ransomware. ‘threat  and Lp Peog
understand the ke Iywoys in WhICh attackers g
control of a network

This trolnlng prowdes an overview of the
impartance securing network connected
medical deV|ces

Loss or Theft of
Equipment or Data

This training provides an overview of best
practices on'securing equipment and data




Knowledge on Demand

The delivery methodologies for Knowledge on Demand include:

Job Aids Interactive Training Videos
Eo These are single documents with key tips related to the These videos are launched from the 405(d) KOD webpage
m” topic. This format is meant to be used as an “on-the-job" but can also be downloaded by the end user. They include
resource tool. They can provide instructional steps if recorded audio to take the trainee through the video along
necessary to meet the training objectives. with interactive content to include knowledge checks and animations.

Key Benefits: Job aids are useful since an employee can reference one Key Benefits: This interactive delivery method provides end users
throughout the day-to-day operations. They can also act as reminders flexibility to access each threat topic at their own time due to the easy
about topics covered in more formal trainings. of access from the website.

2. Learning Management System (LMS) File PowerPoint Trainings
@ Content intended for an LMS will be similar in look and These can be leveraged for in person or on-site
experience as the previously discussed Interactive Training presentations. These will include facilitator notes with
video. Content will be exported and saved to a file type slide specific content and knowledge checks to reinforce
compatible for import to an organization's LMS platform. learning. Such presentations can be delivered in presentation mode or

Key Benefits: This delivery method will allow larger organizations that ina"Lunch n Learn" format at your location.

already have an LMS platform and want to add our content directly to Key Benefits: PowerPoint presentations are useful tools because
their system. This will be especially useful if they do not already have they encourage discussion between employees and managers. It also
allows the organization to better tailor their training to meet their
specific needs.

cybersecurity training courses,

Visit our website at 405d.hhs.gov/KOD to experience this new learning
platform and explore the ways you can integrate this platform into the
awareness education for all employees at your healthcare organization.
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Check Your Cyber Pulse

This series was produced by the 405(d) Task Group to provide
small to medium healthcare organizations a quick reference
for maintaining cybersecurity readiness every day. Use this
reslc(au'rce to assess if your organization is Health, Risky, or Very
Risky!

How does it
work?

Download the Check Your Cyber Pulse resource from
405d.hhs.gov

The Check Your Cyber Pulse resource uses the ten mitigating
practices located In HICP as a guide for you to see how
‘Risky” Your organization is. Go through each items and
select it you are “Healthy” “Risky” or “very Risky”

For items you scored “Risky” or “Very Risky” check out the HICP
Technical Volumes to find out how to address these items



Aligning Health Care
Industry Security Approaches

Questions?

Visit Our Website

405d.hhs.gov

Do you follow us on social
media?
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Panel:
Brenda Ellis, NASA

Susan Hansche, CISA
NIST SP Marian Merritt, NIST

800-50
update

Additional NIST Special Publication 800-50 Authors:
Kevin Sanchez-Cherry, DOT

Julie Snyder, MITRE

Don Walden, IRS




NIST SP 800-50 rev 1

* Building an Information Technology Security Awareness & Training Program - 2003
(20 years ago)

* Revision draft made public August 28, 2023
* Comments through October 27, 2023
* Co-authoring team from several Federal agencies

* Goals:
* Leverage NIST guidance
* Develop consistent language
* Reflectresearch from FISSEA community
* Address challenges such as measuring impact

FEDERAL INFORMATION
SECURITY EDUCATORS
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NIST SP 800-50 rev 1, cont.

Goals, continued:
* Describe a cyclical, iterative, and responsive model
* Consolidates 800-16, incorporates NICE Framework

* Intended to be collaborative, flexible, scalable (work for small and
very large organizations)

* Intended for federal agencies and organizations

FEDERAL INFORMATION
SECURITY EDUCATORS
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Adding Privacy

* Background to the Privacy Act of 1974
* Requirements of OMB Circular A-130
* Leverage and reference the NIST Privacy Framework

FEDERAL INFORMATION
SECURITY EDUCATORS
FISSEA



What SP 800-50 r1 is:

* “Building a Cybersecurity and Privacy Learning Program”

* Enterprise-wide awareness, training, and education program -
Cybersecurity and Privacy Learning Program (CPLP)

* The learning program supports a culture of respect for employees

* Everyone plays some type of role in managing the organization’s
cybersecurity and privacy risk

FEDERAL INFORMATION
SECURITY EDUCATORS
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The Learning Program is...

* a cyclical, iterative model that

adapts to each agency’s needs @A ﬂ

Plan &
Strategy

Assessment &

and Sltuatlon Improvement

* Intended to be collaborative,
flexible, scalable

X L
'&‘
Learning
Program

* Away to encourage cross-
functional cooperation with
Development & Yo,

senior leadership implementation (AN

Analysis &
Design
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Key sections of 800-50

* Introduction
* Purpose, Scope, the CPLP Life Cycle
* Developing a Cybersecurity and Privacy Culture

* Privacy and Cybersecurity: the relationship, key concepts, how to
coordinate learning for both efforts

* Key roles and responsibilities

* CPLP Plan and Strategy
* Goals, Objectives, Tactics
* Measurements and Metrics
* Audience Types

FEDERAL INFORMATION
SECURITY EDUCATORS
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Learning Program Audience Types

All

| Privileged
f" Access

\ Account
Holders

FEDERAL INFORMATION

SECURITY EDUCATORS
FISSEA

AllUsers
& Onboarding training, acceptable use policies,
annual learning program, or awareness campaigns




Key sections of 800-50, continued

* Types of activities: awareness, experiential learning, training

* Setting priorities

* Establishing a budget, determining staff needs

* Analysis and Design: what works, where is change needs, being nimble
* Design phases, from the initial document through setting requirements
* Development and Implementation of the CPLP

* Developing and testing new material

* Assessing and improving the program

FEDERAL INFORMATION
SECURITY EDUCATORS
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Senior Leadership

* 800-50 r1 recommends forming a Senior Leadership committee or
advisory board

e CIO, CPO, etc
 Human Resources
e Communications

* Strategy and Budget Planning
* Regular Program review and discussion
* Program support and participation

FEDERAL INFORMATION
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What SP 800-50 r1 is NOT

* Details on designing or developing new training elements

* How to create a change management or cultural program

* An enterprise-wide human risk management program

* Who should do what work in the organization

* How to create an enterprise-wide metrics program

* How to identify employees in your workforce according to the NIST

SP 800-181 work roles

FEDERAL INFORMATION
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What comes next...

Fir ol adit .

e |Internal NIST editorial review

* Publish to the public-facing NIST website
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Thank you!
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Journey to the Cybersecurity Framework Version 2.0

Amy Mahn

International Policy Specialist
National Institute of Standards and Technology
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NIST Cybersecurity Framework 2.0
Overview & Updates

Amy Mahn
Applied Cybersecurity Division
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CSF 2.0 Overview

NIST has updated the widely used Cybersecurity Framework (CSF)—its
landmark guidance document for reducing cybersecurity risk.

Six Functions — Govern, Identify, Protect, Detect,
Respond, and Recover. Together, they provide a
comprehensive view for managing cybersecurity risk.

NIST
Cybersecurity
Framework

The Framework is also comprised of: ]
CSF Core ?2,6
CSF Organizational Profiles

CSF Tiers DETECT

5
5
&



Quote from the NIST Director

“The CSF has been a vital tool for many organizations, helping them
anticipate and deal with cybersecurity threats. CSF 2.0, which builds on
previous versions, is not just about one document. It is about a suite of

resources that can be customized and used individually or in combination
over time as an organization’s cybersecurity needs change and capabilities
evolve.”

~ Laurie E. Locascio

Under Secretary of Commerce for Standards and Technology
& NIST Director



How Did We Get Here?

August 2022 February 2023 September 19-20, 2023

Workshop #1 Workshop #2 Workshop #3
February 2023

Working Sessions

February 2022 June 2022 September 2022 January 2023 April 2023 August 2023 February 2024

NIST Cybersecurity RFI Workshop h
RFI Analysis Analysis Concept Paper Core Draft Draft 2.0 CSF 2.0
® P~ ~

November 2023

November 2023
April 2022 March 2023 Comments Comments Received
Comments Comments Received
Received Received

Visit our CSF 2.0 Website: www.nist.gov/cyberframework


https://www.nist.gov/cyberframework

CSF 2.0 | What Makes it Different?

CSF 2.0 can help all organizations - not just those in
critical infrastructure - manage and reduce risks.

It improves on prior versions; we listened to your feedback,
made key updates, developed new resources and tools,
and adjusted our guidance based on today’s cybersecurity
environment.

NIST’s suite of resources offers practical and actionable
suggestions to help organizations immediately improve

their cybersecurity posture (focus on how the CSF can be
implemented).

The CSF 2.0 is about a suite of resources that aims to help
all organizations - not just those in critical infrastructure -
manage and reduce risks.

TRAVELING THROUGH NIST’S

CYBERSECURITY FRAMEWORK (CSF) 2.0 RESOURCES

CSF 2.0

For industry, government, and organizations
to reduce cybersecurity risks

IMPLEMENTATION EXAMPLES

Review action-oriented steps to help you achieve
various outcomes of the subcategories

\SxxEErrrEey

QUICK START GUIDES

For organizations with specific common goals

MAPPINGS

See how NIST’s work interrelates and
shares themes



Suite of Resources Snapshot
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Global Impact of CSF 2.0

* The CSF is used widely internationally.

* CSF versions 1.1 and 1.0 have been translated into 13
languages (CSF 2.0 translations anticipated soon).

* NIST’s work with the International Organization for

Standardization (ISO), in conjunction with the

International Electrotechnical Commission (IEC), over

the last 11 years has been expansive.

* The resources allow organizations to build

cybersecurity frameworks and organize controls using
the CSF Functions.

Learn About Our Global Impact: www.nist.gov/cyberframework



https://www.nist.gov/cyberframework

What is Next?

We hope that the CSF 2.0 suite of documents and tools
will make a difference in managing and reducing
cybersecurity risks.

NIST continues to encourage candid, constructive
discussions and other engagements about
organizations’ experiences with the CSF.

Remember, cybersecurity risk management is
always a journey - and the CSF 2.0 is a navigational
guide that can help make that journey more
successful.

See NIST’s Suite of CSF 2.0 Resources: www.nist.gov/cyberframework
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Get Involved

|z| Subscribe to the FISSEA Mailing List
FISSEAUpdates@list.nist.gov

ﬁ Volunteer for the Planning Committee

4

https://www.nist.qovV/itl/applied-cybersecurity/fissea/meet-fissea-
planning-committee

Serve on the Contest or Award Committees for 2025
Email fissea@list.nist.qov

Submit a presentation proposal for a future FISSEA

Conference or FISSEA Forum
https://www.surveymonkey.com/r/fisseacallforpresentations

. : FEDERAL INFORMATION
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SAVE THE DATE

Federal Information Security
Educators (FISSEA) Summer Forum

September 17, 2024

#FISSEA | nist.gov/fissea
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