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Sent: Friday, March 17, 2023 5:03 PM
To: cyberframework <cyberframework@nist.gov>

Subject: NIST Cybersecurity Framework 2.0 Concept Paper
Greetings,

Comments on Section 4.1. Add a new Govern Function

e | agree with the idea of having Gov as a function. | suggest to change the presentation of the
CSF farmwork. | attached two proposals. The gov is the overarching function of all Cyber
functions
| suggest to add subcategory for Segregation of Duties and other subcategory for Conflict of
interest for approval, accessing data etc under Gov
| suggest adding category for Compliance/Assurance under Gov.
| suggest adding Cybersecurity Performance Measures under Gov.
| suggest to add Cybersecurity Architecture subcategory and/or Cybersecurity Engineering
subcategory under Identify/Protect

For “Call for action”, | would like to collaborate with NIST in the following areas:
e “Call to Action — Share International Resources:”
o Translate the CSF 2 to Arabic. | translated CSF ver 1.1 and | would like to translate ver
2.0
e “Call to Action — Provide Mappings:”
o Explore the possibility of mapping Saudi National Cybersecurity Authority’s (NCA)
Cybersecurity regulation to CSF 2.0
e Call to Action — Share Use of the CSF in Measuring and Assessing Cybersecurity:

Thanks,
Al
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