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NICE Framework Category: Operate and Maintain

Provides the support, administration, and
maintenance necessary to ensure effective and
efficient technology system performance and

security. OPERATE & MAINTAIN
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NICE Strategic Plan

Objective 4.1 Align the NICE Framework to the NIST Cybersecurity Framework,
NIST Privacy Framework, and other cybersecurity, privacy, and risk management
publications
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ITSS 2020 and Beyond Project’s Purpose

«  WIDEN the pipeline of qualified
candidates for the many open
IT/Cyber positions nationally

« CREATE a contemporary and
future-facing set of comprehensive
IT Skill Standards.

« ASSIST both employers and
educators to more easily apply the
standards.




ITSS Engages EmployersGBILT

 Business & Industry
Leadership Team process is
the basis for work with
employers to identify what they
want graduates to know 12-36
month into the future

 Employers co-lead the work,
not just advise

BILT Model Created by the National Convergence
Technology Center www.connectedtech.org



http://www.connectedtech.org/

ITSS Thought Leaders Identified Critical Job Clusters

Approximately 100 Thought Leaders were
recruited and vetted to identify the first set of
project Job Clusters

» Thought Leaders are typically CTO’s, ClIO’s, CISO’s or other
individuals responsible for “seeing the future” to keep their
companies in business.

» Goal was to identify 8-10 of the most critical and difficult to fill job
clusters for the future through four facilitated meetings

* Project team synthesized results

» Employer consensus was obtained for 7 job clusters initially

» A second set of Thought Leader meetings were held to identify
remaining 2 to 3 clusters; several skill sets under consideration
instead




Job Cluster Definitions

* The thought leaders defined what each job cluster included

« Example: “Technical Project Management comprises the planning and management of a
technical initiative from concept through to a concrete deliverable. This includes overall
responsibility for outcomes and requires specific knowledge of technologies, applied
methodologies and development models to ensure success in planning, managing budget,
estimation and execution of the project. Additionally, this area is responsible for change
management. The Technical Project Management serves as the liaison between the business
and technical experts. This definition was adapted from lasa Global with input from national IT

Thought Leaders.”




First 7 Job Clusters Identified

Skill standards completed

* Infrastructure Connectivity Administration and Engineering
Technical Support

Technical Project Management

Software Development and Engineering (recently completed)
Data Management and Engineering (the IT side of Data)
Data Analytics and Predictive Modeling

Skill standards in process
» Cybersecurity (more details to follow)




Employers SMEs Drove Job Cluster Meetings

 The Project Teamcompiled pro forma KSAs and Tasks for employer
evaluation using a variety of existing skill standards (e.g. NICE and NIST,
ACM, various state standards) — no reinvention of the wheel

« Employer SMEs voted on the pro forma KSAs and Tasks they want
workforce ready grads to do/have in the future using the structured,
repeatable process from the BILT, followed by discussion

 Employer SMEs could add, change, and delete items during the 2-3
meetings per job cluster that were held

« Employers identified the appropriate level of Employability Skills
needed per job cluster




Technical Support Tasks and KSAs

[ Tasks
I a s k K n OWI e d e S k I I I SPECIFIC THINGS an entry level person would BE EXPECTED TO PERFORM on the job WITH LITTLE SUPERVISION.
) |

Install, Configure, Update, Maintain

mgm
a n d Ab I I I ty T-1  |Install and maintain network infrastructure device operating system software (e.g., 105, firmware). | 3.0

T2 Install and configure hardware, software, and peripheral equipment for system users in accordance

with organizational standards. 3.7

T-3 Manage changes/updates for both internal and external customers when policies and procedures ch] 3.4

T-4  |Maintain computer hardware. 3.6
T-3 Provide technical support for software maintenance or use. 3.7
. . . Knowledge
ThlS |S a S ni ppet Of a Knowledge focuses on the understanding of concepts. It is theoretical. An individual may have an understanding of a
. topic or tool or some textbook knowledge of it but have no experience applying it. For example, someone might
KSA and Task list the

have read hundreds of articles on health and nutrition, many of them in scientific journals, but that doesn't make that

entlre ||St Contaln a person qualified to dispense advice on nutrition.

K-1  |Kknowledge of the basic operation of computers. 3.9

mi nlmum Of 1 OO Ite mS k-2 |knowledge of computer networking concepts and protocols, and network security methodologies. 3.5
across a" SeCtlonS . K-3  |Knowledge of operating environments, organizational software and applications. 3.6

K-4  |Knowledge of practices of internal, external, and global customers (as applicable). 3.2

K-5  |Kknowledge of internal organizational communication processes. 3.3

The capabilities or proficiencies dP nehands— experience. Skills are the practical
application of theoretical knowledge. Someon u gain knowledge of concepts without developing
t :

the skills to apply those concepts. Developmen ills requires hands-on application of the concepts.

skill in identifying possible causes of degradation of system performance or availability as well as

5-1
skill in initiating actions needed to mitigate this degradation. 3.3

5-2  |skill in using the appropriate tools for repairing software, hardware, and peripheral equipmentofag 3.4

5-3 Skill in conducting research for troubleshooting novel client-level problems. 3.1

- Skill in configuring and validating network workstations and peripherals in accordance with

approved standards and/or specifications. 3.4

STANDARDS | AND BEYOND



Employability Skills — 3 Possible levels

Technical Support Employability Skills Focusesonthese 12 areas
Workplace Level 1 - Employee learns expectations of workplace environment (professional behavior and ethics) and hd Workplace PrOfeSSK)naIlsm & WOl'k Eth'CS

adheres to practices with some guidance.

P;o\f;ss:::ai:lsm Level 2 - Employee exhibits sound professionalism, judgment, and integrity and accepts responsibility for own ° W rltte n CO mmunlcatlon
ork Ethics behavior. Employee exhibits these qualities without guidance but occasionally refers to policies as needed. . .
* Oral Communication

Level 1 - Employee understands written instructions and executes tasks with guidance and feedback from
. ° m
Written supervisor. Employee clearly communicates concepts in writing. Tea Work

(e 110l 121t il le-18sa)| Level 2 - Employee comprehends and executes written instructions with minimal guidance. Employee composes ° 1 i#i 1 1
RS Problem Solving & Critical Thinking
°
Level 1 - Employee understands oral instructions and executes tasks with guidance and feedback from Orga nlzatlon & Plannl ng

Oral supervisor. Employee communicates concepts orally while clarifying for meaning. Employee develops listening ° Ada pta b| Ilty & FIeXI b| Ilty

. . skills.
Communication Level 2 - Employee comprehends and executes oral instructions with minimal guidance and exhibits good ° In|t|at|ve

listening skills. Employee clarifies for meaning without needing prompting from supervisor.

°
Level 1 - With guidance and feedback from supervisor, employee obeys team rules and understands team Accura Cy

member roles. Employee actively participates in team activities, volunteers for special tasks, and establishes ° C UltU ral CO mpete nce

Teamwork rapport with co-workers.

Level 2 - Employee demonstrates commitment, enthusiasm and supports team members. Employee follows up ° Self Develo pme nt & Career Develo pme nt

on assigned tasks and leads by example.

I I STANDARDS | AND BEYOND



After The Initial Job Cluster Meetings

* Project team synthesized data across meetings (votes + discussion)

* Follow-up meeting addressed

« Employer SMEs verifying the synthesis done by the team and changing anything
they did not approve

« Employer SMEs voting on Key Performance Indicators (KPIs) for Tasks

« Educator SMEs also developed Student Learning Outcomes after the second
employer SME meetings

» ITSS worked with ~200 different business SMEs over first 6 job clusters

« Skill Standards Approved by Texas Skill Standards System for distribution
throughout the state




Components Of Each Job Cluster’s Skill Standards

* Created by employers using the BILT processes
« Tasks + KSAs with numerical average of votes across SME meetings
« PDF and Excel formats
« Key Performance Indicators (KPIs) for Tasks
» Levels of Key Employability Skills

 Created by educators from the employer-determined KSAs
« Student Learning Outcomes to use in creating and updating curriculum




How to Access The Skill Standards — No Login Needed

All job cluster results are posted on the ITSS 2020 website https://itskillstandards.org.

Yo' IS5 2020 - National Convergenc X = - X

& C | @& connectedtech.org/itss-2020/ E ¢ G :

@
©
??gﬁ'&%%%@ﬁ%i“& Wiki Educators Students Businesses Resources CCTA  About Media ITSS 2020
®

. [ STANDARDS | AND BEYOND
Meetings Analysis [ Verification Posted
Software Development Job Cluster TBD Data Analytics and Predictive Modeling
Meetings:

Technical Support
Tuesday, February 9, 2021

Infrastructure Connectivity Management
Tuesday, February 16,2021 and Engineering
Thursday, February 18,2021 Technical Project Management

Data Management and Engineering

T m
TANDARDS AND BEYOND


https://itskillstandards.org/

Components Available Per Job Cluster

.'3‘. ITSS 2020 - National Convergen: X -'?‘. Infrastructure Connectivity, Man: X + - X
C @ connectedtech.org/itss-2020/infrastructure-connectivity-management-and-engineering/ hx¢ e

@
?;gﬁﬁ%%?%ﬁ%?ﬁ Wiki Educators Students Businesses Resources CCTA About Media ITSS 2020
O

*Anyone is welcome to use, modify, and/or distribute ITSS findings and data, but you must give clear attribution to the source of this material by citing “IT
Skill Standards 2020 and Beyond (NSF ATE project grant DUE 1838535)."

SECTION DOWNLOADS/DOCUMENTS COMMENTS/ACCESS
KSAs ICME.KSA.PDF / ICME.KSA.Excel Signin
Student Learning Outcomes No Documents Signin
Key Performance Indicators ICME.KPI.PDF Signin
Employability Skills ICME.ES.PDF Signin

This material is based upon work supported by the National Science Foundation under Grant No. 1838535. Any opinions,
findings and conclusions or recommendations expressed in this material are those of the author(s) and do not necessarily
reflect the views of the National Science Foundation.

I STANDARDS | AND BEYOND



Thought Leaders Reconvened to Determine
Remaining 2-3 Job Clusters for Remaining Work

« Rather than focus on job clusters, Thought Leaders requested the team to switch
focus to creating 3-5 skill sets to be layered onto previous clusters and possibly
other disciplines. Areas under consideration are:

« Al

* ML,

* Blockchain,

» 5G (likely integrated into infrastructure),
 loT,

* |T Automation,

« AR/VR

» After working with NICE, Cybersecurity job cluster work is being converted to
a skill set instead of duplicating work




Cybersecurity Skill Set

* Focuses on more than awareness and less
than enough knowledge and skills to obtain a
job In cybersecurity

« Upcoming Employer SME meetings
« September 29, 2021 from 2-5 ET
* October 5, 2021 from 11-2 ET
« Contact Christina Titus to register ctitus@collin.edu



mailto:ctitus@collin.edu

Sustainability
Ongoing process

* Piloting a crowd-sourcing
approach to keep the job skills

updated (Currently testing thru the
ITSS 2020 website)

« Seeking industry financial support
and leadership for continuing support




Upcoming Professional Development

Using Skill Standards to Advance Your
College IT Curriculum

« September 17, 2021
2pm-3pmET
e https://bit.ly/ITSSTraining



https://bit.ly/ITSSTraining

Other Opportunities For Engagement

* Provide feedback on the Skill Standards already posted on ITSS
website (http://www.itskillstandards.org)

« Apply to be an educator SME for upcoming skill sets that are within your
expertise

« Apply to be an employer SME for upcoming skill sets that are within
your expertise

 Learn more about how to use the Skill Standards to update curriculum




How to Register to Provide Feedback — Requires Login

» Registration Page: https://connectedtech.org/register-login/

» Helpful videos
« Signing In and Commenting: hitps://youtu.be/IBFgl3nvdV8
« Commentand Registration: https://youtu.be/3CzrvUs4Ys4

« C @& connectedtech.org/register-login/ * @ :

®
o
$£L?\‘r&|b%3név£$ém£ Wiki Educators Students Businesses Resources CCTA About Media 1TSS 2020
®

COMMENTS/FEEDBACK

If you wish to comment, please register below and provide some background information so that we can maintain the integrity of the subject matter
expert (SME) pool. If your registration is accepted, you will be given access to the comment fields typically within three business days if approved.

For helpful information on how to register or provide feedback please scroll to the bottom of the page.

SIGNIN LOGIN

To use reCAPTCHA, you need to add the APl keys in the Integrations
Settings and complete the setup process.



https://connectedtech.org/register-login/
https://youtu.be/lBFgl3nvdV8
https://youtu.be/3CzrvUs4Ys4

Ann Beheler —
abeheler@collin.edu

CONTACT US!

Christina Titus —
ctitus@collin.edu

This material is based upon work supported by the National Science Foundation under Grant No.
1700530 and 1838535. Any opinions, findings and conclusions, or recommendations expressed in

this material are those of the author(s) and do not necessarily reflect the view of the National
Science Foundation.



mailto:abeheler@collin.edu
mailto:ctitus@collin.edu
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CYBERSECURITY EDUCATION




U.S5. DEPARTMENT OF LABOR

O*NET Overview

Occupational Information Network

Pam Frugoli
Senior Workforce Analyst
USDOL Employmentand Training Administration

September2021



U.S5. DEPARTMENT OF LABOR

Employment and Training Administration

= Mission
= Contribute to the more efficient functioning of the U.S. labor market by providing high-quality job
training, employment, labor market information, and income maintenance services primarily through
state and local workforce development systems.

= 8 Guiding Principles—one of which is:

We will strive to turn individuals into career entrepreneurs by:

= equipping themwith the information they need

= to develop the knowledge, skills and abilities sought after
in the new economy.

25



U.S5. DEPARTMENT OF LABOR

Workforce and Labor Market Information (WLMI)

= Bureau of Labor Statistics (BLS)

« Occupational Employment and Wage Statistics (OEWS)
= Also has distribution of occupational employment by industry

= Occupational Employment Projections
= Occupational Outlook Handbook

 Employment and Training Administration (ETA)

= Occupational Information Network (O*NET) — career exploration and research
= Specifically including Knowledge, Skills, and Abilities

= CareerOneStop — information and services
= WorkforceGPS — technical assistance website for states and grantees

= Both BLS and ETA support development and dissemination of extensive state and local WLMI

26
26



O*NET has multiple public-facing websites

: O-NET OnlLine

= O*NET OnLine
= My Next Move

= My Next Move for
Veterans

= Mi Proximo Paso

= O*NET Resource Center

= Downloadable data files
= \Web services and APls
= Open linked data

Help  Find Occupations  Advanced Search  Crosswalks

P

-
e Occupation Search Keyword or 0*NET-S0C Code

Build your future
with O*NET OnLine.

Welcome to your tool for career exploration
and job analysis!

O*NET OnlLine has detailed descriptions of the
world of work for use by job seekers, workforce
development and HR professionals, students,
researchers, and more!

What is O*NET? &

@ Find Occupations o Advanced Search 0 Crosswalks

Browse groups of similar Focus on occupations that use
occupations to explore careers. a spedific tool or software.
Choose from industry, field of Explore occupations that need
wark srienre area and more wanir skills

MY NEXT M,‘VE

Connect to a wealth of O=NET
data. Enter a code or title from
another classification to find
the related N=NFT-GNC

111

What do you want to do for a living?

“Iwanttobea..."

]

Search careers
with key words.

Describe your dream caresr in a few

Examples: doctor, buld houses

Search  ©

Still not sure? Chack out careers in these groups:

B interests

"I'll know it when | see it.

Browse careers
by industry.
There are over 300 career options for

you to lea
these indu

ind yours in one of

Administration & Support Services ¥

Browse &

Yyour military

& Job Prep

1y s By
\t \f‘ ad AN f

Are you a veteran lo
i f

eHabla espafiol?
b

&
& h!’d;;

*I'm not really sure.”

2]

Tell us what you
like to do.

Ansvier questions about the type of
joy. We'll suggest
carsers that match your interests and
training.

ing for work?
rans helps you find a civilien career similar to

5, aptitudes, informacion sobre salarios

Occupstion Quick Search:

Share  O*NET Sites

‘What’s New?

‘O"NET Sources of Additional
Information Updated

© LD ©

Gat O¥NET nevss by email or RSS.

I want to be a...

Start the career you've

dreamed about, or find one
you never imagined.

Find It Now &
at My Next Move

Put your military skills and
experience to work in civilian
life. Learn how at:

4 o~
MY NEXT MVE G

Hot Technologies are
frequently included in
employer job postings

Learn More &,

27




U.S5. DEPARTMENT OF LABOR

O*NET SITE TRAFFIC

Standard annual O*NET combined website
traffic:

Combined Annual Visits > 60,000,000

Annual Web Service Calls > 800,000,000




U.S5. DEPARTMENT OF LABOR

Concepts relating to the organization of work

= Occupation

= |s a category that groups tolgether muItipIedjobs based on “work performed and, in some cases, on
the skills,” education and/or training needed to performthe work”

= SOC Classification Principles and Coding Guidelines

= Job
= Multiple jobs in any occupation category
= The same job title may mean differentthings when used by differentemployers
= Different job titles may mean the same thing when used by different employers

= Work Role
= Ajob or position may involve multiple work roles

= Functional work area

= Competency
= Tasks
= Knowledge
= Skills

29
29



U.S5. DEPARTMENT OF LABOR

Occupational Information Network (O*NET) system

= Primary source for descriptive information on
occupational characteristics and requirements

= Covers the work conducted in the U.S. economy

= 923 occupations

= Based on 2018 Standard Occupational Classification
taxonomy to align with other occupational data sources
from BLS and states on wages, employment, outlook

30
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U.S5. DEPARTMENT OF LABOR
What’s in O*NET?

Supplemented with:

Knowledge Interests

Skills Work Styles

Abilities Work Values

Tasks Tools & Technologies
Work Activities Related Occupations
Work Context

Worker Worker.
aracteristics Requirements

skills » Knowledge

Education, Training and Experience Required oﬂupa.i.m.

Requirements

Workforce
Characteristics

Wa g eS :’ — 2 Labor Market Information

Occupational Outlook

Experience
Requirements

Occupation-Specific
Information
Title = Description
Alternate Titles

Tasks
Technology Skills & Tools

Employment Trends/Outlook
Links to resources on job openings, credentials, education/training

31
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U.S5. DEPARTMENT OF LABOR

Both Stable and Dynamic Descriptors of Occupations

STABLE descriptors DYNAMIC descriptors

= 33 Knowledge categories (broad)

= 35 Skill categories (broad) - 31,079 Technology Skills

= 853 Abilities categories

= 57 Work Context descriptors - 52,823  Alternate Titles

= 20 Work Values

= 19,232 Tasks
= 15 Work Styles

6 Career Interests (R-I-A-S-E-C)

32
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U.S5. DEPARTMENT OF LABOR

Comparison of O*NET and NICE content

O*NET NICE Cybersecurity Framework
923 Occupations 52 Work Roles
19,566 Tasks 928 Tasks

33 Knowledge categories

614 Knowledge statements

35 Skill categories

may be equivalent to
Competency?

359 Skill statements

8,800+ Technology Skills

33
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U.S. DEPARTMENT OF LABOR
O*NET Work Activities Hierarchy

o 40 Generalized Work Activities

= 332 Intermediate Work Activities

= 2,069 Detailed Work Activities

= 19,450 Tasks (specificto a single occupation)

34
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U.S5. DEPARTMENT OF LABOR

Search O*NET occupations by Career Cluster

Occupation Quick Search:

@ ONET OnLine G D

Help Find Occupations Advanced Search Crosswalks Share 0*NET Sites

What’s New!?

Bu i Id You r fUture New BLS wage information in
A & O*NET websites
with O*NET OnLine.

Welcome to your tool for career exploration
and job analysis!

(@] Learn More 1O

Get ONET news by email or RSS.

O*NET OnLine has detailed descriptions of the

world of work for use by job seekers, workforce | want to be - T
development and HR professionals, students,
- researchers, and more! Start the career you've
dreamed about, or find cne
you never imagined.
‘What is O*NET!
- p —
at My Next Move
0 Occupation Search Keyword or O*NET-SOC Code: | | ©

Put your military skills and
. " experience to work in civilian
Find Occupation Advanced Search Crosswalks life. Learn how at:
MY NEXT M VE G

Browse groups of similar us on occupations that use Connect tc a wealth of O*NET
occupations to explore careers. a s@ecific tool or software. data. Enter a code or title from
Choose from industry, field of Expl&e occupations that need another classification to find
work, science area, and more. your Xills. the related O*NET-50C
occupation. Hot Technologies are
frequently included in
[ career Cluster v | @ [Browgl: by O°NET Data: v |® [military v \@ employer job postings.
Eright Qutlook
eer Cluste: Learn More 0
Industry
Job Family
Job Zone

Y \ A\PPR| P RIGHI 111§ APPRENTICESHIP.GOV

35
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U.S5. DEPARTMENT OF LABOR

Partial results for Information Technology cluster
@ O-NET OnLine 2

Help Find Occupations Advanced Search Crosswalks Share

Occupation Quick St

@ O-NET OnLine

Help Find Occupations Advanced Search Crosswalk
Browse by Career Cluster
Browse by Career Cluster

Career Clusters contain occupations in the same field of work that require similar skills. Students, parents, and educators can use Career Clust

] ) ) ) education plans towards obtaining the necessary knowledge, competencies, and training for success in a particular career pathway.
Career Clusters contain occupations in the same field of work that reguin

education plans towards obtaining the necessary knowledge, competenc | Information Technology v |
Agriculture, Food & Natural Resources v ][ Go | Information Technology  save Tabie (xLs/C5V)

Agriculture, Food & Natural Resources
Architecture & Construction

K i . i Sort by: Career Pathway & Code Occupation

Arts, Audio™ideo Technology & Communications Crosswalk
Business Management & Administration Infermation Support and Services 15-2051.01 Business Intelligence Analysts
E_ducatio" & Training Sha Information Support and Services 15-1209.00 Computer Occupations, All Other

inance
Government & Public Administration Link Information Support and Services 15-1299.08 Computer Systems Engineers/Architects
Health Science Information Support and Services 15-1232.00 Computer User Support Specialists
Hospitality & Tourism Information Support and Services 15-1243.01 Data Warehousing Specialists

Human Services

Information Technology Information Support and Services 15-1299.03 Document Management Specialists

Law, Public Safety, Corrections & Security Information Support and Services 15-1299.02 Geographic Information Systems Technologists and Technicians
Manufe_lcturlng Information Support and Services 15-1299.09 Information Technology Project Managers

Marketing

Science, Technology, Engineering & Mathematics Information Support and Services 13-1082.00 Project Management Specialists

Transportation, Distribution & Logistics Information Support and Services 13-1161.01 Search Marketing Strategists

All Career Clusters

Information Support and Services; Programming and 15-1253.00 Software Quality Assurance Analysts and Testers
Software Development

36
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U.S5. DEPARTMENT OF LABOR

Partial results for keyword search for “cybersecurity”

Occupation Quick Search:

@ O*N E T o n L i n e (ﬂ cybersecurity »

Help Find Occupations Advanced Search Crosswalks Share O*NET Sites

Quick Search for:

cybersecurity

Showing top 20 occupations for cybersecurity. Closest matches are shown first

The following terms have been used to augment your search: "cyber”, "security”. You may wish to check your spelling and search again if you received
unexpected results.

How do they match? Code Occupation

15-1299.09 |nformation Technology Project Managers

15-1299.05 Information Security Engineers
15-1299.06 Digital Forensics Analysts
15-1299.04 Penefration Testers
15-1299.07 Blockchain Engineers

15-1212.00 Information Securty Analysts
15-1231.00 Computer Network Support Specialists

11-3021.00 Computer and Information Systems Managers

15-1211.00 Computer Systems Analysts

33-3021.00 Detectives and Criminal Investigators

33-3021.06 Intelligence Analysts

3i7
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U.S5. DEPARTMENT OF LABOR

- Occupation Quick Search:
: O-NET OnLine C

Help Find Occupations Advanced Search crosswalks Share O*NE

Summary Report for:

15-1299.04 - Penetration Testers

Evaluate network system security by conducting simulated internal and external cyberattacks using adversary tools and techniques. Attempt to breach
critical systems and gain access to sensitive information to assess system security.

This title represents an occupation for which data collection is currently underway.

View report: Summary Details Custom ;Y Easy Read ¢! Veterans ;) Espaiol

Tasks | Detailed Work Activities | Credentials | Wages & Employment | Job Openings

Tasks

5 of 22 displayed

© Assess the physical security of servers, systems, or network devices to identify vulnerability to temperature, vandalism, or natural disasters.
© Collect stakeholder data to evaluate risk and to develop mitigation strategies.

& Conduct network and security system audits using established criteria.

& Configure information systems to incorporate principles of least functionality and least access

© Design security solutions to address known device vulnerabilities.

back to top

Detailed Work Activities

5 of 18 displayed

© Develop testing routines or procedures.

& Analyze security of systems, network, or data

& Prepare scientific or technical reports or presentations.

& Stay informed about current developments in field of specialization.
© Analyze risks to minimize losses or damages.

38
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U.S. DEPARTMENT OF LABOR

Technology Skills (updated quarterly)

Updated 2021

Summary Report for:
15-1299.08 - Computer Systems Engineers/Architects

Design and develop solutions to complex applications problems, system administration issues, or network concerns. Perform systems management and
integration functions.

Sample of reported job titles: Electronic Data Interchange System Developer (EDI System Developer), Information Technology Architect (IT Architect), Network
and Infrastructure Engineer, Network Engineer, Solutions Architect, Systems Architect, Systems Consultant, Systems Engineer

View report: Summary Details Custom ,‘ Easy Read : Veterans ,‘ Espariol

Tasks | Technology Skills | Tools Used | Knowledge | Skills | Abilities | Work Activities | Detailed Work Activities | Work Context | Job Zone | Education | Credentials | Interests | Work Styles | Work

Values | Related Occupations | Wages & Employment | Job Openings | Additional Information

Tacke

Technology Skills

5 of 64 displayed  Show 14 tools used

O Development environment software — Apache Ant LT Apache Kafka Jt  Common business oriented language COBOL U G0 U

0 Object or component oriented development software — Advanced business application programming ABAP o ; [Query U  Objective G U Scala U
0 Operating system software — Microsoft Windows Server " ; Oracle Solaris % : Red Hat Enterprise Linux ¥ : UNIX Shell

O Project management software — Confluence o  Microsoft Teams; Oracle Primavera Enterprise Project Portfolio Management U ; Slack

O Web platform development software — Backbone.js U  Microsoft ASPNET Core MVC % ; React U ; Spring Framework "

39



O*NET Data Collection
How current is it?




U.S. DEPARTMENT OF LABOR
Multi-Method Data Collection

= Job Incumbents—primary source
* Occupational Experts

= Both of above complete O*NET survey questionnaires

* Occupational Analysts
= /O Psychologists using survey responses and following standardized procedures

= Additional reference resources
= Employer job postings, internet research,

professional association/customer input—

(This latter input is independently validated/verified since it is not obtained through a statistically
representative sample)

41



U.S5. DEPARTMENT OF LABOR

How Current is the Data?

* Ongoing data collection program
* 100+ occupations updated annually

« Updated occupations prioritized on multiple factors:

= Size, growth rate, changes in technology or body of knowledge

* Quarterly database updates (Technology Skills and alternate titles)




U.S5. DEPARTMENT OF LABOR

Data Collection Information for:
15-1212.00 - Information Security Analysts

The data in O"NET OnLine is regularly updated as part of an ongoing data collection program. For more information, visit the O"NET Resource Genter. The table
below lists the date and source for data provided for this occupation.

Technology Skills & Tools Employer Job Postings (2021)

Alternate Titles Multiple sources (2020)

Education Incumbent Questionnaire Responses (2018)
Knowledge Incumbent Questionnaire Responses (2018)
Tasks Incumbent Questionnaire Responses (2018)
Work Activities Incumbent Questionnaire Responses (2018)
Work Context Incumbent Questionnaire Responses (2018)
Work Styles Incumbent Questionnaire Responses (2018)
Sample of Reported Titles Analyst (2020)

Abilities Analyst (2018)

Job Zone Analyst (2018)

Skills Analyst (2018)

Detailed Work Activities Analyst (2014)

Interests Analyst (2008)

Work Values Analyst (2008)

43



U.S5. DEPARTMENT OF LABOR

Competency Model Clearinghouse
within CareerOneStop

- CO M P ET E N CY M O D E L *E :L:rlv-:::;;:r“:ra&jtlﬂ amcnﬁn}ob(cnter network, Search CEII'E,‘EI"DHES{OD Q
&= CLEARINGHOUSE

Get Started Industry Models Models in Action Build a Model Tool Find Resources

View an Industry Model

OCCUPATION RELATED

INDUSTRY RELATED “

FOUNDATIONAL

A Fs
Get Started Industry Models Models in Action Build a Model Tool
o000 i
Latest Industry Models Do It Yourself m
1. Information Technology 1. Build your own Model 1. Information Technology Competency

Model Adopts Leading Foundational
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Information Technology and Cybersecurity
Competency Models

try Modeks Models in Action Build & Model Tool Find Resources Q

Infarmation Technology Competency Model Inforrnation Techrolegy Competency Maodel

5 froe thia Mational
re Program dis

rmore information, cownioad the

In 2021, tha mode wa
Ires e for Choow

e o

Scroll down 1o viee e indusiny modsl seiecled. OFR Click on tha ket mind i o selec snothiar moda

Diownload the Induciry model and workchesic In ceeeral formaic &
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Cybersecurity, Automation, and Mechatronics models

Cybersecurity Competency Model

AUTOMATION
Competencis O Remircments FEDERATION

Scroll dovm fo view the indusiry model selected. OR Click on the left menu bar fo select ancther model.

Download the industry model and worksheets in several formats 4.

Automation Competency Model

Tier 5 - Industry-Sector Functional Areas

Securely | Operate and | Oversesand |  Protect and
Frovision |  Maintain avern Defend ftr==
Tier 4 - Industry-Wide Technical Competencies
Cybersecurity Information Risk Incident Incident Respanse
7 i Detection and Remediation

3 Tier 5 — Indusiry-Sector Technical Competencies
Tier 3 - Workplace Competencies 24 a2 23 Eny a8 16

ar
Coniwod
; 4 o 2 ard Refiabdny & Comtrol Sywems. Marageres L
Planning & e Problem Sohing | Woring wilh g, Health a=-_= = ﬁi‘ ’

oW T Ousonkig  Tedngy P o, Tier & Indusiry-Wide Technical Compefencies
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Tier 2 - Academic Competencies

Seiance ;
it Critical & Fundamental
Restng Wiiting Mathematics & Communicaion  Aalyte T Al
Technology Skl

Tier 1- P I Effectiy Competenci

p

"“”;‘";‘”‘"|nmg-izy m‘sm|mlgmmmw
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Thank You for Joining Us!

Upcoming Webinar: “Digital Citizenship- Safety and Security for an Online World”
When: Wednesday, October 20, 2021 at 2-3PM ET

Register: https://go.usa.gov/xMDwT

I\"CE nist.gov/nice/webinars

NATIONAL |
CYBERSECURITY EDUCATION


https://go.usa.gov/xMDwT
http://csrc.nist.gov/nice/webinars/index.html
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