
 

January 19, 2018 
 
Submitted via E-Mail to cyberframework@nist.gov   
 
Matthew Barrett 
National Institute of Standards and Technology   
100 Bureau Drive, Mail Stop 8930   
Gaithersburg, MD 20899   
 
RE:  AWWA response to NIST’s Solicitation for Comments on “Cybersecurity Framework Version 1.1 Draft 2” 
 
The American Water Works Association (AWWA) appreciates the opportunity to respond to the National Institute 
of Standards and Technology (NIST) Solicitation for Comments on the Cybersecurity Framework Version 1.1, Draft 
2. AWWA has been actively promoting use of the Cybersecurity Framework (‘Framework’) since it was first issued 
in 2014. We were one of the first organizations to provide a voluntary, sector-specific approach for implementing 
the Framework based on a use-case approach that allows the users to prioritize the control measures applicable 
to a given function(s).   
  
We commend NIST for the collaborative process used to develop and refine the Framework with stakeholders. 
The revisions outlined in Draft 2 reflect our interest in maintaining flexibility in how the Framework is applied to 
support an entity’s cybersecurity risk management needs. The clarification that the Framework is intended to be 
a resource for self-assessment aligns well with the AWWA resources that have been developed to provide a 
tailored review of applicable controls for various use-cases. The addition of supply chain controls is appropriate, 
but would note the absence of reference to NIST SP 800-191 in the Framework Core. AWWA will work to 
incorporate these updates into our resources once finalized by NIST.  
 
AWWA, an awardee of the 2016 NIPP Resilience Challenge, has launch a national initiative to promote the use of 
the Framework in the water sector based the resources we have developed. Given this experience, we do find 
the Tiering process to be the least valuable aspect of the Framework. While the conceptual purpose is 
understandable, it tends to be a distraction from the primary objective of making these essential cybersecurity 
risk management practices more accessible, and in a format that supports continued monitoring by utility 
managers. As noted in prior comments, AWWA’s use-case tool generates a prioritized list of controls that 
supports self-assessment and risk management. This self-assessment approach allows the user to “right-size” the 
controls for any given system function being reviewed.  
 
If you have any questions, please feel free to contact me or Kevin Morley in our Washington Office. 
 
Yours Sincerely,  
 
G. Tracy Mehan, III 
Executive Director – Government Affair

 

Government Affairs Office 
1300 Eye Street NW, Suite 701W 
Washington, DC 20005-3314 
T 202.628.8303 
F 202.628.2846 

mailto:kmorley@awwa.org?subject=AWWA%20NIST%20CSF%20Comments



Accessibility Report


		Filename: 

		2018-01-19 - AWWA.pdf




		Report created by: 

		

		Organization: 

		




[Enter personal and organization information through the Preferences > Identity dialog.]


Summary


The checker found no problems in this document.


		Needs manual check: 0

		Passed manually: 2

		Failed manually: 0

		Skipped: 2

		Passed: 28

		Failed: 0




Detailed Report


		Document



		Rule Name		Status		Description

		Accessibility permission flag		Passed		Accessibility permission flag must be set

		Image-only PDF		Passed		Document is not image-only PDF

		Tagged PDF		Passed		Document is tagged PDF

		Logical Reading Order		Passed manually		Document structure provides a logical reading order

		Primary language		Passed		Text language is specified

		Title		Passed		Document title is showing in title bar

		Bookmarks		Passed		Bookmarks are present in large documents

		Color contrast		Passed manually		Document has appropriate color contrast

		Page Content



		Rule Name		Status		Description

		Tagged content		Passed		All page content is tagged

		Tagged annotations		Passed		All annotations are tagged

		Tab order		Passed		Tab order is consistent with structure order

		Character encoding		Passed		Reliable character encoding is provided

		Tagged multimedia		Passed		All multimedia objects are tagged

		Screen flicker		Passed		Page will not cause screen flicker

		Scripts		Passed		No inaccessible scripts

		Timed responses		Passed		Page does not require timed responses

		Navigation links		Passed		Navigation links are not repetitive

		Forms



		Rule Name		Status		Description

		Tagged form fields		Passed		All form fields are tagged

		Field descriptions		Passed		All form fields have description

		Alternate Text



		Rule Name		Status		Description

		Figures alternate text		Passed		Figures require alternate text

		Nested alternate text		Passed		Alternate text that will never be read

		Associated with content		Passed		Alternate text must be associated with some content

		Hides annotation		Passed		Alternate text should not hide annotation

		Other elements alternate text		Passed		Other elements that require alternate text

		Tables



		Rule Name		Status		Description

		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot

		TH and TD		Passed		TH and TD must be children of TR

		Headers		Skipped		Tables should have headers

		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column

		Summary		Skipped		Tables must have a summary

		Lists



		Rule Name		Status		Description

		List items		Passed		LI must be a child of L

		Lbl and LBody		Passed		Lbl and LBody must be children of LI

		Headings



		Rule Name		Status		Description

		Appropriate nesting		Passed		Appropriate nesting






Back to Top
