From: Rebecca Wynn

Sent: Sunday, December 31, 2017 3:48 AM

To: cyberframework <cyberframework@nist.gov>

Subject: NIST: Review Completed - Framework for Improving Critical Infrastructure Cybersecurity
Version 1.1 Draft 2; and Roadmap

All,

I have finished reviewing the Draft Framework for Improving Critical Infrastructure Cybersecurity Version
1.1 Draft 2, National Institute of Standards and Technology Revised December 5, 2017; and, the

related Draft NIST Roadmap for Improving Critical Infrastructure Cybersecurity Version 1.1 December 5,
2017. Feedback was requested by January 19, 2018.

e Table 2 should incorporates mappings of HIPAA Security Rule standards and implementation
specifications to the applicable NIST Cybersecurity Framework Subcategories. The mapping can
be found in the document DHS Office for Civil, Rights HIPAA Security Rule Crosswalk to NIST
Cybersecurity Framework v22 February 2016.

e | created a .docx (MS Word) version for you so those mappings can be cut and pasted into the
final table. If you choose not to no so then the owners of that document will need to be informed
that their documentation needs to be updated. It makes more sense/cost effective/etc. to have
these cross references in one document and not have multiple agencies spending time and
resources creating the same documentation.

ROADMAP

e | recommend that you add at least a reference to the NISTIR 8201, Internet of Things (IoT)
Cybersecurity Colloquium (A NIST Workshop Proceedings) published December 22 2017.

e | recommend that you add at least a reference to the DHS Office for Civil Rights, HIPAA Security
Rule Crosswalk to NIST Cybersecurity Framework v22 February 2016.

Please feel free to email or call me if you want to discuss or have me join additional reviews before the
final versions are published in the next month or two.

Sincerely,
Dr. Rebecca Wynn, DHL, MBA, CRISC, CISSP, CASP

www.matrixhealthnetwork.com
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