From: "Mario Vuksan"

Date: Apr 10, 2017 11:35 PM

Subject: Cyber Framework RFC Response
To: <cyberframework@nist.gov>

Cc:

Dear Sirs,
Here're some comments on the proposed Cyber Framework:
In section 3.3, SCRM should also consider:

Vulnerabilities in software development and release processes, where a supply chain of 3rd party
and open source modules (with or without source code available) contributing to the totally of a
software application is considered.

PR.DS-8 should consider "Integrity checking mechanisms are used to verify hardware and
software integrity"

DE.CM should include some new sections:

DE.CM-9: Storage is monitored to detect potential cybersecurity events
DE.CM-10: Devices are monitored to detect potential cybersecurity events
DE.CM-11: Cloud Storage is monitored to detect potential cybersecurity
events

o DE.CM-12: Business applications are monitored to detect potential
cybersecurity events

o DE.CM-13: Content cache is monitored to detect potential cybersecurity
events

RS.AN should include the following section:

o RS.AN-5: Historic events are stored and disposition change notifications
from detection systems for events in the past are investigated

With best regards,

Mario

Mario Vuksan
CEO
ReversingLabs Corporation
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