From: Piotr Ciepiela

Date: Mon, Apr 10, 2017 at 7:17 PM

Subject: NIST Cybersecurity Framework Update - comments
To: "cyberframework@nist.gov" <cyberframework@nist.gov>

Dear NIST,
First of all great work on giving one level up to the already well-established NIST CSF document.
Please find attached my comments and recommendations to the Framework Version 1.1.

In addition to the updates comments | am proposing to add two very important topics (more in the
attachment):

1. 10T (Internet of Things)— needs to be added as it is considered more and more as nations critical
infrastructure. We simply cannot miss the opportunity to at least mention that subject in new CSF version.
2. Process safety - Process safety focuses on major hazards impacting human life and health,
environmental damage and business losses. Safety Instrumented Systems (SIS) are part of the ICS
environment and are nowadays more and more often subject of attack therefore those should be also
mentioned in the document.

Kind regards,
Piotr Ciepiela

Piotr Ciepiela | Executive Director
EMEIA Advisory Center
OT/IoT Security & Critical Infrastructure Leader
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Odwiedz nasze strony: http://www.ey.com/pl

Uwaga: Tres¢ niniejszej wiadomosci moze by¢ poufna i objeta zakazem jej ujawniania. Jesli czytelnik
niniejszej wiadomosci nie jest jej zamierzonym adresatem, pracownikiem lub posrednikiem
upowaznionym do jej przekazania adresatowi, niniejszym informujemy ze wszelkie rozprowadzanie,
dystrybucja lub powielanie niniejszej wiadomosci jest zabronione. Jezeli otrzymates te wiadomosé
omytkowo, prosze bezzwtocznie zawiadomi¢ nadawce wysytajgc odpowiedz na niniejszg wiadomos¢ i
usung¢ jg z poczty. Dziekujemy. EY Polska.

Visit us on the Web at http://www.ey.com/poland

Note: The information contained in this message may be privileged and confidential and protected from
disclosure. If the reader of this message is not the intended recipient, or an employee or agent
responsible for delivering this message to the intended recipient, you are hereby notified that any
dissemination, distribution or copying of this communication is strictly prohibited. If you have received this
communication in error, please notify the sender immediately by replying to the message and deleting it
from your computer. Thank you.

EY Poland.
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