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Subiect: Rofori Corporation "Views on the Framework for Improving Critical Infrastructure Cybersecurity"

Rofori Corporationis pleased to submititsresponseto NISTRFI 80 FR 76934, "Views onthe Framework
for Improving Critical Infrastructure Cybersecurity”. Rofori Corporation offers an approach and software
solution to measure an organization’s cybersecurity risk posture, including its supply chain, utilizing the
Framework Core and Target Profile as the central foundation. DEFCON CYBER™ employs the Framework
Target Profile, atthe Subcategory level, as a representation of an organization’s strategy (i.e., actions to
achieve anaim) for protectingits critical assets fromits high impact threats. Froma prioritized Target
Profile, an organizationis positioned for measurement as to the strength of its cybersecurity strategy
and its ability to execute its strategy with respect to responsiveness and effectiveness. Alongwith these
two critical components, risk representations forthe critical assets, threats, and other execution
characteristics are used to compute a continuous holistic cybersecurity risk posture score.

DEFCON CYBER™ is available today as a Cloud service oran on premise Microsoft SharePoint application
add-in (www.DEFCONCYBER.com).

RFI RESPONSE:
1. Describeyourorganizationanditsinterestinthe Framework.
Rofori Corporation hastwo (2) perspectives of the NIST Cybersecurity Framework (Framework):

e Asasmallcloudservices and software solutions company, we desire to manage our
cybersecurity risks through continuous measurement and improvement as part of our
Enterprise Risk Management process using the Framework.

e Asasolutions product company we see the Framework as the foundation forour
cybersecurity risk posture measurement product, DEFCON CYBER™, with the Framework
enabling:

o A Commonlanguage (i.e., Rosetta Stone)
o A Consensusdefinition of “best practices”
o A Riskmanagementapproachto cybersecurity

o Bridgingthe gap between the Technical and Business domains leading to
informed business risk decisions

o Prioritization of all aspects of the cybersecurity program, including indicators of
Compromise, Vulnerability, Threats (threatintelligence), and other critical
actions (such as, change/access/inventory management, categorization,
network design & segmentation, etc.)

o TheRepresentation of an organization’s cybersecurity risk mitigation strategy
(i.e., Target Profile prioritized at the Subcategory level)

o Cybersecurity outcome and Risk Posture measurement


http://www.defconcyber.com/
http://www.defconcyber.com/

Given that Framework Subcategories represent “Best Practice Outcomes”, and given
that a best practice outcome in cybersecurity cannot be achieved without taking action,
it follows thatabest practice outcome can only be achieved as a result of an activity or
process performed by the organization. The Framework Target Profile thus represents
the outcomesthat an organization needs to achieve throughitsactionsinorderto
protectits critical assetsfromthe highly likely and impactfulthreats ata givenlevel of
risk. This represents asignificant portion of a risk mitigation strategy —actionsto
achieve anaim.

DEFCON CYBER™ goes well beyond periodic cybersecurity program “Assessment”,
“Auditing”, and “Scoring”. DEFCON CYBER™ provides a continuous holisticscore that
measures the critical elements of the organization’s Cybersecurity Risk Posture from
Asset, Threats, and Operations components: such as the strength of its cybersecurity
risk mitigation strategy, the ability of the organization to execute theirstrategy, time to
respond, and the cumulative risk posture of its supply chain.

2. Indicate whetheryou are respondingasa Framework user/non-user, subject matterexpert, or
whetheryourepresent multiple organizations that are or are not usingthe Framework.

| am respondingas a Framework userand as a Subject Matter Expert.

| am alsorepresenting several organizations that are adopting the Framework and applyingitto
theircybersecurity programs, desiringtoimprove their cybersecurityoutcomes through

continuous risk posture measurement.

3. Ifyour organization usesthe Framework, how doyou useit? (e.g., internalmanagementand

communications, vendor management, C-suite communication).

1. Asacloudservicesand software product company, we use the Framework as the

overarching cybersecurity risk management approach for measuring and managing our
cybersecurity risks. Usingthe Frameworkin February 2014 for a Board and executive
briefing was the first time our non-technical members fully understood why cybersecurity
was important and what good cybersecurity meant. Duringthis discussion, we realized that
cybersecurity measurement could, and should, be made atthe Risk Posture level, and the
Framework provides the “framework” for doing so. We applied the Framework approach to
our own organizationandit has become a focus for cybersecurity improvement across the
entire organization —you can’t manage whatyou don’t measure.

An additional result of our February 2014 Board and executive briefingwas adecisionto
produce a software solution to position any organization for holistic, continuous,

transparent, and standards based cybersecurity risk posture measurement, the DEFCON
CYBER™ Score.
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4. What has beenyourorganization’s experience utilizing specific portions of the Framework (e.g.,
Core, Profile, Implementation Tiers, Privacy Methodology)?

The most effective portions of the Framework are the Core and Profiles. Theyform the basis of
a risk mitigation strategy, and the foundation for prioritization, operationalization, and
measurement.

Generally, we have encountered 4 kinds of organizations:

1. Activelyusingthe Framework to align and gatherinformationinasurvey/
assessment (spreadsheet) style of approach. Typicallyitisthe compliance orrisk
management group thatisattemptingtoalignthe cybersecurity program
throughout the organization and identify gaps, or heuristicrisk assessment.

2. Aware of the Framework, but notactively usingit. Many of these smallto medium
sized organizations, law firms, insurance/risk firms, and other consulting
organizations, typically don’t know how to get started or whatto do next.

3. Have heard of the Framework, but are confused asto its purpose or relationship to
otherstandards and technical controls.

4. Neverheard of the Framework.

All organizations we have encountered have not been able to transition fromacompliance
attitude to an operationalized risk management approach using the Framework to solve the
paramountissues facing every organization, how to prioritize their efforts, how to decrease the
noise from theirsecurity tools and information feeds, and how to measure cybersecurity
effectiveness.

In our discussions, many organizations do see the value DEFCON CYBER™ brings to their
organization for operationalizing cybersecurity risk management through cybersecurity posture
measurement.

5. What portions of the Framework are most useful?
Core and Profiles atthe Subcategory (“Best Practice Outcomes”) level.
6. What portions of the Framework are least useful?

Implementation Tiers seemsincomplete orimmature. With the definition of Implementation
Tierbeing,

“A lens through which to view the characteristics of an organization’s approach to risk —
how an organization views cybersecurity risk and the processes in place to manage that
risk.”

DEFCON CYBER™ is able to measure the organizations aptitude for cybersecurity risk
management, includingits risk mitigation actions, without using the concept of Implementation
Tiers at thistime.

7. Has yourorganization’s use of the Framework been limited in any way? If so, whatis limiting
your use of the Framework (e.g., sector circumstance, organizationalfactors, Framework
features, lack of awareness)?

Lack of awarenessinindustry aboutthe Framework, and the absence of metrics, data
supporting best practice, and lack of guidance forhow to use the Framework for “improving the
security andresilience of critical infrastructure.”
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What does “improving the security and resilience of critical infrastructure” meanifitis not
objectively defined? Without effective measurement, you don’t have anindication of where
youare or if youare approachingyourobjective, ornot. Without effective measurement of
cybersecurity and outcomes, along with supporting data, there can be no meaningful, or
objective, evaluation of improvementin the “security and resilience of critical infrastructure”.

8. Towhat extentdoyou believe the Framework has helped reduce your cybersecurity risk? Please
cite the metrics you use totrack suchreductions, ifany.

The Framework has enabled ourfirm toimplement an effective cybersecurity risk management
program incorporatedinto our Enterprise Risk Management process resultingin business risk
mitigation actions leadingto a 60% improvementin our DEFCON CYBER™ cybersecurity risk
posture Score.

9. What stepsshould be takento “prevent duplication of regulatory processes and prevent conflict
with or superseding of regulatory requirements, mandatory standards, and related processes”
as required by the Cybersecurity Enhancement Act of 2014?

Continue to supportand expand the mapping of other “regulatory requirements, mandatory
standards, and related processes” into the Framework Core. Assessand incorporate industry
innovationsintothe Framework.

10. Shouldthe Framework be updated? Why or why not?

Yes the Framework should reflect “current best practices”, but an update should not be
undertaken atthistime. The Frameworkis more than sufficientto enableitsintended results in
itsversion1form. While there are some enhancements that should be made (seeitem11),
they are not of sufficient magnitude orvalue to warrant the effort expended to produce an
update at thistime.

11. What portions of the Framework (if any) should be changed, orremoved? Whatelements (if
any) should be added to the Framework? Please be as specificas possible.

Add:
e ExpandedSubcategories, best practices, for Threat Intelligence and information sharing.

e How to “implement” or “operationalize” the Framework supporting materials (see
specificsuggestions below).

e Measurementand Metrics guidance and recommendations.

We would suggestthat NISTfocus on practical implementation of the Framework, not
necessarily the unproven “nextbigthing” (e.g., big dataanalytics), becausegood e xecution of a
strategy, evenaweak one, generally produces better outcomes than poorexecution of a
brilliant strategy. Itisoursmalland mediumsized organizations that need guidance and
recommendations forimproving their cybersecurity risk postures. Inthe NIST Supply Chain
cybersecurity workshops, many organizations with significant numbers of supply chain entities
agreed that cybersecurity risk posture would be significantly improved “if only we knew our
supply chain was performing basicsystem hygiene well.”

We believe that the broad deployment of the DEFCON CYBER™ approach will resultin the
objective measurement of cybersecurity risk posturefor an organization and its supply chain,
incorporatingthe scope and effectiveness of its strategy and e xecution.
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12.

13.

14.

15.

16.

17.

18.

19.

Are there additions, updates or changestothe Framework’s references to cybersecurity
standards, guidelines, and practices that should be considered for the update to the
Framework?

Incorporate updated references to Common Security Controls Version 6.

Are there approaches undertaken by organizations —including those documented in sector-wide
implementation guides —that could help other sectors or organizationsif they were
incorporatedintothe Framework?

Yes. Examplesand recommended target profiles for differentindustries and organization sizes
should be incorporatedinto the Framework as animplementation guide. One example of
particularvalueis the FCC CSRICworking group 4 recommended target profiles and challenges
to implementation sections for “small business” communications firms.

Should developments made inthe nine areas identified by NISTin its Framework-related
“Roadmap” be used to inform any updates to the Framework? If so, how?

Yes, some of the nine areas are more important now than others. Specifically, 4.3. Conformity
Assessment and 4.8. Supply Chain Risk Management are of particularimportance with respect
to cybersecurity risk measurement. DEFCON CYBER™ isan industry solution forthese areas.

We would like NIST to focus on resources pertaining to awareness of the Framework, and
practical/effective implementation of the Framework at this time.

What is the best way to update the Framework while minimizing disruption for those currently
usingthe Framework?

Approach updatesas “enhancements” and not a restructuring.

Has information that has been shared by NIST or others affected youruse of the Framework? If
so, please describe briefly what those resources are and what the effect has been onyour use of
the Framework. What resources, if any, have been most useful?

All has beeninformative.

What, if anything, isinhibiting the sharing of best practices?

Documentation of use cases, data, measurement, and metrics.

What steps could the U.S. government take toincrease sharing of best practices?

Utilize existing resources, such as the National Cybersecurity of Excellence (NCCoE), to pilot,
evaluate, and assessinnovation and new approaches for measurement, metrics, and data
supporting “best practices”.

What kind of program would helpincrease the likelihood that organizations would share
information abouttheirexperiences, orthe depth and breadth of information sharing(e.g.,
peer-recognition, trade association, consortia, federal agency)?

Liability protection, actual value to the sharing organization.

February9, 2016
DJL-20160120-001 Page 5 of6



20. What should be the private sector’sinvolvementin the future governance of the Framework?

The same as withits creation, collaboration. The open Workshop and review process enabled
any organization, large orsmall, to participate. The resulting Frameworkis asvaluable asitis
because of the process NISTemployed tocreate it. This processshould be continued.

21. Should NIST considertransitioningsome oreven all of the Framework’s coordination to another
organization?

An emphaticNO! NISTisa trusted entity fororganizationsinthe U.S., and all of the work
products are freely available. This must continue to be available to smalland mediumsized U.S.
firms.

24. How might any potential transition affect those currentlyusingthe Framework? In the event of
a transition, what steps might be taken to minimize or preventdisruption forthose currently
usingthe Framework?

Retainthe open Workshop and publicreview process, and make the Framework and all
supporting materials publically available at no cost.

25. What factors should be used to evaluate whetherthe transition partner (or partners) has the
capacity to work closely and effectivelywith domesticand international organizations and
governments, inlight of the importance of aligning cybersecurity standards, guidelines, and
practices within the United States and globally?

N/A

Sincerely,

DavidJ. Leigh
President & Co-Founder
Rofori Corporation / DEFCON CYBER™
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