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Because government and the private sector are
moving mission-critical operations to cloud
oriented solutions, the Cybersecurity
Framework needs to expand its focus in this
area. Assuming this trend continues, critical
functions for critical cybersecurity services
will increasingly be provided by Cloud-based
external stakeholders. Hence, the framework
needs to address information security
management, auditing and compliance
requirements (controls) for the Cloud.

Treatment of issues associated with
"the cloud" should be expanded in the

Cybersecurity Framework.
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Table 3

How will “Cloud” stakeholders handle aspects
of Appendix B such as containment methods
under the “Respond” function or
communications under the “Recover”
function?
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Under “Areas for Improvement” C-5 Data
Analytics, an additional concern is the
potential for changing security classifications
as the result of applying data analytics such as
aggregation, correlation and causation.
Consider the risks when analytics are applied
in cloud-based environments.
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