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1. Introduction

This document describes a high-level structure for the rewrite of the VVSG.  This rewrite will encompass a complete restructuring of the current 2002 VSS and the EAC VVSG of 2005.  Significant amounts of material based on new research and analysis of threats to voting systems will be added in the areas of security, human factors, core requirements, and testing.  The requirements format will be restructured so as to:

· Indicate when the requirements are testable and which type of testing should be used by testing labs to test conformance to the requirement(s)

· Indicate whether any accompanying election official procedures are necessary to accomplish a requirement, and

· Provide background discussion to enhance requirement understandability.

The restructured VVSG will consist of 5 major sections:

1. Guidelines Overview – Introductory and explanatory material, description of changes to previous versions

2. Terminology Standard – glossary, other definitions and terms

3. Product Standard – Conformance Clause, general requirements for security, human factors, integrity, requirements by voting activity

4. Standards on Data to be Provided – technical data package, vendor documentation, test reports, public information, NSRL data

5. Testing Standard – certification test overview, introduction to test methods, documentation and design reviews, test protocols

For the purposes of assisting voting system test laboratories in determining product conformance to the guidelines, the Product Standard and Standards on Data to be Provided will contain requirements which, when directly testable, will reference the appropriate test case/general test method in the Testing Standards, as shown below:





The remaining sections of this document provide overviews of the restructured requirements format and the 5 major sections of the restructured VVSG.  Naming terminology is from ISO Guide 2.

2. Requirements Format
Requirements in the Product Standard and the Standards on Data to be Provided will be structured and sequentially numbered as currently in the EAC VVSG 2005, e.g., within a section x they will be numbered as x.1, x.2, x.2.1, etc.   Each requirement will include three fields:

1. TR (Test Reference) – This field is required when the requirement is directly testable, i.e., when a test case in the Testing Standard section is applicable to the requirement (otherwise, this field is omitted).  This field can contain either of the following:

a. The field is a reference to a test case that verifies the requirement, or
b. The field is a reference to a general test method that can be used to verify the requirement.

Test methods will each contain an indication of the testing expertise required, e.g., basic, moderate, expert, fluency in a language, etc.

2. P (Procedures) – This field contains information on or driven by the product requirement, possibly including any external references, e.g., other standards.  The procedures apply to election officials. 
3. D (Discussion) – The field covers any discussion or notes that may add to the requirement’s purpose and how it may be interpreted.

There is a hidden field for use on project management (TGDC/NIST) only; it will not be published as part of the guidelines:

I (Impact/justification) – This field contains a brief description of the purpose/justification for the requirement and, as applicable, whether the requirement significantly impacts current technology or practices. This information is for NIST/TGDC research uses.

3. Guidelines Overview

This Overview serves as a starting point for all readers of the guidelines.  It will contain an executive summary and a framework for the guidelines. It’s purpose is to assist election officials and the general public in understanding the structure of the guidelines, how they are to be used, and how they differ from previous versions.  The Overview will contain the following:

1. Executive summary

2. Background

3. Scope & Applicability

4. Audience

5. List of sources and references

6. Description and rationale of significant changes vs. 2002 VSS or EAC VVSG 2005

· Document structure and how to use

· Precision and testability overview of requirements

· Threat analysis overview as justification for requirements

· IDV systems overview

· Coding conventions overview

· General security and integrity overviews

· Human factors overviews

· Public Information Package (PIP) overviews

· Test methods overviews
The Overview will describe the requirements structure and how they reference various test cases/methods to determine product compliance.  Independent Dual Verification (IDV) will be a major focus of the restructured VVSG, therefore the overview will contain higher-level summaries of IDV characteristics and requirements.  A threat analysis (being undertaken by NIST in Fall, 2005) will serve to justify and drive various requirements, and thus will be discussed in the overview and linked to various applicable sections of the other major sections of the VVSG.  Lastly, various overviews will be included to discuss other major enhancements to the VVSG, including coding conventions, general security and integrity requirements, human factors, documentation, and test methods.

4. Terminology Standard

The Terminology Standard serves as the basis for discussion in all other major sections of the restructured VVSG.  Its purpose is to provide an unambiguous common vocabulary for all terms and definitions used in the guidelines.  It will be based on the current Voting Systems Glossary available at http://vote.nist.gov and ISO Guide 2.

Much effort will be placed into the development of the Terminology Standard, as it is fundamental to the understandability and precision of subsequent requirements and their accompanying discussion.  NIST will research current usage of election-related terminology and combine this to the degree possible with common language guidelines, to produce a common set of terms that can be used by vendors, testing laboratories, and election officials.

5. Product Standard

The Product Standard will provide core requirements for voting systems in areas including security, integrity, and human factors.  It will also contain requirements organized by voting system activity, e.g., pre-election, casting, and counting.  The structure of this major section is broken down into the following 4 areas:

1. Conformance Clause

2. General Requirements

3. Requirements by voting activity

4. Reference Models (an informative section)

The following sub-sections contain overviews of the above areas.

5.1 Conformance Clause
The conformance clause is a high-level description of what is required of implementers and developers. It, in turn, refers to other parts of the standard.  The conformance clause may specify minimal requirements for certain functions and minimal requirements for implementation-dependent values. It may also specify the permissibility of extensions, options, and alternative approaches and how they are to be handled. 

5.2 General Requirements

The general requirements subsection contains requirements for security, human factors, performance-based requirements, and various integrity-related requirements.  These requirements will generally be directly testable and it is expected that they may be referenced in higher-level requirements.  A list of the major topics within the general requirements is as follows:

1. Security

1. Information Integrity

2. Physical Security

3. Contingency And Disaster Recovery (Incident Response)

4. System Startup, Shut Down, And Deactivation

5. Cryptography

6. Access Control (for voters, officials, etc)

7. System Integrity Management

8. System Auditing and Event Logging

9. Hardware Security 

10. System development and maintenance

11. Communications – transmission integrity, authentication, and confidentiality

2. Accessibility, usability, and privacy, general requirements

1. H/W and S/W performance, general requirements

2. Response Time

3. Printer and Other Miscellaneous Hardware Reliability and Availability (MTBF, MTTR) 

4. Accuracy/Error Rates 

5. Electrical/RF

3. Workmanship

1. Engineering practices

2. General build quality

3. Durability

4. Safety

5. Security and Audit Architectural Requirements

6. Maintainability

7. Size, Space and Weight Issues

8. Temperature, Humidity and other 

9. Equipment Transportation and Storage

4. Archival requirements

1. Archiving of records from all phases of voting process, including security requirements on access, chain of custody

2. Archivalness of media

3. Period of retention

5. Use of open standards
5.3 Requirements by Voting Activity

The requirements by voting activity are oriented along the lines of pre-election, Election Day, and post-election requirements.  The requirements for Independent Dual Verification are also included in the voting activity section.  A list of the major topics in this subsection is as follows:

1. Preparing for election and voting

1. Election programming

2. Ballot preparation and production
3. Equipment preparation (configure & calibrate)

4. Polling place setup (including accessibility, usability, privacy)

5. Equipment security and integrity

6. Opening polls

2. Casting

1. Required functions (e.g., enabling ballot, ballot presentation, straight-party voting, spoiling, etc.), with specific security, accessibility, etc. placed as appropriate within the relevant operations

2. Accessibility/usability requirements on ballot design and presentation

3. Error rates (see also end-to-end error rates in general section)

4. Specific accessibility product requirements

5. LEP Product requirements

3. Counting and reporting

1. Closing polls

2. Required counting functions (includes correctness requirements), with specific security, accessibility, etc. placed as appropriate within the relevant operations.

3. Performance requirements on ballot processing rate / throughput

4. Error rates - Paper Based, Precinct Count, Central Count

5. Specific “exception handling” requirements for paper-based counting systems

6. Usability for election officials

7. Reporting

8. Transmitting results

9. Auditing and verification -- IDV profile 

10. Events to be reported / logged

4. IDV, with specific accessibility/usability/privacy etc. placed as appropriate 

1. Split Process

2. VVPAT

3. Op Scan

4. Witness

5. End-to-end (cryptographic)

5.4 Reference Models

The reference model section of the general requirements section contains an informative discussion of the process model, i.e., the voting activity model used as a basis for requirements discussion.  It also contains information concerning logic models for voting systems and the role based access control model used for controlling access by election officials to voting systems.

1. Process Model (Informative)

1. Introduction

2. Diagrams

3. Translation of diagrams

2. Logic Model 

3. Role Model 

(as in RBAC – role “Election Official” can do the following; role “Voter” can do this)

6. Standards on Data to be Provided

Standards on Data to be Provided affect vendors and voting system testing laboratories (VSTLs). The requirements contained therein mandate the sorts of documentation and other information that must be provided by the vendor to the test labs.  Requirements are also included for a public information package that will be issued by the voting system test laboratories. The major areas within the data to be provided section are as follows:

1. Technical Data Package

1. Implementation statement 

2. Source code and logical designs – include COTS issue

3. Quality Assurance / ISO 9000 documentation

4. Configuration Management / ISO 9000 documentation

5. Threat analysis (for the specific product under test)

6. Voting Equipment User Documentation.

7. Usability Test reports from vendors in Common Industry Format (CIF) 

2. Voting Equipment User Documentation

1. Security-related procedures that the vendor must document for users
2. Approved parts list

3. Availability analysis
3. Test Report for EAC Certification (applies to VSTLs)
1. Certification test results - Usability Test reports in Common Industry Format (CIF) 
2. Other information to be determined
4. Public Information Package (applies to VSTLs)
1. Test report for EAC certification minus any sensitive information
5. Information to be provided to National Software Reference Library (applies to VSTLs)
1. To be determined
7. Testing Standard

The Testing Standard contains various test methods and test protocols that, at a high level, will assist VSTLs in using consistent testing techniques for voting systems.  This major section will contain an informative overview of voting systems qualification testing, followed by an introduction to various test methods, and then a section on test protocols (which contains assorted test cases).  Requirements contained in the Product Standard and the Standards on Data to Be Provided will reference these test methods or test cases.  The major subsections and focus areas in the Testing Standard are as follows:

1. Overview of qualification testing

2. Introduction to test methods

1. Inspection
2. Expert review

3. General functional testing

4. General performance testing (benchmarking)

a. Decibels, contrast ratios, response time, throughput

b. Tests with human subjects

5. Software and logic testing

a. Black box (insofar as black-box software and logic testing differs from or specializes general functional testing)

b. White box

6. Security penetration testing

3. Documentation and design reviews (expert review)

1. Logic verification

2. Security review

3. Usability / accessibility review 
4. Verification of design requirements in product standard - CRT Testing Pieces, Design requirement verification

5. Information retained from 2002 VSS Vol. II

a. Source code review
4. Test Protocols
1. Usability (performance-based testing)

a. General test template

b. General pass criteria

c. Test cases

2. Counting & reporting 
a. General test template 

b. General pass criteria 

c. Null case tests
d. Functional tests
e. Typical case tests
f. Capacity tests (covers testing of maximum ballot counting rate)
g. Error case tests
3. Environmental shake and bake as updated from 2002 VSS
4. Security test cases
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