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1. General

Issue:  Should VVSG2 explicitly deal with punchcard systems?  HAVA does not forbid states from continuing to use punchcard systems, i.e., the states can always do so, in a "non-standard" sense.  On the other hand, HAVA does imply that the Federal Government should not support the use of punchcards, which, in turn, implies that VVSG 2 should not include any requirements for them.

Question:  Should VVSG2 contain requirements for punchcard systems?
Default Action:  No requirements for punchcard systems.

2. Requirement III.3.3.2
Current Draft: Voting systems shall achieve at least ninety nine percent availability during normal operation. This standard encompasses, for each function, the combination of all devices and components that support the function, including their MTTR and MTBF attributes.
Question:  Is 99% availability the appropriate value?

Default Action:  Stay with 99%.

3. Requirement III.4.2

Current Draft:  All voting system shall achieve an error rate of no more than one in 10,000,000 ballot positions.

Question:  Is the specified error rate in this requirement still appropriate?
Default Action:  Stay with the specified error rate.

4. Requirements III.4.1.2

Current Draft:

1.2.1 The vendor of a voting system shall be responsible for performing all quality assurance tests.

1.2.1.1 Voting system vendors shall include procedures for specifying, procuring, inspecting, accepting, and controlling parts and raw materials of the requisite quality.

1.2.1.3.1 Voting system vendors shall:

a) select parts and materials to be used in voting systems and components according to their suitability for the intended application. Suitability may be determined by similarity of this application to existing standard practice, or by means of special tests

b) design special tests, if needed, to evaluate the part or material under conditions accurately simulating the actual operating environment

c) maintain the resulting test data as part of the quality assurance program documentation

d) be responsible for verifying that the suppliers of any components of its system follow documented quality assurance procedures that are at least as stringent as those used internally by the voting system vendor.

1.2.1.2 Voting system vendors shall identify and enforce all requirements for: 

a) in-process inspection and testing that the vendor deems necessary to ensure proper fabrication and assembly of hardware, and 

b) installation and operation of software (including firmware).

1.2.1.3 Voting system vendors shall include inspections to ensure the overall quality of the voting system and components delivered to the testing laboratories and to jurisdictions.

1.2.1.3.1 Voting system vendors shall inspect and test each voting system or component to verify that it meets all inspection and test requirements for the system.

1.2.1.4 Voting system vendors shall provide their internal test reports to testing laboratories for review, and to purchasers upon request.

Question:  To what extent, if any, should the above be replaced by explicit reference to ISO 9000, etc?  If ISO 9000 is invoked, should the requirement be that the vendor is certified (by an independent, accredited registrar), or compliant (self-certified)?
Default Action:  Stay with the currently specified text.

5. Requirement III.4.3.1

Current Draft:  All voting systems and telecommunications equipment shall be designed to withstand normal use without deterioration and without excessive maintenance cost for a period of ten years.

Question:  Is the ten-year period in this requirement still appropriate?
Default Action:  Stay with ten years.
Question:  What is the appropriate definition of "excessive" here?

Default Action:  We do our best to write precise requirements based on our understanding.

6. Requirement III.4.4.1.3
Current Draft:  Equipment design for personnel safety shall be equal to or better than the appropriate requirements of the Occupational Safety and Health Act (OSHA), as identified in Title 29, part 1910, of the Code of Federal Regulations.

Question:  Is the OSHA requirement automatically binding on voting equipment?  If so, do we need to retain this explicit requirement?
Default Action:  Retain the requirement.
7. Requirement III.4.6.1
Current Draft:  All voting systems shall be designed and constructed so that the frequency of equipment malfunctions and maintenance requirements are reduced to the lowest level consistent with cost constraint.
Question:  What is the appropriate definition of "lowest level consistent with cost constraint" here?
Default Action:  We do our best to write precise requirements based on our understanding.
8. Requirement III.4.9.3
Current Draft:  All voting equipment shall meet the following specific minimum performance standards that simulate exposure to physical shock and vibration associated with handling and transportation by surface and air common carriers, and to temperature conditions associated with delivery and storage in an uncontrolled warehouse environment:

a)
high and low storage temperatures ranging from –20°C to +60°C (-4°F to +140°F), equivalent to MIL-STD-810D, Methods 501.2 and 502.2, Procedure I-Storage

b)
bench handling equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure VI

c)
vibration equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1- Basic Transportation, Common Carrier

d)
uncontrolled humidity equivalent to the procedure of MIL-STD-810D, Method 507.2, Procedure I-Natural Hot-Humid.

Question:  Are there appropriate replacements for the MIL-STDs?
Default Action:  Keep the requirement as-is.

The references in the following section are to DFW-WorkingDraft-20050906.

9. General

Issue:  Some useful material was deleted between the 1990 and the 2002 VSS that we might want to bring back.  For example, 1990 had a requirement that Cast Vote Records not be stored sequentially, which was deleted in 2002 but is now relevant to STS work.

Question:  Is there an authoritative source for the 1990 VSS?
Default Action:  Continue using non-authoritative reference.

10. General
Issue:  The 2002 VSS mentions many voting variations such as closed primaries, open primaries, partisan offices, non-partisan offices, write-in voting, primary presidential delegation nominations, ballot rotation, straight party voting, cross-party endorsement, split precincts, vote for N of M, recall issues, with options, cumulative voting, ranked order voting, and provisional or challenged ballots,
but does not define any functional requirements on what it means to support them.

Question:  What *precisely* needs to be tested for each of these voting variations?
Default Action:  We do our best to write precise requirements based on our understanding.

11. Requirement 2.3.1.1.2-2.e

Current Draft:  All systems containing software or firmware that is capable of the following types of errors shall check for these errors at run-time and respond defensively when they occur.

    e.  Run-time exception handling errors.
Issue:  Such as?  Aware of double destruction and ambiguous resolution as
possible problems, but not sure if this was the intent.  Need to get clarification.

Question:  What are some examples of run-time exception handling errors?
Default Action:  Delete the requirement.

12. Requirement 2.3.4.1.1.1-1

Current Draft:  Software and firmware associated with the logical, numeric, and interactive operations of voting shall be produced in a high-level programming language with support for structured exception handling, such as Java, C++, C#, Visual Basic .NET, or Ada.
Issue:  In public comments, ES&S wrote:  "The NASED Technical Committee has previously ruled that assembler code is permitted as long as the code meets all other requirements.  The draft of the IEEE P1583 VSS also makes allowances for use of assembler code as long as software structure requirements are satisfied.  We request that NIST and the TGDC consider allowance of assembler code in new or revised source code standards, as long as all other software structural requirements are met."  In the 2002 VSS, the requirement for the use of high-level language does not preclude the use of assembly language for hardware-related segments, such as device controllers and handler programs.  Also, operating system software may be designed in assembly language.  Is there an issue here?  Did somebody use assembly language in a non-conforming manner?

Question:  Is there an issue here?
Default Action:  Leave the draft text the way it is.

13. Requirements 2.4.3.2-2.1 and 2.4.3.2-2.2

Current Draft:  2.4.3.2-2.1:  For systems conforming to the Marksense or Punchcard profile, the acceptable voting system error rate (Requirement 2.3.3.2-1) applies to the detection of punches or marks that conform to vendor specifications.

2.4.3.2-2.2:  Systems conforming to the Marksense or Punchcard profile shall ignore, and not record, extraneous perforations, smudges, and folds.
Issue:  A public comment from AVANTE has been received that recommends adjusting these two requirements to quantify permissible deviations from the target marking area instead of merely conforming to vendor specifications.

Question:  What *are* the permissible deviations and how do you quantify them
Default Action:  Retain the current vague requirements.

14. Section 2.4.3.3   Reporting

Issue:  The 1990 VSS defined "totally blank ballot" as a special case of undervote
that may be separately reported (it is a voting variation, which would become a profile in this document).  Since it was removed from 2002VSS, the implication is that nobody needs it anymore.  However, the IEEE P1583 draft added it back.

Question:  Do we need "totally blank ballots" or not?
Default Action:  Leave it out.

15. Section 5.4.1.5   Typical case tests

Issue:  Election officials are encouraged to submit testing scenarios that
more accurately reflect their use of voting systems in practice.

Default Action:  WYSIWYG.

16. Section 5.4.1.5  Typical case tests and Section 5.4.1.6  Capacity tests

Question:  Is there a most common combination of profiles that should be tested
as a group?

Default Action:  We will pick one at random or WYSIWYG.

17. Section 5.4.1.2.1   Mean Time Between Failure

Issue:  Currently, VVSG2 Appendix C.4 only establishes 90% confidence that the MTBF, as a measure of voting system reliability, exceeds 45 hours.  The 2002 VSS gave a minimum 163 hour value for the MTBF.  The appropriate value of the MTBF is a live issue within the IEEE committee, where proposals have been made to increase it to 1500 hours.  However, the 163 hour figure is still in the latest IEEE P1583 draft standard.

Question:  Are these numbers good enough?  What should the numbers be?
Default Action:  We will make an arbitrary revision upward.
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