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Sharing Information Regarding Certification of Voting Systems

Alan Goldfine

1 Introduction

This document addresses TGDC resolution 32-05.  The resolution states, "The TGDC recognizes that no conformance assessment process is perfect.  Systems with non-conformities, even serious ones, can be granted qualification, only to cause problems at the precinct level after they are deployed.  When a serious flaw is discovered in one jurisdiction, other affected jurisdictions should be informed.  At present, however, there is no process to de-qualify voting systems that are discovered, after qualification has been granted, to have serious problems.  The TGDC requests that NIST define a process and specification for sharing information amongst jurisdictions concerning qualified voting systems that have been discovered to have non-conformities, present problems and known vulnerabilities."

The Election Assistance Commission (EAC) has the responsibility to determine the policy and procedures regarding the sharing of qualification and de-qualification (now called EAC certification and de-certification, respectively) information regarding voting systems.  This document proposes the type of information that should be shared, and the mode of the sharing.

2 The Sharing of Information

There are two audiences for the dissemination of EAC certification information:

· The official election community, namely the State and local jurisdictions who purchase and operate voting systems.

· The general public.

Communication with the first audience should be direct and comprehensive.  The sharing of information with the second may need to be more limited, and can be provided by a publicly available web page.

2.1 Direct Communication with Jurisdictions

The EAC should directly notify the official election community about all EAC certification events.  In doing so, it should provide the jurisdictions with as much information as possible, to assist them in their planning.  The certification events include:

· The receipt, by the EAC, of a test report from an accredited testing authority (ATA).  The information disseminated to the election community should include the complete set of information in the test report, including the name of the ATA, the date/time of the test, the testing environment, and the content of any customized test plan that had been used, as well as the results of the test.

· The actual granting of certification to a voting system.

· The scheduling of a currently certified voting system for re-testing.  This re-testing might have been due to a vendor modification of the certified system.  The retesting might also have occurred because the VVSG had been changed to correct an error or for a minor revision, and it was determined that this change necessitated the re-testing of the given system.

· The decertification of a previously certified voting system, either following a re-test or directly upon a change to the VVSG.

The EAC should also solicit feedback from jurisdictions, and then directly share this information with the entire official election community.  This feedback would include testing and operational experiences with certified voting systems, including any problems found.  The EAC should serve as the national clearinghouse for this useful information.

2.2 Publicly Available Web Pages

For confidentiality reasons, the EAC certification information made available to the general public may need to be limited.  The EAC should maintain a publicly accessible web page that would include at least the following certification related information:

· A complete list and description of currently certified voting systems.

· The qualification test reports associated with each currently certified voting system, edited per TGDC resolution 28-05.

· A list of currently accredited testing authorities.
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