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April 20, 2005: Morning Session # 1 

Dr. Hratch Semerjian, TGDC Chair, called the fourth plenary session of the Technical Guidelines Development Committee to order at 9:00 a.m. He introduced himself as the Acting Director of the National Institute of Standards and Technology and Chair of the Technical Guidelines Development Committee. 

After the pledge of allegiance, Dr. Semerjian acknowledged the presence of U.S. Election Assistance Commission Vice Chair Paul DeGregorio and Commissioner Ray Martinez, who were in attendance as observers. 

The Chair recognized Mr. Craig Burkhardt as the TGDC Parliamentarian and requested that he determine if a quorum of the Committee was present. Mr. Greene called the roll (See Table 1.). Twelve TGDC members answered “present.” Mr. Burkhardt notified the Chair that a quorum (simple majority) of the Committee was present either in person or via conference call connection. 

Dr. Semerjian expressed his appreciation to the members for arranging their busy schedules to participate in this TGDC meeting. “The NIST voting team has benefited from your willingness to volunteer significant time in assisting them to complete drafts of the voluntary voting system guidelines that we will review today and tomorrow.”

The Chair noted that the recent illness of Ms. Sharon Turner-Buie, a Committee member, prohibited her attendance. He also explained that, due to new job responsibilities, Ms. Anne Caldas, the Committee representative of the American National Standards Institute (ANSI), had submitted her resignation from the TGDC. She will be replaced by Mr. David Karmol - Vice President, Public Policy and Government Affairs for ANSI. “The formal approval process for Mr. Karmol is not yet complete. However, we appreciate his attendance at the meeting today and look forward to his active participation in future TGDC activities.”
Dr. Semerjian entertained a motion to adopt the April 20-21, 2005, meeting agenda for the Technical Guidelines Development Committee located in the Committee members’ binders and distributed to the public in attendance. A motion was made and seconded. Hearing no questions or discussion, the Chair requested a voice vote. The meeting agenda as published was adopted unanimously. 

The Chair then entertained a motion to approve the minutes of the March 9, 2005, plenary meeting the Technical Guidelines Development Committee provided in the Committee members’ binders and as public handouts. A motion was made and seconded. By unanimous voice vote, the minutes were approved.
Since the March plenary session, Dr. Semerjian noted that NIST scientists have completed a final draft of the Voluntary Voting Systems Guidelines (Version 1). “The document - VVSG, Version 1- represents a best effort to incorporate this Committee’s guidance and constructive criticism of the NIST preliminary technical reports presented at the March 2005 meeting.”

The Chair explained that TGDC members will have an opportunity at this plenary meeting to provide detailed editing instructions to NIST staff. In addition, the Chair noted that the NIST voting team completed a preliminary draft of the Voluntary Voting System Guidelines, Version 2. “This document - VVSG, Version 2 - proposes a draft framework for a complete voting standard that would succeed VVSG, Version 1.”

Dr. Semerjian stated that the focus of this two-day plenary session will center on a thorough review of VVSG, Version 1. When formally approved by the Committee, VVSG, Version 1, will become the initial TGDC recommendations forwarded to the Election Assistance Commission as required by the Help America Vote Act.
The Chair noted that the final agenda for the Committee’s preliminary review of VVSG, Version 2, will depend on the time needed to cover all the sections of VVSG, Version 1. In addition, the Committee will need to discuss next steps relevant to the future work of this Committee in support of the Election Assistance Commission. “Copies of VVSG, Version 1, and VVSG, Version 2, as well as necessary meeting materials, were electronically transmitted on April 13, 2005, to the Committee members in accord with the advance notice required in TGDC Resolution #1-05. In addition, these documents have been posted on the public web site http://vote.nist.gov.”
As a brief review for the public in attendance and viewing the web cast, Dr. Semerjian summarized the sections of Public Law 107-252, the Help America Vote Act (HAVA), establishing the Technical Guidelines Development Committee and its charter. He noted the three previous public meetings by the TGDC, referring the public to http://vote.nist.gov for further documentation. “At this fourth plenary session, I am optimistic this committee will thoroughly review and adopt with possible editing instructions to NIST, the VVSG, Version 1 - the culmination of sustained efforts by NIST scientists and this Committee to meet a non-negotiable Congressional deadline. I would note here that most standards development processes take at least two to three years.”


The Chair noted that the initial set of recommendations for voluntary voting system guidelines are due to the Executive Director of the Election Assistance Commission nine months after TGDC members were appointed and approved. That date is May 9, 2005. 
At this time, Dr. Semerjian noted that the latest, revised version of Robert’s Rules of Order was adopted on July 9, 2004, to govern Technical Guidelines Development Committee and committee proceedings. He called on Mr. Burkhardt to review the logistics of this fourth meeting of the TGDC.

Mr. Burkhardt thanked the chair. He offered the greetings and compliments from both President Bush and Secretary of Commerce Gutierrez to the Committee members and the NIST staff for the substantial work that has been accomplished to date. Mr. Burkhardt then reviewed the parliamentarian’s memo describing the logistics for this meeting. (The memo was available in advance to the public and Committee.) He noted that the review and approval process will be similar to that undertaken at previous TGDC meetings. NIST staff will provide a presentation followed by discussion and suggested editing instructions. “The only difference between what we have done before and what we will do at this meeting is that, at the end of each section, we will take another vote. That second vote will embrace that section of the VVSG with all of the preceding changes you may have made to your work product that you wish to deliver to the EAC. Following that same process, we will be taking an extra vote at the end of the document review, adopting VVSG, Version 1, as your work product and authorizing NIST under the Chair’s supervision to make whatever technical changes that you've instructed and to deliver the final document to the EAC.
The Chair thanked Mr. Burkhardt. Dr. Semerjian noted that the time required to complete the proposed plenary agenda means that the committee cannot take public comment at this meeting. However, there continue to be opportunities for the public to comment on relevant issues. Comments and position statements should be sent to voting@nist.gov, where they will be posted on the http://vote.nist.gov web site. The comments received to date have been posted and reviewed by NIST staff and TGDC committee members.
Dr. Semerjian then called on EAC Vice Chair DeGregorio to address the TGDC. He thanked Commissioner De Gregorio and the other Commissioners for their instructive comments offered at previous plenary sessions. 

Commissioner DeGregorio thanked the Chair and the TGDC for the opportunity to address them. He noted that both he and Commissioner Martinez had attended every TGDC plenary session, following the work of the TGDC closely. He looked forward to this final meeting of the TGDC in advance of delivery of the recommendations for voluntary guidelines by May 9, 2005. He noted favorably that the Committee had taken seriously the HAVA mandate to deliberate and deliver initial recommendations to the EAC in a nine-month period. “Let me reiterate the Commission's expectations for this work product again as expressed by Commissioner Soaries at the July 2004 TGDC meeting. We are looking for standards that are performance based; that can measure success as it relates to voting. We are looking for standards against which new voting devices can be measured, that embrace both existing and emerging technologies.”  
Commissioner DeGregorio noted that it is not the EAC’s responsibility to dictate to states the kind of voting systems they use. However, it is the responsibility to establish standards against which states can make informed decisions. He went on to indicate that the EAC has requested funding for future standards development efforts in FY 06. Commissioner DeGregorio then addressed the review process that will occur once the recommendations reach the EAC. “The first step will be for the EAC to review and assess your recommendations and consider what modifications, if any, we may wish to make before submitting our proposed guidelines to the EAC Board of Advisors and Standards Boards.” 
There will be a Federal Register Notice defining a 90-day comment period. The EAC will hold a public hearing during that time period. The EAC will review all comments on the guidelines including those from the Board of Advisors, Standards Board, and the public. 
“After all comments have been reviewed and acted upon, the next step is for the Commission to vote on the adoption of the guidelines, followed by publication of the final guidelines in the Federal Register.” 
On behalf of his fellow EAC Commissioners, Mr. DeGregorio thanked the TGDC members for their exceptional service and looked forward to receiving the initial recommendations.
Dr. Semerjian thanked the Commissioner for his remarks. He then introduced procedural resolutions beginning with Resolution # 37-05. The resolution read as follows:
Resolution #37-05 Offered by:  Dr. Semerjian
Title:  Work Product Instructions to Chair and Staff of National Institute of Standards and Technology (NIST)
The Technical Guidelines Development Committee (TGDC) intends to consider and adopt Sections of the Final Draft of the initial recommendations to the Executive Director of the Election Assistance Commission (EAC) during its April 20 and 21, 2005, meeting.

Each Section of the Final Draft is to be presented by a NIST staff member, followed by a question and answer session. Immediately thereafter, specific proposals for changes to that Section will be entertained by the TGDC. The Chair will attempt to reach unanimous consent for suggested changes. If unanimous consent is not reached, a TGDC member may make a motion, and a recorded vote will be taken on the matter. At the conclusion of the consideration of each Section, a vote will be taken to adopt the entire Section, as revised by motions adopted through unanimous consent or recorded vote.

At the conclusion of the meeting, the TGDC Chair will assign NIST staff members to revise the Sections as required by votes of the TGDC. The TGDC Chair will supervise this process to assure that revisions reflect the intent of the TGDC as expressed in its votes and resolutions.

The initial recommendations to the Executive Director of the EAC shall consist of the adopted Sections as revised by NIST staff under the supervision of the TGDC Chair. The TGDC Chair is to deliver this work product to the EAC.

Because the work product will have been developed under a tight statutory schedule, the TGDC expects that minor and non-substantive drafting errors may have occurred. NIST is requested to compile relevant corrections in a supplement, which shall be delivered to the TGDC and EAC at an appropriate time.    

The Chair asked for a motion to support the resolution. It was so moved and seconded. There being no comments on the resolution, Dr. Semerjian asked for a roll call vote. Resolution # 37-05 was adopted with 12 members in favor and none opposed.
The Chair then introduced a second procedural resolution:

Resolution #38-05 Offered by:  Dr. Semerjian

Title: Procedural Resolution Regarding “Grandfathering”

Pursuant to HAVA, the TGDC will recommend Voluntary Voting Systems Guidelines (VVSG) to the EAC. The VVSG that are recommended may not include all practices currently followed or technologies currently utilized by election administrators. Consequently, existing practices in some jurisdictions may not be in compliance with the VVSG. The TGDC finds that whether such practices or technologies not contained within the VVSG should be “grandfathered” is a policy question not within the jurisdiction of the TGDC and not within the statutory duties of NIST.

A motion to consider this resolution was seconded for discussion. Several TGDC members expressed concern over clarity and apparent policy-making implications of this resolution. Mr. Craft had concerns with the implication of “all practices” in the resolution’s second sentence. “I think it's been made abundantly clear by Congressional intent and the discussions we've had in prior meetings that what we want the guidelines to do is to include current best practice. We do not want elements in this particular standard that do not currently exist and that are not currently deliverable to election administrators who are trying to buy equipment for the 2006 election cycle.”
Mr. Schutzer and Ms. Quesenbery differentiated current practices and voting equipment from potential future technologies and practices. The former would be within scope of the Committee and the resolution.
Mr. Craft offered some clarification language. The Resolution then read as follows:
Resolution #38-05 (Amended)

Title: Procedural Resolution Regarding “Grandfathering”
Pursuant to HAVA, the TGDC will recommend voluntary voting system guidelines to the EAC. Although the VVSG was developed based on current best practices and available technology, the recommendations might not include all practices currently followed or technologies currently utilized by election administrators. Consequently, existing practices in some jurisdictions might not be in compliance with the VVSG. The TGDC finds that whether such practices or technologies not contained within the VVSG should be grandfathered is a policy question not within the jurisdiction of the TGDC and not within the statutory duties of NIST. 
Dr. Harding expressed satisfaction with the resolution’s amended wording. “I think it speaks more clearly to encouraging those states that have already raised the bar of performance and expectation while also recognizing that a number of states have a long way to go.” The other members of the TGDC concurred. The Chair asked for unanimous consent to adopt resolution #38-05 as amended. Hearing no objection, the resolution was so adopted.
The Chair then introduced resolution # 39-05. 

Resolution #39-05 Offered by:  Dr. Semerjian

Title:  Voter Verified Paper Audit Trail Assignment

The TGDC recognizes that Voter Verified Paper Audit Trails (VVPATs) have been developed in some jurisdictions without formal requirements. The TGDC is aware that some states currently require or intend to require the use of VVPATs. 

At its January 18, 2005, meeting, the TGDC received a request from the EAC to develop VVPAT formal requirements for use by states and election jurisdictions that have chosen to require VVPATs, so that those states can more effectively implement VVPATs. Subsequently, the TGDC instructed NIST to develop and submit VVPAT formal requirements as a part of its Voluntary Voting Systems Guidelines (VVSG) technical assistance work product.

Neither the TGDC nor NIST express any opinion regarding the use of VVPATs as an independent verification process nor do they endorse the VVPAT approach.

Dr. Semerjian indicated that he had made a minor editorial edit by adding “at its January 18, 2005, meeting” at the beginning of the second paragraph for clarity. A motion to consider this resolution was seconded for the purpose of discussion. 
Dr. Williams suggested that the words “formal requirements” appearing in two places be replaced by the term “guidelines” to be consistent with the semantics that the TGDC is using. There was general agreement.
A number of issues with the resolution concerned TGDC members. There was disagreement over inclusion of the last sentence in the resolution. Mr. Craft suggested rewording the last sentence so that it appeared more neutral. “ If the intent is to say that we're providing guidelines for a technology that's in use in states and for which various states have, in fact, expressed interest in having guidelines, that's fine, but having only the negative suggests that we're not endorsing it rather than saying we're simply taking no position on it.”
The Chair suggested inserting the phrase "this does not constitute an endorsement" after “verification process.” Dr. Williams suggested that the resolution be withdrawn at this time and brought up at a later time after the specific VVPAT guidelines had been discussed.

Ms. Quesenbery agreed that the motion should be tabled until the parliamentarian can suggest some suitable language that deals with the VVPAT endorsement issue effectively.

The Chair agreed to table the motion in order that the parliamentarian could capture the spirit of the TGDC members’ remarks in editing and then reconsider an amended resolution after discussing the VVPAT guidelines.
The Chair then introduced resolution # 40-5.
Resolution #40-05 Offered by:  Ms. Quesenbery

Title:
EAC Consideration of Initial Recommendations

The Technical Guidelines Development Committee (TGDC) recognizes that it will deliver its first set of recommendations to the Executive Director of the Election Assistance Commission (EAC), and that shortly thereafter such recommendations will be reviewed by the EAC and its Board of Advisors and Standards Board. The TGDC is aware of individuals and organizations that wish to provide comments on the recommendations, and is further informed such individuals and organizations may not understand how they can effectively provide such comments.

The TGDC therefore recommends that the EAC announce how and when comments on the initial recommendations may be provided to the EAC for its consideration.

A motion was made to consider the resolution and it was seconded. The Chair noted that this resolution formalized the earlier remarks of EAC Commissioner DeGregorio. Ms. Quesenbery concurred. “I'm sure that the EAC, as they have been very concerned as we have been with the transparency and openness of this process, will be widely publicizing opportunities for public comments.” 
Hearing no further comments or objection, Dr. Semerjian asked for unanimous consent to adopt resolution #40-05. The motion to adopt passed unanimously.
Mr. Craft raised a point of order. What was the calculation to determine the number of votes to pass a resolution given that a seat on the TGDC is currently vacant? The Chair asked the parliamentarian for an explanation. Mr. Burkhardt pointed out that the governing statute is silent on this issue. The default would then be Robert’s Rules of Order which requires a simple majority of those appointed to the Committee. “The membership of the TGDC right now would be 14 people. And a simple majority of 14 would, of course, be half, seven, plus one, which would make eight. So I believe that eight would be required, really, under any scenario.”
The Chair thanked Mr. Burkhardt and asked Mr. Mark Skall of NIST’s Information Technology Laboratory to provide an overview of the VVSG. Mr. Skall made the following points:
· Voluntary Voting System Guidelines (VVSG), Version 1, constitutes the initial set of recommendations mandated by HAVA. They are intended to assist states to prepare for the 2006 election, and they augment the 2002 VSS to address the critical areas of security, accessibility, and usability.
· VVSG Version 2 will be more comprehensive and will rewrite existing VSS-2002 requirements, when necessary, to make them more precise and testable. 

· New areas are covered in the VVSG including a conformance clause which did not exist in the 2002 VSS. A conformance clause is a high-level description of who shall conform and what is required to conform.
· VVSG contains a new Section 2.2.7 addressing human factors, which replaces the old sections in the 2002 VSS- 2.2.7, and 3.4.9, as well as Appendix C.
· VVSG contains a new security section (6.0) covering VVPAT and wireless technology, as well as software distribution and setup validation.
· VVSG does not require or endorse VVPAT. It is one method to achieve independent verification but other methods exist. Requirements are provided so that states that choose to implement VVPATs can implement them effectively.
· VVSG includes a special section on wireless that augments the general telecommunications guidelines in Section 5.
· This software setup and setup validation section augments the VSS 2002 and also includes use of the National Software Reference Library (NSRL). 

· The VVSG glossary contains terms from the VSS 2002 as well as many new terms needed to understand voting and related areas.
· The 2002 VSS Appendix C has been modified in the VVSG to revise the procedures to test that systems meet the indicated error rates. It applies to errors introduced by the system, defined as a ballot position error rate, and not by a voter’s action.
· Requirements in VVSG for wireless, VVPAT, and human factors depend on voting officials developing and carrying out appropriate procedures.
· VVSG contains best practices for voting officials. However, these requirements are not testable, and conformance cannot be determined.
· New sections of the VVSG contain a more structured approach. Each requirement is numbered according to a hierarchical scheme. Higher-level requirements are supported by lower-level requirements. Higher-level requirements may not be directly testable but can be “indirectly” tested via their lower-level requirements.
At this time, Mr. Craft expressed concern over the language of the disclaimer that was affixed to the binder containing VVSG documents under consideration. “I think for the sake of historical accuracy, the work product of the Technical Guidelines Development Committee thus far has been the resolutions the Committee has passed. The document before us is very much a work product of NIST. Over the next two days, perhaps, major pieces of it will be adopted by the TGDC, and it will endorse those. But I think, very clearly, we need to differentiate between the Committee's work product which is strictly its resolutions and this work product which represents the deliverables that NIST has created in response to the resolutions.”

Parliamentarian Burkhardt acknowledged Mr. Craft’s valid concern. Indeed, the disclaimer was meant to apply only to the TGDC adopted resolutions. He offered to draft a resolution to clarify the disclaimer’s intent for Mr. Craft to read into the record. Mr. Craft thanked Mr. Burkhardt.
The Chair then called on Ms. Lynne Rosenthal of NIST’s Information Technology Laboratory to present the report on the VVSG Conformance Clause. Ms. Rosenthal offered an overview of the conformance clause, Section 1.7 of the VVSG, highlighting changes from the draft conformance clause presented at the March TGDC meeting. She described the subsections:
· 1.7.1 Scope and Availability

· 1.7.2 Conformance Framework

· 1.7.3 Normative Language

· 1.7.4 Categorizing Requirements

· 1.7.5 Extensions

Dr. Semerjian asked for comments or questions. There were none. He requested a motion and second for unanimous consent. “There being no further motions to change VVSG, Version 1, Volume 1, Section 1.7, I will now entertain a motion for the TGDC to adopt this draft of Section 1.1 -- 1.7 as part of its first set of recommendations to the Executive Director of the EAC, subject to changes expressed in any motions we have adopted today that expressly apply to Section 1.7, which changes shall be made pursuant to TGDC Resolution Number 37-05.”

A motion was so moved and seconded. The motion passed unanimously with12 yes votes.

The Chair adjourned the meeting for a twenty-minute break.
April 20, 2005: Morning Session # 2 

The Chair requested that Dr.  Sharon Laskowski of NIST’s Information Technology Laboratory provide a report on Human Factors in the VVSG. Dr. Laskowski initially requested that the Chair review editing procedures for this meeting.
Dr. Semerjian indicated his desire for the most efficient editing process. He recommended that proposed edits be recorded on TGDC member’s hard copies. Those copies will be collected and collated. Once a sectional rewrite is complete, the modified version will be made available in order that the Committee has a clear understanding of the language on which they will vote to approve or disapprove. In some cases, we will move on to discuss the next section. We will then return to vote on the modified section later in the meeting. The Chair asked if there were any objections to this process. There were none.
Dr Laskowski then provided an overview of human factors requirements in the VVSG (Section 2.2.7). She made the following points:
· The Human Factors and Privacy Subcommittee Goals for VVSG, Version 1, focused primarily on the voting equipment. They worked to assemble as comprehensive a set of accessibility requirements as possible derived primarily from the VSS 2002 as well as IEEE P1583 and the American Disabilities Act.
· Usability requirements were moved from 2002 VSS Appendix into Section 2.2.7
· Privacy requirements focused on the voter-equipment interface.
· Changes from the March VVSG draft included heavy editing of the accessibility section and the addition of a privacy section.
· Specific changes included the determination of functional equivalence of all alternative formats and a separate subsection for alternative language.
· Accessibility requirements were organized by disability.

· All accessibility and usability requirements apply to VVPAT. 
· The requirements offer no guidance specifically for cognitive disabilities.

· Vendors are required to perform targeted summative usability tests.
· There are minimal usability design standards.
TGDC members had questions concerning the use of “should” versus “shall” in determination of a requirement. Dr. Laskowski indicated that if a requirement appeared readily achievable with current technology by the 2006 election cycle, then the requirement was written in a “shall” context. If it appeared that re-engineering or research would be required, then a “should” was used.
The Chair recommended that Dr. Laskowski review subsections of 2.2.7 in sequential order for editing purposes. He referred TGDC members to their binders to follow along.

Dr. Laskowski referred the Committee first to subsection 2.1.9. “The language of this section says that any voting station using an electronic image display should also provide synchronized audio output to convey the same information that was on the screen. The discussion paragraph notes that synchronized presentation of information in both visual and oral modes is a recommendation in this version, but anticipates that it will become a requirement for future versions. I should like to suggest it be a requirement in this version.” 
Mr. Craft noted that Diebold is the only company of the three major election vendors that currently meets this requirement for synchronized presentation of information. “Both ES&S and Sequoia are working very hard to bring out a system that will give you this capability, but I think until it is something all the vendors can reach, it is dangerous to make it a “shall” for the '06 elections. We may find ourselves in a position where we cannot comply with our own standards.”
Ms. Quesenbery pointed out that the capability is certainly technically feasible. It can be done. 
Mr. Craft noted that after the new equipment that meets the requirement is produced, it must go through the certification process. After they go through the certification process, they must then go through the purchasing process of the governments that are going to acquire them.

Secretary Davidson pointed out that she worked closely with the Human Factors Subcommittee. “I took a hard line that this be a ‘should.’ There are a lot of problems. I understand the need to turn it into a ‘shall.’ ”
Dr. Williams asked the Committee to look at the objective they are trying to achieve. “We are trying to assist election officials to make decisions for voting systems to use in November 2006. This is going to impact those 615 jurisdictions out there that are still using paper punch cards and lever voting machines that need to make a purchasing decision. And if we put a "shall" in here, we're restricting their choices because they have got to choose according to these guidelines, not the previous standards.” Dr. Williams pointed out that this restriction applies to other requirements in 2.2.7 including manipulation of contrast and font size. 
Mr. Elekes noted first that he has been blind for twenty-seven years. “The technology for adjustable font sizes and contrast has been engineered since the mid-90s. It has been available on the commercial market since that time. So we're basically making excuses for people who have failed to keep current with the technology when they are manufacturing or designing equipment to delay what is ultimately the accommodation for the end user. We are falling short on the accessibility section if we do not make sure it is a ‘shall.’ ”
Secretary Davidson noted that these are voluntary standards and that it is her goal to have every state use the standards. If the standards are not attainable, however, the states will back off from using them. 

Ms. Quesenbery agreed with Secretary Davidson. However she noted, “We may simply vote to leave subsection ‘shoulds’ that are ‘shoulds.’ We may vote to change the ‘shoulds’ to ‘shalls’ and so on. But for me, the important thing is that we begin to say, it is time to begin to move forward, to really think about what it's going to take to create truly accessible voting in a way that will not just delay it forever.”
The Chair noted that the Committee was expanding the argument from the original case to other subsections. He suggested again that we go through the document’s subsections sequentially to examine ‘should’ versus ‘shall’ issues for each one.
Dr. Rivest expressed his concern on the direction of the discussion. “I am concerned that this Committee’s work may degenerate into a consumer reports kind of evaluation of what's currently on the market. I mean, if all our considerations at this point focus on what can we do given the market, we have a problem here. I would like to see us, if possible, elevate the discussion to that of principle and see where it is we are going. I think trying to look at every line of this document and view what's on the market is probably a mistake, and we need, instead, to find a mechanism for grandfathering. That is to say, if this committee in its judgment views that, this principle should be a ‘shall’ at this point and it causes problems, there should be a process by which a state or the EAC could say this is not something that's going to be enforced, you know, that strictly now.”
Mr. Berger and others noted that we still are jumping between subsections without resolution.

Mr. Craft noted that Committee members have had limited time to review the draft VVSG document. “This particular piece is about a half-inch thick. It is fairly complex. It has a lot of issues in it. What I would like to see is a traceability matrix that will show us basically that what I believe is the Congressional intent. And I think the Congressional intent was that the mandated requirements for accessibility in the 2002 FEC voting systems standards will flow into this document. The optional accessibility standards in the 2002 as to audio ballot will come into this version of the standards and lines 9 to 16 on page 212 will be given effect in this document. Everything else here, the ‘shoulds,’ I have no disagreement with. I have no disagreement with the EAC putting a stake in the ground at some point and making those absolutely mandated requirements, but I'm telling you right now, some of the ‘shalls’ in this document will prevent a great number of jurisdictions in this country from being able to comply with these standards and for many of them, it will leave them no option for complying with these standards, which will lay a good groundwork for a legal action to have these standards set aside. So I cannot support this section unless I have a high level of confidence that this will mandate nationwide the best of currently available accessibility requirements in voting systems. And there was a gentleman who commented that many of these accessible items had been in place for years. That's true.  But they have yet to be integrated into voting systems and successfully used by voters. That is where I believe we need to get.”
The Chair indicated his concurrence with Dr. Rivest’s remarks. “These standards should not be controlled by what is actually available because that doesn't mean that the technology is not available; it simply means that that particular technology has not been utilized in a particular application area. I'm not necessarily pushing for definitive rule making saying these shall be used, but we should put a stake in the ground that says this is the rule, perhaps, as of such-and-such date. This is a head's up, basically, to the vendors that you can't delay this. Somehow I think we need to get that message across. ”
Mr.Elekes concurred with Dr. Semerjian’s remarks. He added, “Presently, the voting systems may not require the individual to touch the voting machine to adjust the contrast or color or font size. We are seeking, unless I'm misreading it, the interpretation of HAVA that regardless of whether the voter has a disability or not, it is an independent voting process. If you require someone else to physically adjust the contrast, etc., the disabled voter does not have the ability, as a nondisabled person does, to independently vote. They have to require the assistance of a poll worker who may not have had appropriate training. So those components have to be built in and have to be available if you are truly going to have an individual with a disability who is an independent voter.”

Mr. Berger suggested that equipment-related requirements could be mandated nine months after the EAC adopts the VVSG. “I think that makes it easier to make ‘shoulds’ into ‘shalls’ because certainly from this point to nine months after the EAC would adopt these guidelines is quite reasonable. And that gives a time frame, I think, that election officials could also work with as well.”
Dr. Harding noted that accessibility issues have always been on the back burner as an after-the-fact issue. “And so from one standpoint, I would agree with Ms. Quesenbery that inclusion throughout the principle documents on accessibility matters is essential as any equality issue. Then at the same time, I believe Mr. Craft and Dr. Williams raised a significant issue here. We are on a very tight walkway here, and it is reality; it is politics.  These are everyday lives. We must be very careful that we do not inadvertently do away with all of this work by setting expectations for failure in '06.”
Dr.  Schutzer noted that to implement audio, you buy a software module add-on. “So perhaps one of the reasons it is not in all the different election vendors' equipment is because it's not a current requirement. They don't find the necessity of doing it. If it became a requirement, the vendors would find a software patch, and you could buy it commercially.”
Mr. Craft noted that all three vendors currently employ audio. “What is at issue here is simultaneous audio/video: the ability to speed up and slow down speech and the ability to adjust contrast on the screen independently by the voter. The reason, frankly, that two of our vendors cannot reach a simultaneous audio/video right now is because they were both very proactive back in 2000. Both Sequoia and ES&S charged ahead on audio ballots, and they looked at the state of their architecture on their systems. They realized the best way to implement audio ballot was to set up basically a separate processor; the DRE machine became two computers in one. One handles audio and one handles video.”   Basically, ES&S and Sequoia are paying a cost now of being behind in the market based on very prudent effort to bring accessible devices out in the market.”

Following up on the Chair’s earlier suggestion and considering the cogent concerns of all the TGDC members, Ms. Quesenbery offered to walk the Committee through each requirement in this section to decide ‘should’ versus ‘shall’ issues. “I would like this to be a document that is useful, that moves the art forward in a meaningful way, and that doesn't cause more problems than it creates.”
The Chair concurred. NIST staff would keep track of the changes.
Beginning on page 2-13, Ms. Quesenbery began a review of each subsection for specific issues of concern from the TGDC members. The first section of concern was subsection 1.2.1.2 at the bottom of page 2-14.
The Chair noted that the issue here centered on control by the voter. There was not unanimous consent to remove the phrase “under control of the voter.” Mr. Elekes noted “the concept is that the individual to the maximum extent possible with a disability be able to independently vote. And as we've said in previous discussion this morning, the technology has been out there since the mid-90s. It is a matter of what vendors need to do in order to make the voting system accessible and independently usable by the person with a disability.”
Ms. Quesenbery and NIST staff agreed to edit the particular requirement to capture the concerns of TGDC members. The Chair noted that we would return to this requirement once it is redrafted.
Mr. Berger noted concerns with subsections 2.1.1 and 2.1.3. “I think 2.1.1 is just unnecessary and, you know, requires unnecessary resources where the science supports an objective requirement.” 
Ms. Quesenbery noted the value of summative testing. “I think there's a big value added in having the vendors start this kind of testing because that will drive their designs to even better designs. And I don't think that we're asking vendors to do general research that would contribute to future standards here. That's something that I hope and expect that NIST will be doing. What we are asking is that vendors not just design their system and hope that it's good but that they actually test it with users themselves.”

Secretary Davidson noted that this is the type of testing that could also be done by the state. Colorado has in fact done this type of testing and turned the results over to the vendors.

Dr. Laskowski pointed out that the purpose of the test is to encourage a user-centered design approach by the vendors. “Later on when we have performance-based standards and a testing authority does the tests, then you are looking at the benchmarks. So I think this is in the same category as when vendors are required to provide documentation that they did software testing.”
Dr. Rivest remarked that he approved of having testing incorporated with the requirements. But he had concerns of the vendor doing the testing after the design is completed. 
Dr. Laskowski noted that we do not have benchmarks in this version of the VVSG because the research has not been done yet. “But the intention for VVSG, Version 2, is that we will be able to remove some of the design requirements and instead specify performance requirements which will be evaluated through a usability test. Also to address Secretary Davidson's point, I think the testing should also be done at the state level where you are dealing with your people in the context of your laws. I think it should be diagnostic during design. I think it should be summative to evaluate the end point of the design. And that the more we do it, the easier it will get. It will seem a great deal less onerous if we're doing it on a regular basis.”
Discussion continued on subsection 2.1.1 concerning which entities should do the testing. The consensus of the Committee was to change the ‘shall’ to a ‘should’ in this VVSG version. Ms. Quesenbery agreed to redraft the section. Mr. Berger withdrew his concern with subsection 2.1.3.

The Committee moved on to discuss subsection 2.1.4. Committee members suggested adding the phrase "under the control of the voter or poll worker." It was recommended that this phrase be added to other appropriate sections as well including 2.1.2, 2.1.5, and 2.1.6.

Ms. Quesenbery noted that we will add that “in the future, we expect to move this to be under the independent control of the voter.”

Mr. Berger recommended the use of a NASA technical bulletin in redrafting the section on color contrast to provide the voter a range of selections. He also suggested combining sections 2.1.5 and 2.1.6.

Mr. Craft recommended making subsection 2.1.6 a ‘should.’

A recommendation was made to add voting officials as one of the responsible parties to subsection 2.1.8.

Discussion by the Committee then moved to subsection 2.2.2. There was concern over the high-level requirement of making the voting system accessible to the blind from a testability standpoint. There was agreement that clarification was needed.
Secretary Davidson raised a concern on subsection 2.2.3 and the ability for the voter to navigate backwards so as not to skip votes. A recommendation was made to add the phrase "and back up to previous contests." 
At this time, the chair adjourned the meeting for a one-hour lunch break.
April 20, 2005: Afternoon Session # 1 

The Chair called the meeting to order. He called on Ms. Quesenbery to continue with a review of Section 2.2.7.

Ms. Quesenbery proceeded with the review starting on page 2-19. She noted that Mr. Berger indicated that subsections 2.3.2 and 2.3.3 would be improved by referencing an applicable ANSI standard C6319 for both testing methodology and recommended limits. NIST agreed to review the standard, and Mr. Berger agreed to go over the details with staff.  

Ms. Quesenbery indicated that she would correct the typos in subsections 2.3.5 and 2.3.6 where dB should have been plural dBs. 

Mr. Berger indicated that ANSI provided a more appropriate standard for subsection 2.3.7 of 10 kilohertz. The edit was duly noted.

The Committee agreed to change subsection 2.3.4 from a ‘shall’ to a ‘should.’ 

On page 2-22, a concern was raised on subsection 1.3.3 noting that “sip and puff” was one of many functional input mechanisms available to the disabled. NIST staff agreed to come up with less specific wording. 

TGDC members indicated subsection 1.3.1 needs to change VSTL to ‘appropriate testing authority.”

On page 2-24, Dr. Harding raised the issue in subsection of 2.2.3 of “clear floor space.” The language in the subsection should mirror the requirement in the Americans with Disability Act Guidelines (ADAG). It was agreed that if the language is modified, then the primary source document needs to be referenced to show that the substance was not changed. Edits will be run by the U.S. Access Board.

On page 2-26, a recommendation was made to change subsection 7.1.7 to a ‘should’ since there were no design features specifically aimed at those with cognitive disabilities. The Committee agreed that this was a ‘should’ item that qualified for further research.

On page 2-28, the issue of an alternative language requirement was raised. Ms. Quesenbery maintained that the requirement defers to the Voting Rights Act, state law, and HAVA.

On page 2-29, Committee members noted that the language in subsection 2.3.1 needs revision similar to the previous usability sections mentioning summative testing. The same concern was raised on page 2-32, subsection 7.3.1.

On page 2-32, a Committee member questioned the use of “voting process” in subsection 7.3.2 instead of “voting systems.” Considerable discussion ensued. An agreement was reached to change the language to “the voting system shall support a process…”
On page 2-34, section 7.3.3, a Committee member requested that the “shall” be changed to a “should.”  Ms. Quesenbery noted that as a high-level requirement, 7.3.3 represented a goal statement. The subsections actually represent the testable requirements. There was still concern with subsection 3.3.1 and the use of “voting process.” An agreement was reached to change the language to “the system shall support the ballot design…”

The Committee next considered the language in section 3.3.2 and subsections 3.3.2.1 and 3.3.2.2. A motion was made and seconded to remove these sections as not critical to the standards. The motion passed by unanimous consent. 

On page 2-35, section 3.3.3, the issue of “voting process” came up for discussion. It was agreed to change “process” to “system.” 

On page 2-35, subsection 3.3.1, the Committee agreed to delete “from the station.” This subsections language was further amended to read, “Voting stations or related materials shall provide a means for the voter to get help at any time during the voting session.” The Committee then agreed to delete subsection 3.3.2.

On page 2-36, the Committee agreed to amend the language for section 3.3.4 to read, “The voting system shall provide the capabilities to design a ballot for maximum clarity and comprehension.” 

The Chair noted that this concluded the individual edits for VVSG, Section 2.2.7, Human Factors. NIST staff will make the recommended changes and provide the amended version for a vote tomorrow, April 21, 2005. A procedural question was raised as to whether the TGDC would vote to approve all sections of the VVSG, even those sections that remained unchanged from the 2002 VSS. The Chair indicated that the EAC would receive an entire single document from the TGDC. In that case, the Committee will vote to approve whole sections including the unedited portions of the VVSG.

The Chair next called on Mr. John Wack of NIST’s Information Technology Laboratory to provide a report on the security sections of the VVSG. Mr. Wack made the following points in his presentation:

· The VVSG contains a new security section 6.0 containing an Overview section
and sections on VVPAT; Wireless; and Software Distribution and Setup Validation.

· Within the Overview section, the Independent Verification Systems (section 6.0.1.1) derived from adopted TGDC Resolutions 12-05 and 21-05.

· Direct Verification is a verification using human senses, e.g., directly verifying a paper record via one’s eyesight. Indirect Verification is a verification using an intermediary to perform the verification, e.g., verifying an electronic ballot image at the voting system. 

· Ballot Audit is a measure of whether a voting system has correctly recorded ballots as cast. Electronic Records are ballot images in electronic form.

· The Independent Verification System Section is informative (i.e., no requirements).

· Various types of electronic voting systems today make one record of ballot images, verified indirectly. 

· Despite many good security features, the problem is that ballot audits, i.e., the determination that ballots are recorded as cast, cannot be made independently of the voting system.
·  Ballot audits of this nature increasingly do not fare well in close elections when precise proof of result is demanded.
· A goal is to specify voting systems that produce records such that election officials can readily perform ballot audits to high degrees of precision.
· Information technology changes at a rapid pace. Threats and attacks are increasingly sophisticated. Voting systems and software are potentially more difficult to assess and verify.
· There is an increasing likelihood for operational problems and a higher risk of fraud.
· The NIST Analysis and Approach to Security Issues:

· Voting systems must produce ballot records to withstand errors and fraud.
· VVPAT is not necessarily the best or only approach.
· NIST is drawing a larger circle around a class of voting systems with potentially good ballot audit properties.
· NIST will in the future recommend them as mandatory.
· Independent Dual Verification (IDV) Systems are a general class of voting systems that produce two distinct, independently verified records of ballot choices. Corresponding ballot records can be cross-checked and equality of content can be checked in determination that the ballot choices were recorded as cast.
· IDV Record Production involves the production of two records of a voter's choices, one on “write once” media (irreversible commitment to one record). The voter verifies that both records are correct. The verification processes are independent of each other. At least one record is verified directly by the voter OR both records are verified indirectly if on different systems. The content of the two records can be checked later for equality.

· IDV approaches include: VVPAT, Modified Op Scan, End to End (Encrypted Ballot Systems), Witness (camera, screen shot), and Split Process (“frog” protocol).

· IDV records include a unique identifier for identifying each record uniquely in its set and for identifying each record’s corresponding record in the second set.
· NIST recognizes ballot audits must be uncomplicated, readily performed, and fast. Ease of ballot auditing is central to IDV record handling.

Dr. Williams expressed concern over the footnote on page 6-4 of the VVSG. “You summarily dismiss all existing systems. And then go into this long discussion about these theoretical IDV systems that are not going to exist for two to four years. Then you go from there into a discussion of VVPAT. Now, what conclusion am I supposed to draw from that except at that time current systems are no good, and there is not going to be anything worthwhile for at least four years except VVPAT systems?”

Mr. Wack indicated that the intent here was to address the future when the security environment will be more challenging, and we will need more reliability in the voting records.

Dr. Williams indicated that the systems to which Mr. Wack is referring are in the prototype stage and not useful to election officials in the 2006 election cycle. Independent Verification Systems should be in Version 2 of the VVSG. “I don't think we are ever going to see a perfect system.  And if we make perfection our goal, we'll never get there. Systems have strengths and weaknesses. You have to put management procedures around them to effectively use them.”

Dr. Harding agreed. “Everything is imperfect for 2006. With two methods that are acceptable, both would have to provide some compensating controls to overcome some of the imperfections.  There will be a Version 2 that will attempt to raise the bar somewhat and make it less imperfect.”

The Chair and other Committee members noted that the inclusion of 6.0.1.1, Independent Verification Systems, begins to raise the security bar. One of the key lessons is to avoid single points of failure. “This is informational in nature. This does not set the requirements. And the section is really for providing some future thinking.”

Dr. Williams had concerns over the security provided by dual verification. “To say that a system is weak on security because it only has a single record is not logical. There are systems that have multiple records that have people spending their entire lives trying to make the two records balance. Whether you have one or two records is irrelevant. Whether or not the system is adequately protected from manipulation and from sabotage and from operator error; whether it's accurate and reliable; those are important pieces of security and integrity. And that's what we need to be getting to.”

A motion was made to accept Section 6.0.1.1 into the VVSG. It was seconded. 

Ms. Quesenbery made a request that the first footnote language on page 6-4 be clarified as part of the editing process.

Dr. Semerjian suggested that the entire section be edited off line and that portions of it be included in an appendix.

Mr. Craft indicated his concern with inclusion of this section in VVSG, Version 1. “I think that this entire work product that we are attempting to craft here is very confusing to people who are not intimately involved in this process. To hang this 24-page proposal for the future at the beginning of the security section makes it difficult to tell the intent of the document. It will probably lead to litigation. It will to some extent limit the creativity. I think it's inappropriate for it to be in VVSG, Version 1.”  
After further discussion, the Chair recommended that the Security and Transparency subcommittee work off line to separate portions of Section 6.0.1.1, moving certain subsections to an appendix. The Committee will then vote on this Security Overview tomorrow, April 21, 2005. 

The Chair adjourned the meeting for a twenty-minute break.

April 20, 2005: Afternoon Session # 2

The Chair called on Mr. John Wack of NIST’s Information Technology Laboratory to present his report on the Requirements for Voter Verified Paper Audit Trails (VVPAT) for VVSG, Section 6.0.2. 

Mr. Wack’s presentation covered the following material:

· High-level VVPAT requirements were presented at the March TGDC plenary session.

· Draft VVPAT requirements incorporated some state-based requirements (California) and a review of draft IEEE standards.
· Comments were received from vendors, election officials, and TGDC members. The common thread indicated that the requirements were too specific and design-oriented.

· The major VVPAT issues are privacy and accessibility.

·  VVPAT is new. It requires study, benchmarks, and new procedures as well as approaches for accessibility.
· Vendors are at a disadvantage due to lack of standards but at same time are responding with interesting approaches.
· Usability for voters and election officials are a very high priority.
· NIST will write technology-independent, performance-driven requirements.
· Core Requirements include: 
1. The voting station shall print and display a paper record of the voter’s ballot choices prior to the voter making the ballot choices final.
2. All usability requirements from Section 2.2.7 shall apply to voting stations with VVPAT.
3. All accessibility requirements from Section 2.2.7 shall apply to voting stations with VVPAT.
4. The voting station shall allow the voter to approve or spoil the paper record.
5. The voter’s privacy and anonymity shall be preserved during the process of recording, verifying, and auditing ballot choices.
6. The voting station’s ballot records shall be structured and contain information so as to support highly precise audits of their accuracy.
7. The voting station equipment shall be secure, reliable, and easily maintained. 

A TGDC member recommended that it needs to be made clear that these are optional requirements, either in the conformance clause or the introduction to Section 6.0.2. 

Secretary Davidson suggested that in subsection 6.0.2.1.1, the phrase “and in full recounts" be changed to "possibility of use in a full recount."

Mr. Craft commented on the misuse of the term ‘audit.’ “If you want the paper records to be used in a recount or in the canvassing board's determination so that they can certify results that are an administrative and accounting process, that is not an audit. An audit is where, after the fact, an independent third party comes in, reviews the records, and determines if in fact the people who conducted the election did it properly and consistent with the standards and the election code. An audit applies to the overall process. I think the controller general's auditing standards provide certainly an acceptable definition.”

Secretary Davidson agreed that the audit applies to the entire election process. “One of the things Colorado looks at is testing the equipment before the election and testing after the election to validate the result.”
The Chair recommended using “validation” in this context instead of “audit” in requirement 6.0.2.6. After further discussion, the Committee agreed to use the following phrase, “that can be used to assess the accuracy of the voting station's electronic records, to verify the election results” in place of  “so as to support highly precise audits of their accuracy.” 

Mr. Wack noted that the font sizes alluded to in subsection 6.0.2.2.1 needed to be reworded in light of the discussion during the morning session. A Committee member recommended that the minimum font size be changed to 3mm to be consistent with other requirements. Mr. Wack also agreed to confer with Dr. Laskowski and edit offline, and to include the phrase “under control of the voter or poll worker.” 

Secretary Davidson expressed concerns on subsection 6.0.2.2.2. “If you move the paper in both directions, aren't you getting into more of a problem?  In Colorado and some of the states that have VVPAT initiatives on their ballots, our paper will be a lot longer than most because we have so many candidates. Then we get into all the different initiatives and referendums. Our paper will be quite lengthy. Moving that paper back and forth really worries me. I think it should move forward.”  

The Committee agreed to substitute the phrase “advancing, under control of the voter” for “moving” in subsection 6.0.2.2.2. 
A discussion ensued on multiple-page printouts. Ms. Purcell and Ms. Miller both expressed concern about fitting the ballot on an 81/2 by 11” piece of paper. A suggestion was made to insert the following language in subsection 6.0.2.2.2, “If the paper cannot be displayed on a single page, a means shall be provided to allow the voter to review the entire ballot.”

Mr. Elekes noted that subsection 6.0.2.3.2 needed to reference the requirement in section 2.2.7 that the instructions have to be in a format understandable by the individual.

The Committee discussed rewording in subsection 6.0.2.3.1 to accommodate non-written languages. 

At the suggestion of Ms. Quesenbery, NIST staff agreed to make sure there was consistency between subsection 2.2.7.2.2.6 and subsection 6.0.2.3.2 to enable blind voters to perform this verification.  

Committee members expressed concern in subsection 6.0.2.4.1 over the language implying that an electronic record can be “spoiled” and the issue of one-to-one correspondence between the electronic and paper records. Members also expressed concern over incremental printing of the results implied in subsection 6.0.2.4.2.

The Committee agreed to change subsection 6.0.2.4.2 to a “should.” Subsections under 

6.0.2.4.2 were moved to a higher level. 

Subsection 6.0.2.4.3.1 was removed as it was adequately covered in subsection 6.0.2.4.5.

The Committee also agreed to strike subsection 6.0.2.4.6.

Ms. Quesenbery recommended that subsection 6.0.2.5.6 be edited to remove the passive voice. Dr. Harding had concerns of whether the subsection applied only to those who could not handle paper. Mr. Wack indicated he would reword the subsection to make clear that this requirement pertains to systems like Automark where the paper ballot must be handled and the voter’s privacy could be compromised.

At this time, the Chair recommended that the Committee consider resolution #39-05 which had been tabled in the morning session. The resolution had been reworded to address Committee member concerns.

Resolution #39-05-revised Offered by:  Dr. Semerjian

Title:  Voter Verified Paper Audit Trail Assignment

The TGDC recognizes that Voter Verified Paper Audit Trails (VVPATs) have been developed in some jurisdictions without guidelines. The TGDC is aware that some states currently require or intend to require the use of VVPATs. 

During its January 18, 2005, meeting, the TGDC received a request from the EAC to develop VVPAT guidelines for use by states and election jurisdictions that have chosen to require VVPATs, so that those states can more effectively implement VVPATs.  Subsequently, the TGDC instructed NIST to develop and submit VVPAT formal requirements as a part of its Voluntary Voting Systems Guidelines (VVSG) technical assistance work product.

The TGDC neither endorses nor opposes the use of VVPAT.

There being no comments or discussion, the Chair asked for a motion to approve resolution #39-05 as revised by unanimous consent. The motion was moved and seconded. The Chair asked for a voice vote. The resolution was adopted unanimously.

As a point of clarification, Mr. Craft asked the Chair for the floor to resolve the issue of the disclaimer sticker that has been affixed to the work products under consideration.

The Chair granted the request.

Mr. Craft proceeded with his point of clarification. “A sticker has been affixed on the cover of our documents that states they are a TGDC work product. I wish the Chair to state on the record that no document is the work product of the TGDC unless and until such document is adopted by vote of the TGDC.”

The Chair so stated for the record. Dr. Semerjian then adjourned the meeting until 8:30 a.m. on Thursday, April 21, 2005.
April 21, 2005: Morning Session # 1

Dr. Semerjian called the meeting to order at 9:00 a.m. After the pledge of allegiance, he recognized Mr. Phil Greene as the parliamentarian for this session. The Chair asked Mr. Greene to call the roll. Mr. Greene reported that twelve members were in attendance and stated that a quorum was present. (Shortly after the roll call, Mr. Elekes teleconferenced in to the meeting. At that time, Mr. Greene noted there were thirteen members in attendance.)

The Chair noted that a revised agenda has been distributed to the members and the public in attendance. “Our goal today is to complete the review and editing of VVSG, Version 1. We will then consider any additional resolutions and plan our next steps as a Committee. If there is time at the end of the day, we will discuss VVSG, Version 2. Yesterday, we approved the conformance clause of VVSG, Version 1. We will begin today’s session with a review of the VVSG sections that have been edited as per the Committee's instructions. We will then vote on those sections. ”

The Chair then asked Dr. Harding to read a letter into the record from the Executive Director of the Florida Governor’s American Disability Act (ADA) Working Group. 

Dr. Harding thanked the Chair. “This letter comes from the Executive Director of the Governor's ADA Working Group in the state of Florida. Subject: Voluntary Voting System Guidelines.  Congratulations on your draft volunteer voting system guidelines. The Technical Guidelines Development Committee has clearly done a tremendous amount of work to ensure that the needs of Americans with disabilities are met on Election Day. The Committee appears to have successfully balanced the needs of the federal standardization with the needs of state staff flexibility to implement the standards in the manner that is appropriate for each state population.  We support allowing flexibility of states to address geographic cultural diversity of its population, such as the Hispanic and Asian population groups. The guidance on personnel and training also allows needed flexibility at the local level to address the needs of the community and particular demographic groups. Many features of the guidelines will inspire voter confidence in the process. They include excellence standards for rigorous electronic and paper validation process, including applying accessible requirements to the paper validation process and the performance testing of equipment and software to provide a foundation for voter confidence in the process. Also, the strong system data telecommunications network security procedures will facilitate voter confidence. The process is set up to allow voter access to the validation process while reinforcing the trust in the reliability of a process and outcomes. We encourage the Committee to consider specifically recommending individuals with disabilities to be actively involved in the quality assurance efforts including accessibility, usability, setup validation, and compliance processes. We also encourage the Committee to look at voting processes as more than the interaction between the individual and the ballot on a given election day. Access to information about election and voting process must be accessible to and usable by individuals with a wide range of disabilities. In order for the guidelines to achieve their full potential, individuals with disabilities need information about how to fully participate in the electoral process. Thank you for your excellent work. The Committee has truly set the standard.”

The Chair thanked Dr. Harding. Dr. Semerjian noted that we have three revised VVSG documents to consider initially - two security sections and the human factors section. 

Mr. Elekes and Ms. Purcell who were participating by telephone requested that the new sections be e-mailed to them. The NIST staff complied.

The Chair called on Dr. Laskowski of NIST’s Information Technology Laboratory and Ms. Quesenbery to review the edited version of Section 2.2.7, Human Factors. 

Ms. Quesenbery noted that there were several places where the recommended edits will require some research. An example is normalizing the language between two standards. Those places are so noted in the revised document. Once that research is complete, the final version will be circulated for the TGDC to review.

Dr. Semerjian recommended that we assume that the simple edits are completed. He suggested that the focus be on the human factors areas where there are still issues or questions.

Ms. Quesenbery raised the issue of the clause in two subsections (2.2.7.1.2.2.6 and 6.0.2.3.2). In both cases it reads, “If the normal procedure includes VVPAT, the accessible voting stations should provide features that enable voters who are blind to perform this function.” She went on to suggest that some legal advice here would be appropriate on the language to ensure that the standard is attainable and complies with HAVA. Mr. Greene agreed to review the clause with Mr. Burkhardt.

Dr. Laskowski began review of the major changes starting on page 2-14 under 2.1.1 where the discussion paragraph was made broader. “It's a more definitive statement, but it allows a broader interpretation of what meets the possibility for Version 1 with the anticipation of narrowing it for Version 2.”

Ms. Quesenbery noted that on pages 2-14 and 2-15, all requirements with “summative usability tests’ have been changed to “shoulds.”

Dr. Laskowski next covered subsection 2.1.5. “The current language reads that an accessible voting station with a color-only electronic image display shall allow the voter or poll worker to adjust the red, green, and blue components of the foreground and background color. We will change that to wording that will allow the voter or the poll worker to adjust the color contrast without specifying that it's the red, green, or blue components.”

The Committee agreed to a rewording to incorporate color and color contrast with the intent of the NASED Technical Bulletin in both 2.1.5 and 2.1.6. 

The Chair noted than any additional edited language to be reviewed after this meeting must be done within 48 hours by e-mail.

Dr. Laskowski noted the next substantive change on page 2-24, subsection 2.2.3. The language still needs to be harmonized with the American Disability Act Guidelines. The Human Factors Subcommittee will ask U.S. Access Board representatives to review the edited language.

Ms. Quesenbery noted that the entire section 2.2.7.3.3.2 was deleted on page 2-34 and page 2-35.

The Chair asked if there were any motions or requests for unanimous consent to change the content of the human factors requirements for VVSG, Version 1, that we have just reviewed.  “Are there any other changes?  If not, there being no further motions to change volume one, section 227, I will now entertain a motion for the TGDC to adopt this draft of section 227 with the noted changes as part of the first set of recommendations –to the executive director of the EAC, subject to change is expressed in any motions that we have adopted today that express the applied to section 227, which changes shall be made pursuant to TGDC resolution number 37-05.”

A motion was made and seconded. 

The Chair asked for a roll call vote. Mr. Greene reported that the motion passed 13 Yes-0 No.

The Chair requested Mr. Wack to provide a report of revisions to VVSG, Section 6.0.1.

Mr. Wack reviewed the instructions from the Committee to keep the Overview for Independent Dual Verification (IDV) in the body of the document. “We removed the remaining text in the overview that described different types of IDV systems. And then we kept the core definitions for IDV systems. And then we removed the remaining definitions for different types of IDV systems.”

The footnote on page 6-4 was deleted as well as subsection 6.0.1.1.1 describing single record election systems.

The Chair recommended that the appendix contain all the revised material in 6.0.1.1even if it is redundant, “so that it does not leave part of the discussion or part of the preamble out. It is repeated. But if somebody simply looks at the appendix, it will not be missing part of the information.”

Mr. Wack reviewed which sections were extracted to the appendix and which subsections were deleted. The footnote on page 6-4 was deleted as well as subsection 6.0.1.1.1 describing single record election systems. Subsection 6.0.1.1.3 was extracted. Finally, Sections 6.0.1.3, 6.0.1.4, and 6.0.1.5 were all extracted to the appendix.

In answer to a Committee member, the Chair noted that a final copy of the document will be made available to the TGDC. “Once we get through some of these clarifications after this meeting, we will create a new document where the numbering will be done in a consistent manner. And we will make sure that all the Committee members get a copy. Of course, that will also be the text that will be sent to EAC.”

The Chair asked if there were any more motions or requests for unanimous consent to change the content of the Overview of Security Requirements for VVSG, Version 1, that was just reviewed. “There being no further motions to change VVSG, Version 1, Volume 1, Section 6.0.1, I will now entertain a motion for the TGDC to adopt this draft of Section 6.0.1 as part of its first set of recommendations to the Executive Director of the EAC, subject to changes expressed in any motions we have adopted today that expressly apply to Section 6.0.1.”

A motion was made and seconded. The Chair asked Mr. Greene to take a roll call vote. The motion passed on a vote of 13 Yes-0 No.

Mr. Wack then asked the Committee if it was acceptable to pick up Section 6.0.2 editing with the subsections that have yet to be reviewed. Hearing no objection, Mr. Wack began with subsection 6.0.2.6.  

As a point of information, Dr. Williams noted that NASED recently approved a voting system that seems to violate the discussion under this subsection. “The Sequoia reel-to-reel system was approved by NASED with the condition that the paper record not contain any information that identified the voting station. The reason for that being that if you can identify the voting station, then you can use that information plus the order of voting to identify individual's ballots. So the thinking was that if there was no identification of the voting station, you could not identify a reel of paper with a voting station. Then you couldn't identify a ballot with a voter.”

The Committee began a discussion of the conflicts between privacy auditing / verification capability. The concerns centered on protection of privacy using a reel-to-reel paper system.

Without objection, the Chair recommended revised language for Section 6.0.2.6. “I suggest that we change the language to read, ‘The voting station shall be able to include an identification of the particular election, voting site, precinct, and voting station.’ Under discussion, I would add to the first sentence, ‘some of this information may have to be excluded to protect voter privacy.’"
A Committee member had concerns with subsection 6.0.2.6.5.1. He noted that most manufacturers are not using a common format. A recommendation was made to insert a period after “proprietary format” and delete the rest of the sentence.

A Committee member recommended deletion of the phrase “as specified by local law in subsection 6.0.2.7.1.2.” 

Mr. Craft expressed concern over subsection 6.0.2.7.1. “This is very much a restriction in design.  It provides that the voting station shall communicate with its printers over a standard publicly documented printer port using a standard communication protocol. That tends to imply that the printer is to be separate from the voting station, and that vendors would be precluded from building printers into their voting stations.”

After further discussion, the Committee agreed to edit the language in subsection 6.0.2.7.1 to read, “The voting station shall provide a standard publicly documented printer port or the equivalent using a standard communication protocol.”

A recommendation was made and accepted to delete the last part of subsection 6.0.2.7.1.4 after the semicolon.

A recommendation was made and accepted to delete subsection 6.0.2.7.2.1 since the requirement is adequately covered in the revised subsection 6.0.2.7.1.1.

Mr. Craft expressed concern with subsection 6.0.2.7.2.2. “We want a highly reliable printer which will be a separate module from the voting station which now must enable the voting station to detect errors and malfunctions such as paper jams and low supply of paper and ink. I don’t think it’s out there. If our intention is to support those states that have decided to adopt VVPAT by giving them a standard for how these devices should be created, I’m not sure we’re doing it.”

Secretary Davidson agreed with Mr. Craft’s remarks. She recommended changing the ‘shall’ to a ‘should’ in subsection 6.0.2.7.2.2.

Dr. Williams expressed concern for the availability of printer equipment to meet the standard.  These are things that really should be there if you are going to have voter-verifiable paper audit trails. I’m just concerned that we really do not know what effect this is going to have on the systems that Nevada and California are currently planning to rely on for the 2006 elections. I think perhaps we need to determine what that will be. I think we have engineers from the companies in the audience. We could perhaps on the break see if the two companies that are particularly affected, see this as being something they can meet or that they already do meet.” 

The Chair responded to this comment. “I do not think we are here to basically approve the operations of currently available equipment. If that is all we’re here for, then we are wasting everybody’s time. We are here to set minimum requirements to establish trust and confidence in voting systems. If there is equipment out there that may have been purchased by certain states that don’t meet those criteria, I do not think it is our function to basically approve their continuing operations.” 

Dr. Semerjian asked the Committee members to consider his statement and then adjourned the meeting for a twenty-minute break.
April 21, 2005: Morning Session # 2

The Chair called the meeting back to order. He recognized Mr. Craft.

Mr. Craft responded to previous comments concerning subsection 6.0.2.7.2.2. “Mr. Chairman, you challenged us to think about it during the break and come back to discuss it. In consultation with the engineers here from ES&S, Sequoia Pacific, and Diebold, all three gentlemen agree that number one, the goals for functionality and security and reliability that we have put into this standard are quite desirable. They all agree that the functions that we are calling for are doable.  They are very concerned, though, that the functions that we are calling for with the design limitations that we are putting on the solutions are not doable. I think that needs to be addressed in very short order. I do not know if it’s a product that we can do as a committee. We need to come back, though, to the basic premise of nonrestrictive design. If you want a printer that can print in multiple languages and different-sized fonts, that becomes a fairly sophisticated printer.  If you also want a printer that, perhaps, can process and export part of the data to an audio file to start dealing with the accessibility issues, the device becomes almost a freestanding computer in and of itself. I think we need to concentrate on the functional requirements and then leave design elements open to the creativity of the people who have to meet those requirements.”

The Chair noted that these comments were in keeping with what the Committee is trying to do in terms of performance-based standards. “Of course, in some cases, to set performance standards, you need benchmarking. You need research and data, some of which is not currently available.  In those cases, I thought we were trying to set some design specifications with the understanding that the next step would be to migrate towards performance-based standards. Certainly, that is the desire and the intention of this committee.”

Dr. Williams made a related observation. “I think it is the same thing we have been facing all along. We have this complexity of solutions and the fact that nothing is ever going to be perfect.  You can have an intelligent printer that is programmable, and you can then provide all kinds of safeguards we are talking about for processes and procedures. Frankly, as you move forward in the future, if you had a programmable printer, then you probably have your dual verification approach because you can build a lot of that into the printer and you can have the actual records in the separate locations. You don’t have that today, but ultimately, I bet that is the way it may evolve.”

Considerable discussion ensued on transition issues and responsibilities of the TGDC, EAC, and NIST as well as state and local governing authorities. Dr. Williams noted that many jurisdictions need practical guidance immediately. “There are over 48 million people in this country today that vote on punch card and lever voting machines. They have been directed by HAVA to do something about that. That is 615 jurisdictions. Those are the people that are looking to us for guidance right now.”

Mr. Craft agreed with the need for this guidance. “Mr. Chairman, that is , I think, the essential component to this equation, namely,  how do we move those voting precincts forward as well as set the standards in a visionary kind of fashion. I think that is the heart of our mission before next week.”

The Chair recognized Ms. Paquette representing the EAC Commissioners. “Mr. Chairman and members of the TGDC, I would simply like to observe that the EAC is looking for advice and guidance from the TGDC. We cannot make decisions about transition effective dates for the standards. These are issues that we are all wrestling with. The EAC needs the advice of this body. We will certainly be looking for the advice from our Board of Advisors and our Standards Board. So we certainly welcome any input that the TGDC would like to make to this very important set of decisions that the EAC is going to have to deal with. Thank you.”

The Chair asked Mr. Wack to conclude with the review of the VVPAT requirements. 

The Committee agreed to change the “shall” to a “should” in both subsections 6.0.2.7.2.2 and 6.0.2.7.2.3.

Dr. Williams and other Committee members raised concerns over subsections 6.0.2.7.2.5, 6.0.2.7.2.6, and 6.0.2.7.2.7. These requirements were viewed as election management functions. After considerable discussion, a motion was made and seconded to strike the three subsections. A higher-level requirement will be drafted to address availability, storage, and reliability of printers and printer consumables.  
The Chair requested unanimous consent. The motion to strike the three subsections was approved by a unanimous show of hands.

On consideration of the final VVPAT subsection 6.0.2.7.4, Mr. Craft suggested replacing “manual auditing” with “verification, reconciliation, and recounts” and also deleting “machine auditing” and “manually.” There was no objection. 

A recommendation was made to add language to subsection 6.0.2.7.2.4.1 to deal with short duration thermal overstress of paper and ink. It was noted that the 1990 VSS referenced standards for punch cards based on the Textile and Paper Producers Association guidelines. Mr. Berger suggested that NIST staff consult the IEC 721 and 731 series for these overstress requirements. The IEC 68 series covers applicable tests.

Secretary Davidson raised an overlooked issue regarding subsection 6.0.2.6.8.4 dealing with scanners and bar coding. Committee members shared her concern that the voter may believe that there may be personal information of some sort in the bar code. There is a need for a method of assurance that there is nothing identifying the voter in the bar-coded information. Scanners are one method but can be cost prohibitive and read only part of the information. 

A recommendation was made and accepted to delete subsection 6.0.2.6.8.4. 
Secretary Davidson also had concerns over whether the Committee had adequately covered all subsections where “shalls” needed to be changed to “shoulds.”  

Another Committee member noted an example to buttress Secretary Davidson’s concern; subsection 6.0.2.6.4 on page 614 regarding digital signatures could be made a “should” for more parity with parts of the standard where we don’t yet require these signatures.

At the suggestion of Ms. Quesenbery, Mr. Wack agreed to review the entire section and bring back possible revisions of “shoulds” to “shalls” for theTGDC to consider after lunch.
The Chair reviewed the editing changes for the VVPAT subsections one last time for the record. “Let me suggest this. Now that we’ve made all the changes in this section and you have the document in front of you, you can go back and compare them to your notes from yesterday to assure yourself that all the suggested changes were made appropriately and then we can bring the VVPAT section up for a vote after lunch.”

The Chair then called on Mr. David Cypher of NIST’s Information Technology Laboratory to present his report on the Wireless Section of the VVSG.

Mr. Cypher made the following points in his presentation: 

· The goal for this Section of the VVSG is to address TGDC’s resolution #35-05 by reaching a common understanding of the subject (wireless communications devices) :

· by providing background information, and
· by identifying technical requirements for the use of wireless communications devices.
· Most of the requirements are simply reemphasizing the existing requirements of the VSS 2002 or address current implementations of wireless communication usage. 

· Wireless technology is ever evolving as is its security vulnerability. Therefore, its use is a perpetual risk needing to be evaluated.


Dr. Williams raised a concern on the introductory narrative for this section. Specifically, he was concerned that lines 27-32 on page 6-50 were opinion. Mr. Cypher indicated that, in fact, one cannot secure a wireless device by physical means if the wireless is going to a base station.
Mr. Craft   recommended that the language of TGDC Resolution #35-05 replace the text in lines 27-32 on page 6-50. Ms. Quesenbery noted the resolution’s specific language. “The TGDC has considered the advisability of using wireless technology within voting systems from a securities perspective. It is concluded that, for now, the use of wireless technology introduces severe risk and should be approached with extreme caution.”

Mr. Williams endorsed this recommendation, and Mr. Cypher agreed to make the edit.

Mr. Craft recommended deleting lines 8-4 on page 6-50 to narrow the scope of the definition of ‘wireless.’ Mr. Craft also recommended deleting the text on line 21 through line 23, beginning with “Also” and ending with “accuracy.”

Considerable discussion ensued on an adequate definition of ‘wireless’ and the lack of an adequate definition in Section 5, Telecommunications, which remains unchanged from the 2002 VSS. 

Mr. Berger suggested some appropriate language. “The  wireless definition in Section 5 may deserve some reworking; probably something along the line of transmission of data through an unsecured network. And in wireless, we are talking about intentional transmission of data in an unsecured conduit, you know, over the air.”

The Chair noted that it is too late to edit Section 5. Endorsing Mr. Berger’s definition for Section 6.0.3, Dr Semerjian recommended that the following language be appended to the end of the sentence on line 21, page 6-50: “this normally covers the entire electromagnetic spectrum including radio frequency, infrared, and microwave. For the purposes of this section, we are referring to wireless systems used for communications between the components of a voting system.” 

The Committee agreed to the edited definition. Mr. Cypher moved on to the specific wireless requirements.

Mr. Craft expressed concern over subsection 6.0.3.2.2. That is a problem for at least one of the current voting systems which relies on an infrared data stream to activate a voting terminal and, very frankly, if that infrared device can no longer communicate, then that particular machine will not work. So it is never going to function if wireless infrared is not available to it. Without the infrared communication from a Personal Electronic Ballot (PEB), you cannot activate an ES&S Ivotronic system. ” 

Considerable discussion ensued on single points of failure, hostile environments, and closed systems. Dr. Harding recommended making the “should” into a “shall” in this subsection. I think this is a question along the lines of the human factors subcommittee subsections, where we need a “should” intended to move to a “shall” here. I think letting the vendors digest this a bit, give us some feedback, and then move towards this requirement. In my mind, this is one of these transitional issues.” 
The Chair also recommended the change in subsection 6.0.3.2.2 to a “should.” The Committee agreed.

Dr. Williams noted that subsection 6.0.3.2.4.1 needed to include reference to the independent testing authority. He indicated that the National Voluntary Laboratory Accreditation Program (NVLAP) held the responsibility on the method of testing including the requirements for appropriate subject matter experts. The Committee agreed to adding “testing authority” to this subsection.

The Committee then agreed by unanimous consent to delete subsection 6.0.3.2.4.1.

Mr. Berger recommended striking subsection 6.0.3.2.6 in its entirety. A discussion ensued on Blue Tooth protocol, frequency hopping, and tolerance level of frequency interference.

The Chair recommended moving this subsection to the preface. “Instead of this being an item under radio frequencies, perhaps some comment like this could be part of the preamble, not so much as a requirement. Yet, it would establish awareness that these are issues of concern worthy of attention.” 

The Chair recognized Mr. Skall for a point of clarification.

Mr. Skall thanked the Chair. “I am concerned there might be a misperception about something that we have discussed before. In my overview and in the conformance clause, we have talked about requirements for voting officials. We have said these are not mandatory requirements. These cannot be tested, and we are going to put them in an appendix for best practices. When these voluntary requirements come up here, in some instances we have had objection to them, reasoning that they do not belong in this part of the VVSG. We have discussed this at the last meeting, and we discussed this again at this meeting. These requirements for voting officials are not requirements in a sense the others are requirements, and we made that clear in the conformance clause. They are best practices for voting officials. We put them there because we obviously think they are important. If the voting official does not turn off the wireless capacity, for instance, you are going to have problems. We are not telling election officials how to do their job, but they are best practices they can use. And I guess I am concerned by eliminating some of these requirements arbitrarily, we are not being consistent here. I would like the Committee to just think about why we are eliminating some requirements and not others, again understanding these are not testable requirements that affect conformance. Thank you.”

The Chair adjourned the TGDC for a one-hour lunch break.

April 21, 2005: Afternoon Session # 1

Dr. Rivest called the meeting to order. He noted Dr. Semerjian was just called away on a family emergency and appointed Dr. Rivest to chair the afternoon TGDC sessions. Dr. Rivest asked for unanimous consent of the Committee to act in that capacity. The Committee so agreed.

The Chair recognized Dr. Harding. 

Dr. Harding requested that NIST consider other venues “outside the beltway” for future TGDC meetings to reach more of the public that have an interest in the proceedings. He suggested California, Florida, or Colorado. Secretary Davidson concurred and noted that NIST has a facility in her state of Colorado.

The Chair stated that he would take their request under advisement and thanked the members. He then asked Mr. Greene to take a roll call attendance.

Mr. Greene reported that ten members were in attendance and that there was a quorum present.

The Chair asked Mr. Cypher to continue with a review of the wireless requirements on page 6-53.

Dr. Harding offered a suggestion regarding this highly technical portion of the document. “I would suggest that perhaps by the end of the day we should agree that we need to come up with an input and an output on the layman’s level so the average voter understands what the intent is and what the expectation is and how they are derived. This information would then be placed in another section so as not to confuse the average voter and the average poll worker.”

The Chair agreed that this area of clarity and accessibility was very important.

Mr. Berger also agreed with Dr. Harding and noted, “It may be better for the Committee if we did the layman’s language off line and brought it back rather than trying to hammer it out here.”

A discussion ensued among Committee members on whether the section needed to be rewritten or just repartitioned along the lines of Mr. Skall’s remarks before lunch. The Committee agreed to proceed through the wireless requirements to determine what should be kept in this section as a minimum and then organize them appropriately.

Discussion reverted to the text of Section 6.0.3.2.6, Radio Frequencies. Mr. Craft had made a motion before lunch to strike this entire section. Dr. Williams seconded this motion. The Committee discussed the possibility of an informational document explaining the issues here that could be added as an appendix.

The Committee voted unanimously by voice vote to strike Section 6.0.3.2.6 in its entirety. Ms. Quesenbery then made a motion to include this material in the preface of Section 6.0.3, understanding that the material would be rewritten to be more understandable to the average voter. The motion was seconded and passed by voice vote unanimously.

Mr. Cypher then reviewed Sections 6.0.3.3 and 6.0.3.4.

The Chair recommended that the words “and authenticated” be added after the word “encrypted” in Section 6.0.3.4.1 and subsequent subsections. “Encryption is the common technique for providing confidentiality. A message authentication code or a digital signature is the common cryptographic techniques for providing authentication. The section just talks about confidentiality as encryption and neglects the very important concern about integrity. And so I suggest that we add the words “and authentication” there, leaving the technique again up to the vendors on how it has to be provided.”

Mr. Berger made a motion to support this recommendation and also change “wireless coupling” on line 39 pages 6-55 to “wireless t-coil coupling” and line 53 on page 6-56. The motion was seconded.

Mr. Craft made a point that Section 2.2.7 will need to be updated to reflect the terminology changes in this motion. The Committee agreed.

On a voice vote, the motion passed unanimously with the additional change recommended by Mr. Berger. The Committee noted that the additional relevant subsection included in this motion is 6.0.3.4.1.2.

Mr. Cypher reviewed Section 6.0.3.5. Committee members recommended some editing for clarity in this section and its subsections where complex sentences were broken into clauses.

My Cypher noted that Section 6.0.3.6 had been extracted from the 2002 VSS with the addition of subsection 6.0.3.6.2.1 promoting good design.

The Chair asked if there were any more motions or requests for unanimous consent to change the content of the wireless requirements section of VVSG, Version1, just reviewed. “There being no further motions to change VVSG, Version 1, Volume 1, Section 6.0.3, I will now entertain a motion for the TGDC to adopt this draft of Section 6.0.3 as part of its first set of recommendations to the executive director of the EAC, subject to changes expressed and any motions we have adopted today expressly applied to Section 6.0.3, which changes shall be made pursuant to TGDC resolution number 37-05.”

The motion was made and seconded. Mr. Greene took a roll call vote. The motion passed 9 Yes-0 No.

The Chair recognized Mr. Greene to make a statement for the record. “This is for the benefit of our audience members, both via Internet, as well as those present. There has been reference to conversations which took place over lunch; these conversations being one-on-one conversations between members of the TGDC and perhaps members of the audience, as well as among themselves. Since we are a federal advisory committee, I want to assure the audience members that no decision making has taken place outside the public confines of this meeting. All decisions which have been made by the TGDC are being made and fully discussed on the record. So despite those references to those legally conducted one-on-one conversations, I want to assure everybody we are in compliance with the Federal Advisory Committee Act.”

The Chair thanked Mr. Greene.

The Chair asked Mr. Nelson Hastings of NIST’s Information Technology Laboratory to review Section 6.0.4, Distribution of Voting System Software and Setup Validation.

Mr. Nelson made the following initial points in his presentation:

· VVSG Section 6.0.4 responds to TGDC resolutions 15-05, Software Distribution, and 16-05, Setup Validation.

· The goal for software distribution is to determine whether the identified voting software has been distributed without modification.

·  The goal for setup validation is to ensure that the system only contains authorized voting software, and that no unauthorized voting software is installed and the systems are in the proper initial state.
· Since the March TGDC meeting, the two previous documents have been combined into one document.

· The detailed analysis and scope that was in the previous two documents were removed or reduced to improve readability.

· The correspondence between the requirements in the 2002 VSS  and IEEE P1583 that were included in the March documents have been removed to reduce the complexity of the document. However, those relevant sections in the 2002 VSS and IEEE P1583 were considered during the development of these requirements.

Mr. Hastings began a review of each subsection starting on page 6-60.

Mr. Craft had concerns with subsection 6.0.4.1.2.4. He recommended adding source code for the software build to this requirement. 

The Committee discussed at length the software that is stored at the National Software Reference Library (NSRL) as well as the software that is reviewed by the independent testing Authorities.

The Committee also discussed the installation of qualified software by systems administrators and vendor certification of software. 

Mr. Craft made a motion to reword subsection 6.0.4.1.4.4 to read, “The voting system equipment shall be designed so as to allow the system administrator to verify that the software is qualified software by comparing it to reference information produced by the NSRL or other EAC-accredited repository.” The motion was seconded.

Mr. Craft explained his rationale. “The intent of this is that nothing in the system design shall preclude and perhaps it will even facilitate the system administrator in their task of validating their system at any time they want to do it.”

At the end of comments, the Chairman called the question. The motion passed by voice vote unanimously.

A Committee member noted that subsection 6.0.4.2.1.1.6.1 is algorithm-dependent and should be reviewed for future versions of the VVSG.

Mr. Hastings then reviewed Section 6.0.4.2.2. “6.0.4.2.2 basically says that the NSRL and repositories will make reference information available on the ‘write once’ media as well as its associated documentation so that people can know how it was created and know what they're getting.”

Dr. Williams made a recommendation to move subsection 6.0.4.2.2.1 to the best practices appendix.

The Committee then discussed at length Section 6.0.4.3, Setup Validation Methodology Requirements. 

Mr. Craft expressed his concern with subsection 6.0.4.3.1. “I would like to see 6.0.4.3.1 struck in its entirety and replaced with a requirement that vendors provide in their user documentation a process for validating that the system is in fact a qualified system which will include at a minimum a list of all files making up the system; additional files that would be created during system use; and basically, any steps in process. I think the vendors have to present their users with the process that has to be documented, the information has to be there.”

The Chair commented. “Technically, this is a challenging problem because you’re talking about validating the system to set up properly in a situation where we do not know if the system has the correct software. So you can’t trust the software that’s running on the system to help you with a check when you are starting off. I think some of the detail that went into this section actually reflects the technical challenges there of adjusting that difficulty.”

Dr. Williams offered a practical recommendation. “In the area of best practices, generally you want the vendor to install the system and the reason for that is because of warranties. If you install the system or anybody other than the vendor installs the system, then you have problems. The vendor will come back and say you did not install it correctly. So our practice is to let the vendor install the system. And then when they finish, we go out with our validation tools and validate that what they have installed is in fact what it's supposed to be.”

An extended discussion ensued on software installation, configuration, and validation. (At this time, Dr. Semerjian returned to the meeting).

Mr. Craft offered the following clarification. “Validation is identical in steps and goal whether you do it during your install, five minutes after your install, or five years after your install. You have to be able to walk up to a system, sit down, do an analysis, and validate the code on it. That should be done as part of the acceptance testing when a system is purchased and installed. It should be done any time there is a question as to a loss of custody or corruption of the software.  It should be done anytime there’s an upgrade to the software. Validation is validation.” 

Ms. Quesenbery, as a point of clarification, asked whether the validation issues in Section 6.0.4.3 applied to existing voting machines or future systems.

Dr. Harding and Secretary Davidson agreed with Ms. Quesenbery on the issue especially with regard to the complexity of it.

Dr. Rivest offered a clarification. “The proposal that is drafted here by the NIST staff says that the vendor shall provide a mechanism and this will be part of the package they specify. The difficulty of implementing that package is part of what you evaluate when you look at the voting systems. So hopefully the vendors would provide reasonably simple process. I have no reason to think that this needs to be a complicated process.”

Mr. Craft had concerns for the election officials. “I think it is being made more complicated than a local election official and their system manager can deal with. I think it, basically, is more complicated than anything needed to mitigate the risk that we are trying to mitigate. We have got the National Software Reference Library piece set up. We have got the ITAs. We have got a chain of custody from the ‘witness compile’ to the end user. There has to be documentation, and it has to be verified in the system testing piece by the ITAs to verify that, in fact, following the users documentation, you can properly install this system. I am not sure that we need to make it any more complicated than that.”

Dr. Rivest explained his point of view. “I think there is a need for having some complexity here in the sense that, any computer security fellow or woman will tell you that you cannot have a system test itself. If the system has been hacked, it cannot test itself. You cannot do a directory listing and trust the results and so on. So the complexity we’re talking about is intrinsic to the issue.” 

Dr. Williams inquired whether in fact you are gaining any more protection with these requirements than you are already getting using hashing algorithms.

Mr. Craft made a motion to reword Section 6.0.4.3.1 to say, “Vendor shall provide user manuals with the process to correctly install the system, to verify that the system has been correctly installed, and has not been modified, using the NSRL or other EAC-named repository,” and strike all subsections 6.0.4.3.1.1, 6.0.4.3.1.1.2, 6.0.4.3.1.1.3, and all of 6.0.4.3.1.2 and subsequent subsections through line 35 on page 6-68.

The motion was seconded. 

Significant discussion ensued. Then the chair called for a roll call vote.

Mr. Greene reported the roll call vote 7 yes-4 no. The motion failed to pass with the needed eight votes.

 A motion was made to reword subsection 6.0.4.3.1.1.1 to read, “The process used to verify software should not require the execution of software installed on the voting system being inspected.”

The motion was seconded and passed unanimously on a voice vote.

Mr. Hastings then reviewed Section 6.0.4.3.2. “Setup validation methods shall verify that the registers and variables of the voting system contain the proper static and initial values.”

Mr. Craft inquired whether this was requirement to print a zero report before every election.

Dr. Rivest indicated it was more than a zero report. “If there are other static variables in the system, such as a plus 1, you want to make sure that it is plus 1 and not plus 2 or 3. That is the essence of this. But it is based on the zero report concept.” 

Secretary Davidson made a recommendation to change the “shall” to “should” in Section 6.0.4.3.2.

Ms. Quesenbery made a motion to change the “shalls” to “shoulds” in subsections 6.0.4.3.2.1, 6.0.4.3.2.3, and 6.0.4.3.2.4 but to keep Section 6.0.4.3.2 and subsection 6.0.4.3.2.2 as “shalls.”

The motion was seconded and passed unanimously on a voice vote.

Mr. Hastings reviewed the last requirement, Section 6.0.4.3.3.

The Chair noted that this requirement would move to the “best practices” section of the VVSG.

The Chair inquired if there were any more motions or requests for unanimous consent to change the content of the software distribution & setup validation requirements for VVSG, Version 1, that were just reviewed. There being no further motions to change the VVSG, Version 1, Volume 1, Section 6.0.4, Dr. Semerjian entertained a motion for the TGDC to adopt this draft of Section 6.0.4 as part of its first set of recommendations to the Executive Director of the EAC, subject to changes expressed in any motions adopted today that expressly apply to Section 6.0.4 which changes shall be made pursuant to TGDC Resolution 37-05.

A motion was made and seconded. 

A point of clarification was requested on the language “should not require” used in subsection 6.0.4.3.1.1.1.

Ms. Quesenbery suggested an editorial rewrite of the subsection to read, “The process used to verify software should make it possible to perform this verification without requiring the execution of software…”

The Committee agreed to view this change as part of the final editing process.

Mr. Greene called the roll for the motion on the floor. The motion to adopt Section 6.0.4 passed 11 Yes-0 No.

Mr. Skall raised a question to the Committee concerning editing instructions for NIST staff with respect to the location of all non-mandatory requirements for voting officials within the document. Should all of these requirements be moved to a best practices section and out of the main sections of the VVSG? 

Ms. Quesenbery offered a recommendation. “I would like to speak in favor of leaving them somehow in this section. I realize that leaving semi-informational material in the body of the standards document poses some structural problems from the point of view of well-formed standards. However, I think that in the case of this type of standard, and especially in 2.2.7, the accessibility and usability sections, there are times when the actions of voting officials following the best practices that we are prescribing whether with ‘shoulds’ or ‘shalls’ is really integral to not just the letter but the spirit of the standards that we are creating. I would be happy to vote on something that said we would somehow mark them to identify them, but I really don’t want to see them removed from the main sections.”

After some discussion, Ms. Quesenbery made a motion for requirements where the only responsible party is voting officials; that these “informative” requirements be left within the main sections of the VVSG, and “that they be identified with some clear statement such as ‘bracket, best practices, bracket’ so that readers of this document, no matter where they begin in the document, can be very clear of the intent of the inclusion of those materials.”

The motion was seconded.

Discussion ensued on the instances when there are two responsible parties. The Committee agreed that, in these instances, the requirement will be split out for each responsible party in a way that it is clear which party has a mandatory requirement followed by the informative requirement. 

The motion as proposed by Ms. Quesenbery to keep informative requirements for voting officials within the main section of the VVSG passed unanimously on a voice vote.

The Chair adjourned the meeting for a twenty-minute break.

April 21, 2005: Afternoon Session # 2

The Chair called the meeting back to order. A quorum of ten members was in attendance.

Mr. Wack began a review of Section 6.0.1, VVPAT.  The members requested several minutes to review the revised document. In addition, the revised section was e-mailed to Mr. Elekes and Ms. Purcell participating by teleconference.

Ms. Quesenbery and Mr. Berger noted a change on page 6-12, line 19 that would require further editing and inclusion of an explanatory note.

Mr. Wack recognized the necessary edit. “The requirement should read, ‘When the voter is responsible for depositing a paper record in a ballot box, the accessible voting station shall maintain the privacy and anonymity of voters unable to manually handle paper.’”

The Chair noted this recommendation as a future edit for the final document.

Mr. Craft noted another edit. “Section 6.0.2.6.1 as written implies that all cryptographic software in the voting station shall been approved by the U.S. Government’s crypto module validation program. We understand the intent of that is if the voting station makes use of one of the validation modules approved by the U.S. Government crypto module validation program (CMVP), the implementation chosen will be the specific one approved by the program.”

After discussion, Mr. Craft recommended a rewrite to include the sense of the original intent that “if the voting system uses cryptographic algorithms, whose implementations are approved by the U.S. government’s crypto module validation program, then the vendor is required to use one of the implementations approved by the CMVP.”

Mr. Wack noted the edit.
The Chair then asked if there were any more motions or requests for unanimous consent to change the content of Section 6.0.2, Requirements for Verified Paper Audit Trails. “There being no further motions to change VVSG, Version 1, Volume 1, Section 6.0.2, I will now entertain a motion for the TGDC to adopt this draft of Section 6.0.2, Requirements for Voter-Verified Paper Audit Trails, as part of its first set of recommendations to the Executive Director of the EAC, subject to any motions adopted today that expressly apply to this section, which changes shall be made pursuant to TGDC Resolution number 37-05.”

Ms. Quesenbery moved the motion, and it was seconded. 

The Chair called for a roll call vote. The motion passed 10 Yes-0 No.

The Chair then turned to Appendix A, the glossary, for review. 

Mr. Craft had concerns with the current definition for ‘absentee ballot.’ After much discussion, the Committee agreed to a modification of this definition to read, “ballot prepared or designed for an absentee voter. Definition of an absentee ballot is jurisdiction dependent.”

The Chair asked if there were any further motion of requests for unanimous consent to change Appendix A. There being no further motions to change VVSG, Version 1, Volume 1, Appendix A, I will now entertain a motion for the TGDC to adopt this draft of Appendix A as part of its first set of recommendations to the Executive Director of the EAC subject to changes expressed in any motions we have adopted today that expressly apply to Appendix A. We did make one change. These changes shall be made pursuant to TGDC Resolution 37-05.”
A motion was made to adopt Appendix A with the modification to the definition of “absentee ballot.” The motion was seconded.

Mr. Greene took a roll call vote. The motion passed 10 Yes-0 No.

Mr. Elekes suggested an editorial change in the citations for the glossary on page 39 with respect to the Americans with Disabilities Act of 1990 and section 508 to check the correct dates for both citations.

The Chair duly noted these edits.

The Chair asked if there were any motions or requests for unanimous consent to change VVSG Volume 2, Appendix C, Qualification Test Design Criteria, as modified. Hearing none, the Chair entertained a motion to adopt this draft Appendix C of VVSG, Volume 2, as part of its first set of recommendations to the Executive Director of the EAC, subject to changes expressed in any motions adopted today that expressly apply to Appendix C. These changes shall be made pursuant to TGDC Resolution 37-05.
A motion was made and seconded. The Chair called for a roll call vote. 

Mr. Greene reported that the motion carried by a vote of 11 Yes-0 No.

The Chair then entertained a motion to adopt the draft of the entire VVSG document including all sections modified and unmodified. A motion was made and seconded.

Mr. Gannon requested that some additional references be included in Appendix B referring to extensible markup language. He will provide those citations. The Chair agreed.

Dr. Harding had questions concerning the transmittal letter that will go along with the document to the EAC. The Chair welcomed input from all TGDC members on the content of the transmittal letter.

The Chair asked for a roll call vote to adopt VVSG, Volumes 1 and 2, in their entirety. 

Mr. Greene reported that the motion passed 11 Yes-0 No. 

The Chair congratulated the TGDC Committee members and the NIST staff on the accomplishment. Noting that the Committee did not have time to review the draft of VVSG, Version 2, he entertained a motion for the three TGDC subcommittees to continue their work on VVSG, Version 2.

Dr. Harding made the motion. 

Ms. Paquette asked to comment on this matter. “HAVA does not say anything about a Version 2.  It only refers to initial recommendations. I don't think we've totally researched this legislatively or legally at the EAC, but I believe there is a thought process at the Commission that there may be a resolution on the part of the Commission to continue the TGDC and continue this work.  But our general counsel will have to look into that.”

The Chair then recommended that the TGDC wait for further guidance from the EAC.

Discussion ensued on the next date for the TGDC meeting. Secretary Davidson invited the Committee to meet in Colorado. The Chair thanked Secretary Davidson and indicated he would take the invitation under advisement.

At this time, Mr. Craft proposed to introduce three resolutions for consideration by the TGDC. He read the first resolution for the Committee.

Resolution #40-05  Offered by: Paul W. Craft

Title: 
Safe Harbor for Voting Systems Purchases under HAVA

The Technical Guidelines Development Committee recommends that the EAC: 

· take steps to immediately publish a Safe Harbor List of voting systems qualified by NASED or the EAC under the 1990 or 2002 Federal Voting Systems Standards which can be  purchased in a configuration which will meet the requirements of the HAVA for use after January 1, 2006;  

· recommend that jurisdictions purchasing systems off the Safe Harbor List create purchasing contracts that include mandatory upgrades to their voting systems as new revisions of the Voluntary Voting Systems Guidelines become effective;

· remind election jurisdictions that the presence of a system on the Safe Harbor List only indicates compliance with HAVA but does not address compliance with individual state and local requirements, and does not override any state or local requirements for voting systems; and

· update the Safe Harbor List weekly or as new systems become qualified.


The motion to consider was seconded for the sake of discussion.

The Chair noted that it was the legal opinion of general counsel that the last three items were out of the jurisdiction of the TGDC.

Mr. Craft elaborated. “I’d just like to add that, according to the legal opinion from our general counsel, the last three items are outside the jurisdiction of authority, however you want to say it, of the TGDC. All four items, Mr. Chairman, are aimed at answering a question which we have brought up in discussions here several times in the last two days and which a number of people have been asking members of this Committee. The question is how do you transition to the new systems?  How do you transition to the new standards? What are these jurisdictions out there waiting to buy equipment to do? Basically, we are providing a suggestion to the EAC as to how they might do this. And I don’t really find that it is inappropriate for us to give them a recommendation.”

Considerable discussion ensued. The responsibilities of the EAC Standards Board and Board of Advisors were considered with regard to the resolution’s recommendation.

Mr. Craft withdrew the Resolution and the subsequent two resolutions before a vote. 

Resolution #41-05  Offered by: Paul W. Craft (Withdrawn)

Title: 
Grandfathering of Systems

The Technical Guidelines Development Committee recommends that the term “Grandfathering” be abandoned by NIST and the EAC. Grandfathering implies excusing the inability of older systems to meet new standards within the evaluation and qualification process. The process of qualification is the evaluation of systems against the standards which are current at the time of evaluation. Once a system is qualified, it does not lose qualification when the standards change or when the new Voluntary Voting Systems Guidelines become effective. Systems would only be disqualified for cause.  Examples of cause are a change in functional requirements which a previously qualified system cannot meet, discovery of an anomaly in the system which makes it unfit for election use, or emergence of a security threat which compromises the system.

Resolution #42-05  Offered by: Paul W. Craft (Withdrawn)

Title: 
Applicability of the Voluntary Voting Systems Guidelines

The Technical Guidelines Development Committee recommends that the EAC make the new Voluntary Voting Systems Guidelines applicable only to qualification of new voting systems or modifications to previously qualified systems after the effective date of the Guidelines.  

It was the sense of the Committee that Dr. Semerjian include in his comments to the EAC Board of Advisors the concerns expressed in the resolutions initially offered by Mr. Craft.

The Chair took this under advisement. He thanked the TGDC Committee for its efforts.

The Chair adjourned the meeting at 5:45 p.m.
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