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Dr. Eustis, esteened TAC Menbers and Comn SSioners:

Thi s nenorandum briefly addresses certain broad, conceptual shortconings in
| EEE 1583. Al though | subnitted several dozen formal coments on the
current draft, and a larger nunber for draft 5.0, these coments do not
represent all of the problens | see in the draft, but rather what | have
time to wite specific remedies for, knowi ng that many, probably nost, wll
be rejected for sundry reasons. Moreover, the real shortcomings in |EEE
1583, in ny opinion, are organizational, philosophical, and conceptual, and
are not well addressed by the nethodol ogy of correcting small parts of the
document; that nethodology is appropriate to a docunment that already
addresses the correct entities, and sinply needs editing or alterations in
techﬂic?l specifications, but is quite incapable of effecting a substanti al
over haul .

Firstly, please let ne explain that ny personal involvenent in |EEE 1583
began when | answered a call, in IEEE' s “Institute”, for volunteers to draft
a standard for voting equipnent; my decision was based on nmy experience as a
firmvare engi neer who worked on nany Iife-critical(frojects, ny nenber ship
in | EEE- SA, and also as a native of Florida, involved in |ocal canpaigns and
electoral politics. I had no previous know edge of the voting equiprment
i ndustry and thought that these standards would benefit from ny professional
backgr ound.

Alas, IEEE 1583 had no interest in in rigorous software engi neering process
or formal software testing procedures, or the like. At ny first neeting in
January 2001, any tinme | nentioned standard practice for developing a
critical systemor even any sinple, commpn-sense neasures of security, | was
told that such things were not appropriate to a voting machine. For
exanple, | proposed that software reside on a chip which nust be |ocked
inside the device so that nultiple physical keys would be required to alter
the device so that tanpering would be obvious; | was told that this is
unnecessary because it shows lack of trust in governnent officials. Since
then, there have been several well-docunented cases of wuncertified and
otherwi se altered software used in elections in this country.

The standard has evol ved out of existing FEC standards which did little nore
than formalize de facto practices; any attenpt to display innovative thought
or consider problens not already dealt with in existing standards was
usually nmet wth hostility. The software engineering sections of the FEC
standards read as excerpts fromintroductory progranm ng books and are a far
cry from published | EEE software engi neering standards or industry standard
practices for critical conputer systens. IEEE 1583 is a bit better, only
Pecause ka few nore serious requirenents have been pasted into that
r amewor K.

For nearly the first two years | was on the committee, the notion of the
possibility of a voter verified audit trail on DREs was not even subject to
di scussion. Only when it becane apparent that state laws would require this
was it decided that it could be addressed as an option in 1583. |In the sane
vein, proposals to generalize systens tend to fail because they lead to
consi deration of architectures that do not already exist. Attenpts to “think
outside the box”, to pose innovate solutions, to consider problens that are
not already addressed by existing standards, are typically dism ssed.

Venues for discussing standards for voting equi pment are perforce dom nated
by vendors for the sinple reason it is part of their job to attend these



di scussi ons. So, while there are a few acadenmics or engineers in private
i ndustry such as nyself who spend noney our own pockets to attend |EEE
voting equi pnment standards neetings, it is a trivial business expense for
the manufacturers of these products to send any nunber of enployees to those
nmeet i ngs. Wiile there are, to be certain, benefits fromthe know edge that
industry insiders bring, there is also a significant problemwth inertia to
preserve what is famliar

In reality, many voting systens are little nore than nodified personal
conmputers. Attenpts to mandate nore serious engineering practices in |EEE
1583 are typically rejected on the grounds of being too expensive. | have
repeatedly heard it argued that, for exanple, reviewi ng the source code of
the entire system is sinply inpossible and no conpany in any industry could
ever do that; however, that is mandated practice in nany industries (e.g.,
medi cal or avionics) and sonme voting equl pnent manufactures also do that.
The sad reality is that many in the voting equi prment industry are clueless
about conputer architecture and would not begin to know how to go about
designing a system that could not be a nodified personal conputer such as,
say, a cell phone or a hospital vital signs nonitor. But, |EEE 1583, I|ike
t he FEC standards, accommpdates them

These problens aside, the scope of IEEE 1583 is limted to the voting

machines at the polling places. Many election problens stem from
procedures, and these are beyond the scope; others problems stem from the
I nteraction of machines in this scope with other nachines. A robust

standard would need to address these other problens, or at |[|east have
sibling standards that address them A good exanple of a problem that can
not be dealt with by Voting Equi pnent Standards is that of doing a sanple

hand count of votes as a sanity check on machines. In two elections in
Florida this year, optical scan machines behaved in a manner so bizarre that
this was noticed and the count redone. In the presidential preferential

election in Bay County, Gephardt, who had withdrawn from the race six weeks
previously, had a 2-1 lead over Kerry; if that were not a race where a
certain outcone were expected, the error would have never been noticed. In
Novenber in Broward County, absentee ballots for certain referenda were
observed counting backwards; the outcone of one state-w de referendum was
changed by the resulting recount. Again, if someone had not been watching
and appl yi ng conmon sense, this would have gone unnoticed. This cries for
procedural rules to sanple check the counts, since there is no other way to
be sure the machines are properly functioning, but that falls out of the
scope of 1583.

| EEE 1583 is an inprovenent over the FEC standards, but it is still the sane
sort of docunment; this inprovenent is like that of a slide rule over an
abacus, but what our denbcracy needs and deserves and could have is a
comput er . There are many talented conputer scientists with nuch to
contribute to formng standards for voting equi pnent, but no governnental
agency appears to be interested in what they could do, so presunably we wl|
only continue to inprove our slide rule.

| thank you.

Si ncerely,

Vincent J. Lipsio
President, Lipsio Enterprises, a Corporation
Co- Chair COTS STG | EEE 1583



