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AUTOMATION AND THE

FINGERPRINT EXFERT

EDITOR'S NOTE: One of the
first articles of its kind, “Automa-
tion and the Fingerprint Expest”
was originally delivered at the 21si
Annual Conference of the L.D./LA. 1,
on June 28, 1966, Mr. C. Lester
Trotter, Assistant Diirectorof the
F.B.I. We believe that will find
the subject matter botn interesting
and timely.

1 bring to you perscnal #reetings
frem the Director of the FBI, Mr.
Joi:n Edgar Hocver, who sends-his
best wishes for a most sucegssiul
and infermative conference.

We are centinually fascinated by
things automatic, or self-moving.
While automation has bzcome & by-
word s i n ¢ e the invention of the
electronic computer, actually auto-
mation has been steadily progress-
ing since the advent of the Indus-
trial Revalution and is an entirely
accepted part of our everyday life,

derstandable that some of us may
be inclinred to attribute almost a
human status to an automated ob-
Jeet.

The electronic computer actually
is a glorified coin operated vending
machine A coin inserted, a selec-
tion ef merchandise is made, the
machine delivers the merchandise
and possibly delivers change. And
it can but deliver oniy the merchan-
dise with whiclh it has been sticked,
or programmed, to eliver.

The electronic cormputer, a post

World War Ii development, is a

fantastic d e v i ¢ e. it has been
adapted o a2 number of occupa-
tional applications which have been
impressively successfui, as for ex-
ample, control of airline reserva-
t:ons, income tax return review and
space technology. Adaptation of
the electronic computer to the
searching and maintenance of a

ridge formation on a given card
with other cards in the fingerprint
file having the same gross ridge
characteristics in an attempt to
identify a prior recording of the
same fingerprint impressions. His
eye and brain make allowances for
distortion and of variations in the
legibility of the pattern ridges,
The eye and the brain also readily
disc a r d fingerprints in the file
which are different in the smallest
particular from the one being
searched. The technician also rec-
ognizes the need for and conducts
all reference searches which might
be necessary due to illegibility, dis-
tortion or borderline patterns.
Having found a fingerprint rec-
ord with similar ridge formation,
our fingerprint technician can pos-
itively and irrefutably identify it,
once and for all, in a fraction of
a minute. After the appropriate
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Funetions of the Fingerprint
Expert
F i rs t let us review briefly the
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Computerizing Fingerprints
Problem Is Different
Most of the successful applica-
tions of the computer to the econ-
_omy_involve the nrocessine of sta-

Let’'s Use the Machine
Since the computer has such phe-

nomenal reaction time, we should
bonmd  sasmens affacé ko baroaae  dke

Latent Prints
Itis extremely doubtful that the
searching of a crime scene latent
fingerprints can be adapted to corn-
puter operation within the foresee-
able future. The problems of dis-
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... research in friction ridge
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... standards for friction ridge

Another key landmark in our work occurred in 1986 with the
introduction of the ANSI/NIST Standard for the exchange of
fingerprint information between systems.

1INBS ICST 11986

American National Standard
\ for Information Systems —
American National Standard Fingerprint Identification —

for iformalion systems ~ Data Format for Information Interchange
fingerprint identification -
data format for information interchange




... evaluations
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Latent fingerprint matching accuracy

AFIS Performance (Rank-1 accuracy)
— Plain: 98.5%

— Latent: 67.2% (70.2% with image + markup)

C. Watson, G. Fiumara, E. Tabassi, S. L. Cheng, P. Flanagan, W. Salamon. Fingerprint Vendor Technology Evaluation, NISTIR, 8034, 2012.
* M. Indovina, V. Dvornychenko, R. Hicklin, and G. Kiebuzinski. ELFT-EFS Evaluation of Latent Fingerprint Technologies: Extended Feature Sets, NISTIR, 2012.
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Latent Print E:

and Hi Factors: Improving the Practice through a Systems Approach

The Report of the Expert Working Group on Human Factors in Latent Print Analysis
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Figure 1.1: The Latent Print Examination Process Map

Chapter 1: The Latent Print Examination Process and Terminology




Latent image quality

Low

(c) (d)
Latent Fingerprint Value Prediction: Crowd-based Learning,
IEEE Transactions on Information Forensics and Security
Volume: PP Issue: 99, September 2017
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Open source latent recognition algorithm

Reference database

—

Reference | Comparison
Rank : P
print score

1 l 1 0.845
l! 0.776
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The “lights-out” capability for latent search is one of the major objectives of FBI’s Next
Generation Identification program (Next Generation Identification, 2016).
It is also a priority in the NRC (2009) and PCAST (2016) reports.
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Open source latent recognition algorithm
Technical approach

* 500 ppi— MSU + IARPA project. NIST will evaluate the algorithm.

Similarity
score

Feature
extraction

Input latent preprocessing Comparison

K. Cao and A. K. Jain, "Automated Latent Fingerprint Recognition",
IEEE Transactions on Pattern Analysis and Machine Intelligence, 2018.

e 1000 ppi — Deep learning based approach
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Data — Real
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CHALLENGE

The Making of NIST Special Database 302: Greg Fiumara
B
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Data — Synthetic

Input: z € R512~P(z)

B e R oD,

Real fingerprint x

Real ﬁnéefprint X

Generated synthetic
fingerprint X (output)

STForensics

Loss
function




Data — Real and Synthetic

Operational Altered Fingerprints
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Research area

» Examining discriminating value of the various ridge formations and
clusters of ridge formations

— Close non-matches Let's [se the Machine

— Rarity of features Since the computer has such phe-

_ _ _ nomenal reaction time, we should

» Measurlng information content . R | P S P A TP

— Sufficiency for individualization or exclusie»

Latent Prints

— Uncertainty of individualization or exclusiq "is extremely doubtful that the

searching of a crime scene latent

» Population StatiStiCS fingerprints can be adapted to corn-

puter operation within the foresee-

— provide examiners with a more robust un¢2'¢ "uture. The problems of dis

J

prevalence of different ridge flows and crease patterns

i .
> Large scale Latent evaluation

> Presentation attack detection

A0
vt —=—
4



~ The Making of NIST Special Database 302
- Greg Fiumara

The confidence interval for the likelihood ratio
with application to biometrics data
Larry Tang
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Towards objective methods

A framework to understand, analyze and quantify errors and
uncertainty in friction ridge forensic determination.

Let's Uze the Machine
Since the computer has such phe-
nomenal reaction time, we should
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