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	 	 	 	 	Biometric Exit	 : Constraints on Solu.ons 

Technical	 

»   Accuracy 	(FRR, 	FTE) 	
»   Capture,	t ransac8on 8me	 
»   Network	 transmission	 

8me	 
»   Backend	 processing 	8me 	

Organiza8onal	 

»   Impact	 on	 carrier 	IT 	
»   Impact	 on	 carrier 	staff	 
»   Impact	 on	 boarding 	
»   Impact	 on	 travelers	 

•   In-scope 	
•   Out-of-scope	 

DHS	 +	 Policy	 

»   Entry	requirements	 
»   Collec8on	a nd	reco gni8on	o n	U S	 

Ci8zens 	+	 ex-scope 	travelers 	
»   Capital	co st	 
»   Transac8onal	co st	 
»   Specifying	requirements	is	difficult	 
»   Procurement 	risk	 

Influen8al	 variables	 

»   Modality	 selec8on 	
»   Number of	fi ngers,	eyes,	 

images	 
»   Sensor,	matcher 	selec8on	 
»   Human	factors	design	 
»   Real 	8me 	response 	+	 

recapture	 

Influen8al	 variables	 

»   Boarding 	pass	 
modifica8on	 

»   Interfaces,	 common	 use 	
»   Boarding 	process	 
»   Physical	sp ace	 

Influen8al	 variables	 

»   1:1	 with	 token,	 or	 1:N	 without	 
»   Modality	 already	 available	 from 	

visa	or	Entry	reco rd?	 



	 	 	 	 	 	 	 	 	 	
  	 	 	 	 	
  	 	 	 	 	 	 	
  	 	 	 	 	 	
  	 	 	 	 	

Passive	 Face	 Collec.on 	+	 Matching 	
	

Case	 Study 	1	 of 	2:		 Self-boarding 	Gate	 

Passive face collec.on requires no traveler interac.on with airline systems: 
• No delays over exis.ng process 
• No (explicit) connec.on between airline +	 DHS systems 
• Traveler paused to look at	 instruc.onal monitor 
• Passive face collec.on using webcam 

https://collec.on
https://connec.on
https://interac.on
https://collec.on


	

	 	
	

Self-Boarding 	Gate:		 Face 	capture 	is 	passive,	 without	 
coopera.on 	or	 awareness	 of 	traveler		 

Webcam 

Boarding pass 
reader 

https://coopera.on


	 	 	 	 		Conclusions: No-Delay Face at	 Self-Boarding Gate 

Performance	results	 

»   High 	level	 of	 accuracy	 achievable,	 highly 	
dependent	 on 	placement	of  	camera	and  	
aVractor	 

»   Low 	transac.on 	.mes,	 minimal 	if 	any	 
impact	 to	 current	boarding  	.mes	 

»   Video 	frames	 verified 	against	 prior 	visa	 
or 	Entry 	image 		

Caveats	 +	comparison 	 to	 other 	CONOPs 	

»   Video 	data	 is 	larger	 than 	fingerprints,	 iris 	
•   Payload 	=	 5.4MB	 (mean 	per	 person) 	
•   Finger	 =	 10KB,	 Slap 	=	120K B	 
•   Iris	 =	30K B	 

»   Face 	recogni.on 	algorithm 	selec.on 	is 	
cri.cal 	
•   Degrada.on	 from	 1st	 to	 2nd	 best	 

»   Dependent	 on 	high 	quality 	enrollment	 
sample	 from	 Entry,	 visa	 or	 passport	 
image	 

https://Degrada.on
https://selec.on
https://recogni.on
https://transac.on


	 	 	 	 	 	 	 	
	 	

  	 	 	 	 	
  	 	 	 	 	 	 	
  	 	 	 	 	 	 	

Passive	 Face	 Collec.on 	+	 Matching 	
	

Case	 Study 	2	 of 	2:		 Passenger	 Loading 	Bridge	 

Passive face collec.on requires no explicit	 traveler interac.on with
airline systems: 
• No delays over exis.ng process 
• No connec.on between airline and DHS systems 
• Interac.on with DHS face cameras is non-coopera.ve 

https://non-coopera.ve
https://Interac.on
https://connec.on
https://interac.on
https://collec.on


	

	
 

Passenger	 Loading 	Bridge:	 Surveillance 	mode 	capture 	

2.43m	 
8	 _ 

Eleva.on 
φ <	 15o	 



	 	 	 	 	 	 	

	

Passenger loading bridge: Example frames from video 

Video 	vs.	 Frontal 	S.lls 	
	

Popula.on 	~	 40 	
Dura.on 	~	 15 	mins,	 single	 clip 	

Pitch 	~	 15o		 at	 2	 meters.	 	Peak	 IOD	 ~	 70	 
pix. 	
	



Passenger	 loading 	bridge:	 Accuracy	 and 	computa.on 	speed	 

Performance	results	 

»   Exit	 confirma.on 	impeded 	by:	 
•   Lack 	of 	visual 	aVractor	 
•  Webcam	 enrollment	 images	 
•  Dura.on 	in 	view	 
•  Hats,	 cellphones 	
•  Weak	 matching 	algorithms 	

»   Significant	 CPU	 processing 	.me	 per	 
person,	 amplified 	if	 PLB	 line	 is	 stalled	 

»  Video 	stream	 size	 is 	4GB	 for	 .me	 it	 
takes	 to	 board 	350	 person 	aircra_.	 

Caveats	 +	 comparison	 to	 other 	CONOPs 	

»   Accuracy	 below 	
•   The 	97%	 congressional 	requirement	 
•  That	 from	 single 	finger,	 iris, 	or 	passive 	

face	 at	 self-boarding 	gate	 

»   Biometric 	recogni.on 	processing 	
dura.on 	is 	x100	 slower	 
•   Template 	genera.on	 slow 	
•  1:N	 comparison 	.me	 is 	negligible 	

»   Video 	payloads 	are	 larger 	than 	other 	
biometrics. 	Per 	person: 	
•   1500	 .mes	 larger	 than 	single 	finger	 
•  100	 .mes 	larger	 than 	slap 	fingers 	

https://genera.on
https://recogni.on
https://confirma.on
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Thank 	You 	
	

patrick.grother@nist.gov 	

The research for this	 presenta/on was	 funded by the 
Department 	of	Homeland 	Security	Science	and 	Technology	 

Directorate. 




