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How  to  Make  GPS  Timing  Robust?
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Facts  about  GPS

• GPS  provides  timing  for  many  applications,  such  as  PMUs

• GPS  civil  signals  are  unencrypted

• GPS  civil  signal  structures  are  completely  open

• GPS  received  signals  are  extremely  weak

• GPS  is  a  legacy  system
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GPS  Time  for  PMUs

• Free,  readily  available  GPS  civilian  signal
• <100ns  time  synchronization
• Wide  area  coverage

3

Risks Goals

Noise,  Jamming Robustness  against  
InterferenceMultipath,  Meaconing

Data-­level  Spoofing Spoofing  detection

Receiver  Errors Accurate  and  
Precise  Time
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Examples  of  GPS  Timing  Attacks

4

High-­power  
noise  signal

Power            
sub-­station

Authentic  
GPS  signals

Jamming:  Timing  for  PMU  
made  unavailable

Power            
sub-­station

Replay  signal  
with  high  power

Authentic  
GPS  signals

Meaconing:  Mislead  PMU  
with  wrong  time



University  of  Illinois  at  Urbana-­Champaign
5

Example  Cont’d:  
Data-­Level  Spoofing

5

Attacked  af0 in  
Subframe 1  of  
Ephemerides
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Outline

• Local-­area  robust  GPS  timing
− Approach  
− Implementation
− Results

• Wide-­area  robust  GPS  timing
− Pairwise  check
− Decision  aggregation
− Results

• Summary

6
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Local-­Area  Approach:  
Multi-­Receiver  Position  Aiding

• Multiple  receivers
• Geographical  diversity

• Position  Aiding
• Static  receiver  location  

• Direct  Time  Estimation  (DTE)
• Directly  works  in  time  domain  
• No  intermediate  pseudoranges

• Vector  Tracking
• Triggered  by  a  common  external  clock

7

Receiver

Receiver

Receiver

Receiver

Power  substation,  Sidney,  IL
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Improved  Redundancy

8

N  Channels
4  Receivers
4  Unknowns

Tracking  Scheme Scalar SRVT SRPIAVT MRDTE

Tracking  Entities N  x  4  Channels 4  Receivers 4  Receivers 1  Network

Number  of  Unknowns N  x  4  x  4 4  x  8 4  x  2 1  x  2

Search  Space  ⬇|  Redundancy  ⬆|  Robustness  ⬆

4  Receivers
8  Unknowns

4  Receivers
2  Unknowns

1  Network
2  Unknowns
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Implementation

• 4  receivers  on  the  rooftop  of  
Talbot  Lab,  Urbana,  Illinois

4  USRP’s  triggered  by      
Chip  Scale  Atomic  Clock  

(CSAC)

1 2
3

4

13

For  processing  the  data:  
pyGNSS -­ object  oriented  python  
platform  developed  by  our  lab
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Jamming:  Carrier  frequency

15

MRDTE Scalar

MRDTE  (loses  track  at  17dB  added  jamming)            
offers  5dB more  noise  tolerance  than                                                          

Scalar  Tracking  (loses  track  at  12dB  added  jamming)
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Meaconing:

18

Scalar  tracking  is  operational  until  2dB of  added  
meaconed signal  while  MRDTE  is  operational  till  5dB

MRDTE Scalar
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Ongoing  Efforts:  
Impact  on  Power  Systems
• Raw  GPS  signals  are  supplied  to  SEL-­2488  (external  
clock)  to  trigger  virtual  PMU  and  the  hardware  PMU  is  
triggered  using  our  MRDTE  algorithm.

Timing:  Scalar  
tracking

Used  to  trigger  
virtual  PMUs  in  
RTDS

Used  to  trigger  hardware  
PMU  connected  to  RTDS

RTDS  stability  analyzed

Timing:  MRDTE

Raw  GPS  
signals

SEL-­2488 PMU

USRP-­LFTX
36
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• Timing  attacks  are  simulated  and  added  to  the  raw  GPS  
signals  being  supplied  to  the  SEL-­2488  and  USRP-­LFTX.

Timing:  Scalar  
tracking

Used  to  trigger  
virtual  PMUs  in  
RTDS

Used  to  trigger  hardware  
PMU  connected  to  RTDS

Raw  GPS  
signals

RTDS  stability  analyzed

Timing:  MRDTE

Timing  attacks  
introduced

37

Ongoing  Efforts:  
Impact  on  Power  Systems
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Transforming  GPS  Time  to  IRIG-­B

• Generated  the  IRIG-­B000  timing  pulse:  Input  to  PMU
• Created  a  voltage  shifter  to  convert  the  transmitted  USRP-­

LFTX  0-­1v  IRIG-­B  signal  to  0-­5v  IRIG-­B000  signal

0-­1v  
IRIG-­B000

0-­5v  
IRIG-­B000

38
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Outline

• Local-­area  robust  GPS  timing
− Approach  
− Implementation
− Results

• Wide-­area  robust  GPS  timing
− Pairwise  check
− Decision  aggregation
− Results

• Summary
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Cooperative  Authentication:  
Architecture

16

Our proposed approach: cooperative authentication

 

I got my location. 
Can you guys check 
if I was spoofed? 

A snippet of 
baseband 
GNSS signal 

Your snippet 
matches mine. You 
are not spoofed! 

A high correlation! 
You are good, bro. 

It  doesn’t  match  mine.  

You might be spoofed. 

User receiver 

Cross-check receiver #1 

Cross-check receiver #2 

Cross-check receiver #N 

5 / 20Merits:  network and  geographical redundancy
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Pair-­wise  Checking:  
Cross-­correlation  of  P(Y)  Code

17

Psiaki,  Humphreys  et  al.,  2013
Lo  et  al.,  2009
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Experiments  Scenarios

3000km

22km

San  Francisco  CA  and  
Champaign  IL,  static

Rantoul  IL,  moving  at  ~45  mph  
and  Champaign  IL,  static
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Experiments:  
San  Francisco  &  UIUC  Everitt Lab

TRUSTWORTHY CYBER INFRASTRUCTURE FOR THE POWER GRID  |  TCIPG.ORG 14

GPS Front End
Receiver
– SiGe Sampler

• 2 bit quantization
• Bandwidth: 2.72MHz
• Low cost, off the shelf

Antenna
– Novatel Antenna

• Fixed reference antenna
• Choke ring form
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Performance  of  
Cooperative  Authentication

2 3 4 5 6 7 8
10-4

10-3

10-2

10-1

100

PMD = 0.15

Number of cross-check receivers (N)

Pr
ob

ab
ilit

y 
of

 m
is

se
d 

de
te

ct
io

n 
(P

M
D =

 1
 - 

P D)

 

 

PSS = 0, PSD = 0

PSS = 0.02, PSD = 0.18

PSS = 0.1, PSD = 0.1

PSS = 0.18, PSD = 0.02

2 3 4 5 6 7 8
10-8

10-7

10-6

10-5

10-4

10-3

10-2

10-1

PFA = 0.001

Number of cross-check receivers (N)

Pr
ob

ab
ilit

y 
of

 fa
ls

e 
al

ar
m

 (P
FA

)

 

 
PSS = 0, PSD = 0

PSS = 0.02, PSD = 0.18

PSS = 0.1, PSD = 0.1

PSS = 0.18, PSD = 0.02

Assume  20%  of  the  cross-­check  receivers  are  spoofed  (an  extremely  challenging  assumption)

Probability  of  false  alarm  Probability  of  missed  detection

• Robustness  grows  exponentially with  the  number  of  
cross-­check  receivers

• A  small  number  of  unreliable  cross-­check  receivers  are  
on  par  with  a  reliable  cross-­check  receiver.  
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Summary

• Local-­area  robust  GPS  timing
− Multi-­Receiver  Direct  Time  Estimation
− Robust  against  jamming  and  meaconing  attacks

• Wide-­area  GPS  authentication
− Cooperative  authentication
− Robustness  increases  exponentially  with  the  number  of  
cross-­check  receivers

21
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MRDTE:  Architecture

Direct  Time  
Estimation  

MRDTE  Filter

1

3

4

2
Raw  GPS  signals  from  
multiple  receivers

PMU

Output  from  PMU:  
Synchronized  
phasor  
measurements

Time

MRDTE

All  receivers  
triggered  by  a  
common  clock

6



University  of  Illinois  at  Urbana-­Champaign
26

Direct  Time  Estimation  

All  satellites  
3D  position  
and  velocity

Receiver  
3D  position  
and  velocity

Combined  satellite  
signal  replica

Across  the  
candidates  in  
search  space

7

Incoming  raw  
GPS  signal  

Maximum  
likelihood  
clock  state

Vector  
Correlation

Clock  Drift

C
lo
ck
  B
ia
s
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Vector  Correlation  Continued

Direct  correlation  involves  non-­coherent  summation

• Non-­coherent  summation  across  satellites

• Improved  signal-­to-­noise  ratio  of  the  system

9



Pairwise  Check



Pairwise  Check  – Ideal  Results
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Pair-wise Check – Ideal Results
Not Spoofed Spoofed

40 ms
40 Correlation peaks

Single Correlation peak No Correlation peak

Spoofer cannot 
generate

Pair-wise Check

In-phase 
Baseband
Correlation 

(C/A)

Quadrature-
phase 

Baseband
Correlation 

(P(Y))
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3000km  separation 22km  separation

Near  ideal  
Correlation

Could  detect  
spoofing

Could  detect  
spoofing

Some  Residual  
Correlation

Almost  no  
Residual  
Correlation

Pairwise  Results  for  Different  Separations



Modeling  Unreliable  Cross-­Check  
ReceiversModeling unreliable cross-check receivers

Definition

S Actual status of user receiver

Ai Authentication result using the

ith cross-check receiver

= 0 authentic

= 1 spoofed

Cross-check receiver is authentic

S = 0

S = 1

Ai = 0

Ai = 1

1� ↵

↵

�

1� �

with a probability 1� PSD � PSS

Cross-check receiver is spoofed by a

di↵erent spoofer

S = 0
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�

1� �

�
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with a probability PSD

Cross-check receiver is spoofed by

the same spoofer
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Authentication  Performance,  Theoretical  
Results

Authentication performance for N unreliable peers

I With proper choice of threshold, probabilities of false alarm (PFA) and

missed detection (PMD) both decrease at an exponential rate

PFA = PMD  exp
�
�N�2

�
.

I Figure of merit:

� = (1� ↵� �)(1� PSD � 2PSS).

I PSS causes twice as great performance deterioration as PSD does.

I Choose a cross-check receiver far from the user receiver.
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• Authentication  performance  improves  exponentially with  
increasing  number  of  cross-­check  receivers.  

• PSS causes  twice  as  great  performance  deterioration  as  PSD
does.  
– Choose  a  cross-­check  receiver  far  from  the  user  receiver.  

Pair-­wise  
false  
alarm  rate

Pair-­wise  
missed  
detection  rate

Probability  of  being  
spoofed  by  the  
same  spoofer

Probability  of  being  
spoofed  by  a  
different  spoofer


