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≫ Hochschule Darmstadt / 

CASED 
≫ Secunet Security Networks AG 
≫ NFIQ 2.0 Participants 
≫ ...and the whole biometrics 
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NFIQ 2.0 FEATURES  
NFIQ 1.0 features 
Recommended Features in ISO/IEC 29794-4:2009 + our 
modifications 
Surveyed literature + our modifications 
Open source FingerJetFx minutiae extractor 
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MACHINE  LEARNING  
We examined: 
Random Forest 
Support vector machine 
K-nearest neighbor 



 

    

     

   

   
   

       
  

   

     
       

     
     

     

       
        

   

       

         
    

      
    

       

 

 

Machine Learning   
9 

Random Forest 

≫ Ensemble classifier using 
stochastic process 
– Uses vote to determine class 

memberships 
– Provides class probability in 

predictions 
– Analysis of features 

importance and their ranking 
• We used this to do our final 

feature selection 

Two class prediction 

≫ High vs. Low performers 
– 1: High performers are images that result 

in high genuine scores and have 
NFIQ1=1 with activation score > 0.7. 

• genscore > CDF-1(0.9) & NFIQ1.0 =1 

– 0: Low performers are images that result 
in false reject and have NFIQ 1.0=5 with 
activation score > 0.9. 

• FRR at Threshold at FMR=0.0001 

– Training data: intersection of images in 
Class 0 (or Class 1) across all providers 

– Quality score is the probability that a 
given image belongs to class 1. 

≫ Map quality score to recognition rate. 
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Training 
Features: image processing + #minutiae + minutiae quality 
~3500 samples in each of the low and high performers classes 
1000 trees in forest 

Test 
75000 comparison scores 

SO, DOES IT WORK? 
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NFIQ 2.0 predictive of performance      
11 
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NFIQ 1.0 vs NFIQ 2.0 
azla 
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NFIQ 1.0 vs. 2.0 performance      
14 



     
   

   
     

  
    
   
    

   
   

   
     

  
     
   
    
   

    
 

     

 

At a glance    
15 

NFIQ 1.0 
» 5 levels. 

– 1(highest) to 5(lowest) 
» 11 features 
» Comparison scores of 3 

algorithms used for training 
» 3400 training images 
» Neural network 
» ~300 msec per image 

NFIQ 2.0 
» 100 levels 

– 0(lowest) to 100(highest) 
» 14 (69) features 
» Comparison scores of 7 

algorithms used for training 
» ~5000 training images 
» Random forest 
» ~ 120 msec per image 
» Actionable quality 

– Flags for blank image, low 
contrast 

» Design for NFIQ Mobile 



Tools for easier adaption and      
migration  



    
   

    
    

  

 
     

     
  

     
   

   
      

 
 

  
  

   
      

    
    

 

    
    

   
   

   
 

 Calibration :: setting quality threshold     17 

General: based on large scale 
operational data 

≫ Calibration: 
– general calibration curves or 

tables for NFIQ 1.0 • NFIQ 
2.0. 

≫ Decision Table 
– For enrollment and verification 

quality threshold setting 
– Tabulation of estimated 

rejection rate and 
improvement in FNMR for 
each value of NFIQ 2.0 (i.e., 
[0,100]). 

On-demand: based on 
application-specific data 

≫ Calibration 
– We will provide software tools 

and technical guidance on 
how to compute calibration 
curves. 

≫ Decision Table 
– Ditto above. 

≫ This allows for optimal 
calibration and decision 
making considering data 
properties. 
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THANK  YOU.  

mailto:tabassi@nist.gov


45 




