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1 Introduction 

An Industrial Automation and Control System (IACS) is a system designed to monitor and control 
physical entities such as machinery, industrial processes, and manufacturing processes. Similar terms 
include Operational Technology, Industrial Control Systems, SCADA Systems, and Safety Instrumented 
Systems. While the term IACS includes the term Industrial, these systems are used in most of the 
Critical Infrastructure Sectors identified by the US Cybersecurity & Infrastructure Security Agency 
(CISA). 

The fundamental difference between Information Systems and Industrial Automation and Control 
Systems is that failure or compromise of the latter may result in physical consequences. Physical 
consequences can include but are not limited to: the loss of the health and safety of persons, damage 
to the environment, damage to equipment, loss of production, and loss of product quality and 
integrity. This fundamental difference affects most aspects of cybersecurity such as the risk assessment 
process, the rigor of management of change processes, and incident management may also require 
emergency response. 

The NATO Energy Security Centre of Excellence has produced a Guide for Protecting Industrial 
Automation and Control Systems Against Cyber Incidents in Critical Energy Infrastructure2 which 
provides background and guidance on securing IACS with a focus on NATO pipeline systems. 

The comments submitted are from the point of view of a user of an IACS (asset owner, service provider 
or product supplier) that wishes to implement a security program based on NIST CSF 2.0. 

2 General Comments 

2.1 Change in scope from Critical Infrastructure 

There is a concern that the change in scope of the CSF from a focus on critical infrastructure 
organizations to a focus on all organizations may weaken the CSF for use with Industrial Automation 
and Control Systems. While the scope states that it includes Operations Technology, the reader of CSF 
2.0 is left with the overwhelming impression that CSF 2.0 is focused on Information Technology, since 
there are very few references to physical consequences or the protection of health, safety, and the 
environment.  

2.2 Health, Safety, and the Environment (HSE) 

There is a lack of emphasis in CSF 2.0 on the protection of health, safety, and the environment. For 
example, the term Information is used 49 times in the Core Framework document, while the term 
safety is used 2 times, and the term physical is used 7 times. While the scope of the CSF includes 
Operational Technology, after reading the document, the IACS practitioner may be left with the 
impression that this document does not sufficiently address the requirements for an IACS security 
program. 

 

2 https://www.enseccoe.org/data/public/uploads/2022/01/d1_guide-for-protecting-industrial-automation-and-control-
systems-against-cyber-incidents.pdf 
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2.3 Ease of Use 

NIST CSF 2.0 Functions, Categories, and Subcategories have embedded the change list from CSF 1.1 to 
CSF 2.0 within the Framework. While this may be advantageous for the existing user of CSF 1.1, it is 
confusing to a new user of CSF 2.0. For example, when the CSF 1.1 dropped or moved Categories and 
Subcategories are removed from the list, there are gaps in sequences. Recommend publishing a clean 
version of CSF 2.0 (without gaps) and a separate change list from CSF 1.1 to 2.0 for existing users. 

2.4 Terminology 

NIST CSF 1.1 included a glossary of terms, but this appears to be missing in NIST CSF 2.0.  A reference to 
the NIST Glossary could be provided, however, the NIST Glossary is heavily oriented towards 
information systems, and the definitions there typically do not include physical consequences.  

It is recommended that, at a minimum, the following terms are defined by reference or in the 
document: essential function, industrial automation and control system, information technology, 
operations technology, safety instrumented system, security control/measure.  

The term “operations” is used throughout the document. This term could refer to IT operations or OT 
operations or both. Clarify the definition of this term or use IT operations and OT operations 
consistently throughout the document. Our comments assume that “operations” could apply to 
“operations technology”. 

3 Core Framework document 

3.1 Scope (lines 138-143) 

The Framework’s scope as described in lines 138-143 is too wide to act as a guide for many industrial 
and manufacturing operations.  Besides contradicting an earlier statement made on lines 98-99 that 
this “voluntary Framework is not a one-size-fits-all approach to managing cybersecurity risks” there are 
many important caveats that need to be considered in operations of critical infrastructure that will 
make it difficult for operators of critical infrastructure to apply.   

It is recommended that an important distinction be made in the Framework’s recommendations that 
clearly differentiate and accommodate the cybersecurity concerns found in IT and OT operating 
environments.  A recommended cybersecurity practice in one domain may not apply well in others. For 
example for a power utility the process used to patch and update software in the utilities’ billing 
department may not apply well to the utilities’ control room that is monitoring and controlling the 
operations of a regional power grid. Different patching policies may need to be applied in real-time 
systems that require suspending operations for testing and applying the patch first to avoid 
catastrophic failure.  ISA/IEC 62443-2-3 offers guidance on employing patching policies in IACS 
environments. ISA/IEC 62443-3-3 provides guidance in determining and protecting high risk 
communication conduits and security zones to protect the confidentiality, integrity, availability, and 
safety of critical IACS automation, control and safety systems. 
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3.2 Primary audience (lines 150-157) 

The Framework’s primary audience as stated in line 150 is for “those responsible for developing and 
leading a cybersecurity program”.  While this statement is appropriate, it should be recognized that 
responsibility for cybersecurity may reside in multiple roles in an organization. For example, a Chief 
Information Security Officer (CISO) may have responsibility for Information Technology Systems, and a 
Plant/Facility Manager may have responsibility for Operations Technology Systems. The CSF should 
make it clear that multiple roles within the organization may have responsibility for developing and 
leading cybersecurity programs. 

3.3 Rename Identify Function 

The Identify Function is often confused with the Protect Function: Identity Management, 
Authentication and Access Control Category (PR.AA). Since the Categories in Identify are Asset 
Management, Risk Assessment, and Improvement a better choice could be “Prepare” or “Manage”. 

3.4 Response Function 

The Response Function is currently focused on responding to incidents where information is 
compromised and does not include incidents with physical consequences which may require 
emergency response.  

Incident Command System for Industrial Control Systems (ICS4ICS)3 is designed to improve Industrial 
Control System cybersecurity incident management capabilities. ICS4ICS leverages the Incident 
Command System, as outlined by FEMA, for response structure, roles, and interoperability. It should be 
used as a basis for cybersecurity incident management where physical consequences are possible. 

3.5 Recovery Function 

The Recovery Function is currently focused on recovering from incidents where information is 
compromised and does not include incidents with physical consequences which may require recovery 
of manufacturing or production equipment.  

3.6 Integrating Cybersecurity Framework with a Health/Safety/Environment Framework 

Section 4 includes recommendations for integrating the Cybersecurity Framework with the Privacy 
Framework and Risk Management Framework. However, a discussion of the integration of the 
Cybersecurity Framework with a Health/Safety/Environment Framework is missing from CSF 2.0. While 
the Enterprise Risk Management Framework includes “safety” in its scope, there are only two 
references to the term safety in NIST IR 8286. This is not sufficient for an Operations Technology 
implementation of CSF 2.0. 

 

3 https://www.ics4ics.org 
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IEC 63069 Framework for functional safety and security, and ISA-TR84.00.09 Cybersecurity related to 
the Functional Safety Lifecycle provide guidance on the integration of cybersecurity and safety 
lifecycles. The ISA84 Standards Committee is currently working on a second edition of ISA-TR84.00.09. 

3.7 Essential Functions concept 

The ISA/IEC 62443 series of standards includes a concept called Essential Functions, which is a function 
or capability that is required to maintain health, safety, the environment, and availability for the 
equipment under control. Essential functions include, but are not limited to, the safety instrumented 
function (SIF), the control function, and the ability of the operator to view and manipulate the 
equipment under control. The loss of essential functions is commonly termed loss of protection, loss of 
control, and loss of view respectively. In some industries, additional functions such as history may be 
considered essential. 

This concept allows the IACS practitioner to identify those functions that are essential to protecting 
health, safety, the environment, and the means of production and prioritizing the security protections 
for those functions. There is also guidance that security measures such as access control can not 
prevent an essential function from operating. This concept is not present in CSF 2.0. 

3.8 Zone and Conduit Partitioning concept 

Included in the risk assessment process described in ISA/IEC 62443-3-2 is the concept of partitioning 
the IACS into Security Zones and Conduits (communications between Zones). The concept is similar to 
network segmentation but takes it further by incorporating it into the risk assessment process and 
defining criteria when assets should be grouped into separate Zones. For example, IT Systems and OT 
Systems are required to be in separate Zones, and Safety Zones are required to be separated from all 
other types of Zones. This concept is not sufficiently covered in CSF 2.0. 

4 Implementation Examples document 

Detailed comments on the Implementation Examples document can be found in Annex A.  Annex A 
includes Informative References to ISA/IEC 62443 documents, an assessment of applicability of a 
Function/Category/Subcategory to OT Systems, and recommended changes to Functions, Categories, 
Subcategories, or Implementation Examples.














































































































