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Q4 2023 NIST CSF 2.0 CYBER HYGIENE PROFILE SCORECARD oswore

Govern GV | 58.6%|

Organizational Context GV.OC 30.0%
Risk Management Strategy GV.RM 64.3%
Cybersecurity Supply Chain Risk Management GV.SC 67.5%
Roles, Responsibilities, and Authorities GV.RR 68.8%
Policies, Processes, and Procedures GV.PO 62.5%
Oversight GV.OV 58.3%
Identify ID | 54.0% |
Asset Management ID.AM 28.6%
Risk Assessment ID.RA 58.3%
Improvement ID.IM 75.0%
Protect PR | 67.6% |
Identity Management, Authentication, and Access Control PR.AA 70.8%
Awareness and Training PR.AT 62.5%
Data Security PR.DS 65.0%
Platform Security PR.PS 70.8%
Technology Infrastructure Resilience PR.IR 68.8%
Detect DE | 63.8% |
Continuous Monitoring DE.CM 65.0%
Adverse Event Analysis DE.AE 62.5%
Respond RS | 60.6% |
Incident Management RS.MA 30.0%
Incident Analysis RS.AN 62.5%
Incident Response Reporting and Communication RS.CO 75.0%
Incident Mitigation RS.MI 75.0%
Recover RC | 68.8%
Incident Recovery Plan Execution RC.RP 62.5%
Incident Recovery Communication RC.CO 75.0%




GOVERN (GV)

GV.0C-01
GV.0V-03 GV.0C-02

GV.0V-02 GV.0C-03

GV.0V-01 GV.0C-04

GV.PO-02 GV.0C-05

GV.PO-01 GV.RM-01
GV.RR-04 GV.RM-02
GV.RR-03 GV.RM-03
GV.RR-02 GV.RM-04
GV.RR-01 GV.RM-05
GV.SC-10 GV.RM-06
GV.SC-09 GV.RM-07
GV.SC-08 GV.SC-01
GV.SC-07 GV.SC-02
GV.SC-06 GV.SC-03

GV.SC-05 GV.SC-04

e REPORTED
e EXPECTED



IDENTIFY (ID)

ID.AM-01
ID.IM-04 ID.AM-02
ID.IM-03 ID.AM-03
ID.IM-02 ID.AM-04
ID.IM-01 ID.AM-05
ID.RA-09 ID.AM-07
ID.RA-08 ID.AM-08
ID.RA-07 ID.RA-01
ID.RA-06 ID.RA-02
ID.RA-05 ID.RA-03

ID.RA-04

e REPORTED
e EXPECTED



PROTECT (PR)

PR.AA-01
PR.IR-04 PR.AA-02
PR.IR-03 PR.AA-03
PR.IR-02 PR.AA-04
PR.IR-01 PR.AA-05

PR.PS-06 PR.AA-06
e REPORTED
e EXPECTED

PR.PS-05 PR.AT-01

PR.PS-04 PR.AT-02
PR.PS-03 PR.DS-01
PR.PS-02 PR.DS-02
PR.PS-01 PR.DS-09

PR.DS-11 PR.DS-10



DETECT (DE)

DE.CM-01

DE.AE-08 DE.CM-02

DE.AE-07 DE.CM-03

e REPORTED
e EXPECTED

DE.AE-06 DE.CM-06

DE.AE-04 DE.CM-09

DE.AE-03 DE.AE-02



RESPOND (RS)

RS.MA-01

RS.MI-02 RS.MA-02

RS.MI-01 RS.MA-03

RS.CO-03 RS.MA-04

e REPORTED
e EXPECTED

RS.CO-02 RS.MA-05

RS.AN-08 RS.AN-03

RS.AN-07 RS.AN-06



RECOVER (RC)

RC.RP-01

RC.CO-04 RC.RP-02

RC.CO-03 RC.RP-03

RC.RP-06 RC.RP-04

RC.RP-05

e REPORTED
e EXPECTED



NIST CSF 2.0

6 Functional Areas
22 Categories

106 Subcategories

SCALE

5.0 "World class, setting the standard"

4.5 "Standard Operating Procedure, aligned with the business, aligned with best practices"
4.0 "Standard Operating Procedure, Business as Usual (BAU)"

3.5 "Occurs, consistently, aligned with ERM business risk and adversarial threat"

3.0 "Occurs, consistently, aligned with CSRM technical vulnerabilities and the attack surface"
2.5 "Occurs, not consistently, structured"

2.0 "Occurs, not consistently, unstructured"

1.5 "Initial process and documentation in place"

1.0 "ADHOC or only when necessary"

0.5 "Awareness and acceptance of the need exists"

0.0 "Not doing this at all"

COST PROJECTIONS

1 Labor Hour $ cost per each 106 Subcategories = 106 Labor Hours to fill out ATO Attestation Form/Questions
Knowledge Management/Intelligence = 14 Labor Hours to convert ATO data to KM Repo & Executive Dashboard
TOTAL = 120 Labor Hours using Microsoft Suite (Excel, Sharepoint, PowerBI) x $72hr average FTE = $8640 COST
*Al (GPT, LLMs) could increase efficiency (ex. ChatBots) & improve cost savings

Public Draft: The NIST Cybersecurity Framework 2.0

Cyber Hygiene Profile Mapping

Authorization to Operate / Attestation of Security Assessment (irs.gov!


https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.ipd.pdf
https://insights.sei.cmu.edu/blog/mapping-cyber-hygiene-to-the-nist-cybersecurity-framework/
https://www.irs.gov/pub/irs-utl/self-attestation.pdf

GV.0C01 Th

ional mission
Level 5.0: "World class, setting the standard”

Level 4.5: " i 7 ith the by

Level 4.0: "Standard Operating Procedure, Business as Usual (BAU)"

Level 3.5: "0

Level 3.0: "0

Level 2.5: "Occurs, not consistently, structured”

"Occurs, not consistently, unstructured”

Level 1.5: "Initial process and documentation in place”

Level 1.0: "ADHOC or only when necessary"

Level 0.5: "Awareness and acceptance of the need exists™

Level 0.0: "Not doing this at all"

Has your organi ity i recognized rity for

Does your organizati for relation

Are your cybersecurity policies and practices regul; t di

Does your organi proactive mitigate risks before o

o with evolving

Is there a dedicated function your organization
Are your cybersecurity standard operating procedures (SOPs) fully integrated with business obiectives and the organizational mission?
Do your i ar regularly for i
Is th tematic and formal p for practices in line with ch: ional mission?
Does your organization have a track record of that conf with the b onal mission?
i accountable for with i

Are cybersecurity practices deeply embedded in your organization'’s daily operations and business as usual activities?
Do your emplovees training to ensur followed as part of their daily responsibiliti
Are your il . and adhered to by all
Is adherence for relevant staff within your org:
Does your hrough th d acti
Does your R lear and both business risks and threats?
Areth d business risk anal ducted regularly to infc d practices?
Is the cybersecurity team equipped with the tools and authority to act upon ERM insights i consistent witt
Does your organization use a formalized process to ensure i da ic ERM-identified threats and risks?
Are the outcomes of aligning cybersecurity with ERM and adversarial threats reviewed and reported to the senior management periodically?
Are your mitigating. lative to your
Does your organization have a comprehensive inventory of assets that s regularly updated to reflect for

i to mitigate known and emerging technical vulnerabilities?
Does your inth i il
Are the efforts to add ies and the attack surface df d and aligned with ity i fr i
Are protocols for i followed
Does your organization periodi i t of mission, even if not on a regular basis?
Are ined processes in place for hat require further integration business practices?
Does your i h tured approach is applied in an ad-hoc manner during certain projects or in specific departments?
Is there inconsi inthe isk management I
Does your organi ity activities informed by

ity i in place that lack a formal d occur sporadically across

in their pr more than others, leading to an unstructured approach organization-wide?

Is there a ition of th ional mission within . evenif this is not reflected in a structured policy or process?
Are efforts to manage cybersecurity risks done based on individual initiative rather than an organization-wide structured approach?
Has your organization developed nitial ion for
Are there b policies in place that referen Ithough not
Does your organization have i th n integrated into business practices?
Is there an initial effort the realm of the
Are or r i i i i
Does your organizati ity in relation to mission only when specific issues arise?

ity i initi tion to incidents rather than as a proactive measure?

i t of ith mission occur on an ad-hoc basis?

Is there a lack of a routine or ?

i implemented in an ashion following an incident or breach?
Is there a general awareness within your organization of the need i e ional mission, but no formal action taken?
Has the organization identified the necessity for i vet lack ive strategy or policy?
Does your organization recognize the support without having established a clear path to integration?
. Are there informal talks about the potential impact of achieving, plans?
Is th ip on the it ith busi ission-driven actions?
Does your mission?
Are ity polici v incorpor. ional mission?
Is there a total absence of related to issic
. Does your organization have no defined cybersecurity leadership or dedicated resources to align with the organizational missi
. 15 your organization without any form of i raining that rel issic
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Gv.0c02

Level 5.0:

Level 4.5:

Level 4.0:

Level 3.5:

Level 3.0:

Level 25:

Level 2.0:

Level 15:

Level 1.0:

Level 0.5:

Level 0.0:

"World class,setting the standard”

“Standard Operating Procedure, Business as Usual (BAU)"

“Oca it b
“Oca it
“Occurs, not consistently, structured"”

“Occurs, not consistently, unstructured”

“Initial process and documentation in place"

“ADHOC or only when necessary"

“Awareness and acceptance of the need exists”

“Not doing this at all*

o standards bodies?

1
2. Does your and
3 lized svstem ded. infl
4 . which in turn shapes global standards?
B shown,
1 and
2. Does your Il stakehold
3.8 d
a or
5.1 there a process Keeping them alianed with b d
1 relevant staff?
2. Does your
3 in oeriodic reviews part of BAU?
a
5.0 d orograms in understand
1.1s stakeholder nto the ERM both business rsks and threats?
2. Does your
3. Ave reaular
a isks?
5.1stherea ERM
1 d addressed in vour CSAM?
2. Does your formalized managing the techr
3. Ar
4. Does your d remediation
s d attack
1
2. Are there defined intervals for stakeholder dhered to due
30
4. Are there age bypassed or rush of
s for stah nto alllevels
1 E h
2. eds that addressed
3. Do stakeholder policv?
s stakeholder incidents or
B
1
2. Are initial processes for stakeholder engagement in place that are not fully developed or regularly utilized?
3.0stherea stakeholder
4.Does your stakeholder engage updated?
5.Are deoth
1 takeholder reauests?
2 defined process?
30 stakeholde
4.Does your leading.
uoon?
1,15 there awareness within vour organization of the need to understand stakeholder exbectations In cvbersecuritv. but no formal action has been taken?
2.4 identified stakeholder h to capturing their needs’
3.8
4.1s there a general consensus on the relevance of stakeholder expectations to cybersecurity, vet no practical steps toward integration?
5. Doleaders in business practices?

context
Are there no established processes or plans in place to engage with stakefolders on cybersecurity matters?
Is there a lack of recognition
Does your organization have no formal or informal means.

ealm organization?

s

oractices?
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I¥es/Nol

I¥Es/Nol
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I¥es/Nol
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I¥es/Nol

I¥Es/Nol

I¥es/Nol

I¥Es/NOl

I¥es/Nol
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GV.0C03  Legal

Level 5.0:

Level 4.5:

Level 4.0:

Level 3.5:

Level 3.0:

Level 25:

Level 2.0:

Level 15:

Level 1.0:

Level 0.5:

Level 0.0:

"World class,setting the standard”

“Standard Operating Procedure, Business as Usual (BAU)"

“Oca it b
“Oca it
“Occurs, not consistently, structured"”

“Occurs, not consistently, unstructured”

Initial process and documentation in place’

“ADHOC or only when necessary"

“Awareness and acceptance of the need exists”

“Not doing this at all*

d managed.

Does
Has

cand:

by
breaches related and civi liberties over the past five vears?

5 of

Does
Are all new products. services, and processes sublect

and
Does

s therea olaceto
d

Does

and updates?

comoly with legal and

and
Does formalized

Are legal and
Do

updated repository of

regulations,

Is th d role or team

Has
Does

Jat specific to ts

and
b

Has 2
Does in the.

ddressed and resolved in the past two years?

o

light of

Does legal and

Are incident resoonse plans uodated to comoly with lezal an
Do

 reaulatory reporting obligations?
staff

reaui

requirements?

Has leaal and

d individual o

instances of

Does
Are efforts and

the legal and

oroactive?

Has the organization taken steps to comoly with

Does ad hoc measures

and as they arise?

Has to anv legal or

relevant

s there an

and

Has point

and

Does

the

-needed basis?

s and
Are cybersecuritylegal and regulatory matters handled in an ad hoc manner by whichever team member is available?

oromots, adirect threat?

is alert

and although

Has intention

the impact of

and important?

Does

the legal and

pertaining its furisdiction?

Has

and

Does form of
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I¥Es/NOI

I¥ES/NOI

I¥Es/NOI

I¥ES/NOI

I¥Es/NOT

I¥ES/NOI

I¥ES/NOI

I¥ES/NOI

I¥ES/NOI

I¥ES/NOI

I¥ES/NOI

I¥ES/NOI

I¥Es/NOI

I¥ES/NOI

I¥Es/NOT

I¥ES/NOI

I¥Es/NOI

I¥ES/NOI

I¥ES/NOI

I¥ES/NOI

I¥Es/NOT



GV.0C-04  Critical objectives, capabilities, and services that stakeholders depend on or expect from the are and

Level 5.0: "World class, setting the standard"

Level 4.5: "Standard Operating Procedure, aligned with the business, aligned with best practices"

Level 4.0: "Standard Operating Procedure, Business as Usual (BAU)"

Level 3.

"Occurs, consistently, aligned with ERM business risk and adversarial threat"

ies and the attack surface”

Level 3.0: "Occurs, consistently, aligned with CSRM technical vulnerabili

Level 2.5: "Occurs, not consistently, structured”

Level 2.0: "Occurs, not consistently, unstructured"

Level 1.5: "Initial process and documentation in place"

Level 1.

"ADHOC or only when necessary"

Level 0.5: "Awareness and acceptance of the need exists"

Level 0.0: "Not doing this at all"



GV.0C-05 Outcomes, capabilities, and services that the organization depends on are determined and communicated.
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