


 

  

 

  

 

         

        

       

  

              

         

  

         

     

         

     

           

   

       

          

         

         

         

  

 

  

    

          

        

           

          

   

          

         

        

  

          

         

           

       

Response to Final Draft NIST Cybersecurity Framework 2.0 

01 November 2023 

Kudelski Security is a leading cybersecurity company. We partner with our clients to enhance 

their cyber confidence, threat immunity and data protection through our comprehensive 

consulting, technology engagements, managed security services, and ability to innovate to create 

new capabilities. 

With offices and labs in Switzerland, London, Spain, Germany, France, and the United States, we 

leverage a rich history of engineering and innovation to develop real solutions to our clients’ 
toughest cybersecurity challenges. 

Kudelski Security has been utilizing the National Institute of Standards and Technology’s (“NIST”) 
Framework for Improving Critical Infrastructure Cybersecurity Version 1.1 (commonly referred to 

as the Cybersecurity Framework (“CSF”) as a reference framework for the delivery of our advisory 

services and managed detection and response services. We have conducted an extensive 

number of assessments leveraging the NIST CSF framework and use it to help build and mature 

cybersecurity programs. 

In response to the NIST Public Draft: The NIST Cybersecurity Framework 2.0 and Discussion 

Draft: The NIST Cybersecurity Framework 2.0 Core with Implementation Examples both released 

on August 8, 2023, Kudelski Security offers the following feedback. Our comments are based on 

our practical and applied experience of utilizing the NIST CSF v1.1 framework. 

1. FEEDBACK ON NIST PUBLIC DRAFT: THE NIST CYBERSECURITY 

FRAMEWORK 2.0 

1.1 Does the draft revision address organizations' current and anticipated 

future cybersecurity challenges, is aligned with leading practices and 

guidance resources, and reflects comments received so far? 

NIST's structure of providing the CSF 2.0 Core and separate "Implementation Examples" is a 

logical approach and consistent with a typical organization's governance structure. The "Core" is 

like a policy document, which is typically updated on a less frequent basis, while the 

"Implementation Examples" are like the procedures or guideline documents that are not formally 

authorized and can be updated more frequently to address ongoing changes to the industries’ 
threat landscape. 

The addition of guidance for “Governance” is a logical addition, like what the CMMC/AB has 

attempted to prescribe in the CMMC framework. In Kudelski Security’s assessments leveraging 

NIST CSF 1.1, we added the concept of Governance, so the formal addition in this version is 

welcome. 

Another positive outcome is the way CSF 2.0 explains the Tiers. With a more straightforward 

explanation of how the tiers can be leveraged, the use of tiers can be more actionable. In the 

past, we have observed many organizations only partially adopted CSF 1.1. The categories and 

subcategories were generally adopted but most organizations we worked with did not adopt the 
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tier model. We feel with this updated guidance, we can better support the full CSF 

implementation. 

1.2 How to present the modification from CSF 1.1 to CSF 2.0 to support 

the transition 

Appendix C of the document presents Functions, Categories, and Subcategories of the 

Framework Core. We believe this presentation which shows categories and subcategories that 

have been combined, dropped, or moved provides a good mapping to help in transitioning from 

CSF v1.1 to CSF v2.0. 

Retaining the number reference for subcategories from CSF v1.1 also provides traceability but 

over time may be confusing as certain subcategories will not be used. For example, DE.AE will 

have six subcategories (DE.AE-02, DE.AE-03, DE.AE-04, DE.AE-06, DE.AE-07, DE.AE-08) with 

DE.AE-01 and DE.AE-05 being “not used”. We believe this is better than renumbering the 

subcategories in CSF 2.0 which would be more confusing and require additional mappings. 

We would recommend the unused subcategory numbers be “retired” and any future new 

subcategories would be added to the number sequence rather than using an “unused” 
subcategory. 

1.3 Improvements for the draft document 

One of the objectives of the CSF 2.0 Core was to provide more guidance around cybersecurity 
measurement and assessment. The guidance related to the development of current state and 
target profiles is sound and will be helpful in the development of organizational and industry-
specific profiles. 

The Framework Tier guidance has been improved from CSF v1.1 but remains lacking in providing 
a clear description of how Framework Tiers can be used to assess the maturity of an 
organization’s cybersecurity program. More specifically the Tier concept is not aligned with the 
Functions, Categories, and Subcategories. This view was expressed by several respondents in 
comments on the CSF 2.0 Concept Paper. 

Organizations want to be able to benchmark their security program capabilities against the CSF 
framework. Without a common framework security consulting and advisory firms have developed 
their own proprietary models often based on the CMMI process maturity framework. 

We encourage NIST to develop specific guidance to help provide for common assessments 
against CSF 2.0. 
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• NICE Framework 

• ISO 27000 series, ISO 28000, ISO 29147 

• COBIT 

• CIS Controls 

• PCI-DSS 

• Cloud Security Alliance Cloud Control Matrix 

• CMMC 

• Cyber Essentials 

• ISA/IEC 62443 

• ENISA National Capabilities Assessment Framework 

• ETSI Critical Security Controls for Effective Cyber Defence 

• ISF Standard of Good Practice for Information Security 

• IoT Cybersecurity Alliance 

• IoTSF Security Compliance Framework 

• MITRE ATT&CK 

• NCSC Cyber Assessment Framework 

2.5 How often Examples should be updated? 

We believe an annual update to the examples would be an appropriate timeframe. 

2.6 Whether and how to accept Examples developed by the community? 

We believe the cybersecurity community should be able to recommend Implementation Examples 

and Informative References to NIST for consideration and inclusion in the NIST Cybersecurity 

and Privacy Reference Tool (“CPRT”). 

We believe NIST should review the submissions for applicability and relevance before 

incorporating them into the CPRT. A set of evaluation criteria could be developed to assist in this 

review. For example, the criteria for evaluation of Implementation Examples might include: 

• Does the example represent a common practice? 

• Is the example relevant to the category and subcategory? 
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• Is the example applicable across a range of organizations (e.g., government, private 

sector, not-for-profit organizations)? 

• Is the example not specific to an industry sector? (Industry specific examples should be 

included in community profiles) 

• Is the example not reliant on a specific technology vendor solution? (Classes of technology 

should be considered rather than specific vendor solutions) 
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