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Key Attack Points in a Biometric System            

 From ISO/IEC 30107-1, inspired by figure by Nalini Ratha from 2001 and Standing 
Document 11 of ISO/IEC JTC1 SC37. 
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Introduction 

• Motivating Use Case 
• Remote, positive authentication using biometrics as a factor – 
e.g. using a smartphone to access bank account 

• Assuming that the attack is trying to match an enrollment
template/image from a live person. 

• Presentation Attack 
• presentation to the biometric data capture subsystem with
the goal of interfering with the operation of the biometric 
system 
From  ISO/IEC 30107‐1:   2016 

• Problem  Statement 
• How  can  biometric  verification  systems  be  evaluated  for  their 
ability  to  reject  a  presentation  attack? 
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Introduction to 
the Testing 
Framework 
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                   Each subsequent (higher) level should be testing attacks from lower levels. 
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• Each species should be 
tested … 
• With a minimum of 100 

attempts 
• A series of 10 for 10 

different people 
• 5 men, 5 women 
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Proposed 
Minimum 
Number of 
Tested Artefact 
Types by Risk 
Level 

An  attack  presentation  match  rate  (APMR)  of  less  than  5%  shall  be  achieved  for  
each  attack  type. 
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Common Set of 
Elements for 
PAD Evaluation 
Reporting 
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HOW FIDO AUTHN WORKS 

LOCAL ONLINE 

The user authenticates 
“locally” to their device 

by various means 

The device authenticates 
the user online using 

public key cryptography 

AUTHENTICATOR 



FIDO UAF 
UNIVERSAL AUTHENTICATION FRAMEWORK 

Same User 
as enrolled before? 

Same Authenticator 
as registered before? 

AUTHENTICATOR 



FIDO Alliance Mission 

1 2 3 

Develop 
Specifications 

Operate 
Adoption Programs 

Pursue Formal 
Standardization 



  

OEMs Now Shipping FIDO Certified Devices 

S5, Mini Alpha Note 4, 5 Note Edge Tab S, Tab S2 S6, S6 Edge 

Sharp Aquos Zeta Sony Experia Z5 Fujitsu Arrows 
(Iris Biometrics) 





   

     
             

                 
   

               

             
                   

                       
   
                 

           

Feedback welcome 

• General approach/levels of risk? 
• Relax requirements for minimum species types tested
and passed? Or require more and/or that all unknown
testing is passed? 

• Examples for each modality for different levels of
attacks? 

• Should these numbers be relaxed or strengthened: 
• Each species should be tested with a minimum of 100
attempts, using a series of 10 for 10 different people, 5 men
and 5 women. 

• Attack presentation match rate (APMR) of less than 5%
shall be achieved for each attack type? 
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Thank you 

Questions or Comments? 

enewton@nist.gov and sschucke@clarkson.edu 
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   Back up slides 
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Fingerprint Face Iris Voice 

Level  
A   

Source  of  
biometric  
characteristic:
easy  to  obtain

lift  of  
fingerprint 

photo  from  
social  media

photo  from  
social  media 

recording  
of  voice  

  
 

Level
B 

  Source  of  
biometric  
characteristic:  
more  difficult  
to  obtain 

latent  print,  
stolen  

fingerprint  
image 

video  of  
subject,  high  
quality  photo

video  of  
subject,  high  

quality  
photo 

recording  
of  voice  of  
specific  
phrase 

 

Level  
C 

Source  of  
biometric  
characteristic:  
more  difficult  
to  obtain 

3D  
fingerprint  
information  

from  
subject 

3D  face  
information  
from  subject 

high  quality  
photo  in  
Near  IR 

multiple  
recordings  
of  voice  to  

train  
synthesizer 
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Presentation Attack Detection 
(PAD) 

• Presentation attack 

presentation to the biometric data capture subsystem with the goal 
of interfering with the operation of the biometric system 

• Presentation attack detection (PAD) 
automated determination of a presentation attack. 

‐ Artefact and Liveness Detection are types of PAD. 

From ISO/IEC 30107-1: 2016 19 



     

           
   

       
                 

                 

           
     

Proposed Testing Framework 

• Qualitative risk levels A, B, and C 

• Covers four modalities 
• Fingerprint, face, iris, & voice 
• Others could be developed if the modality passes the 
requirements for FAR and FRR if determined by a third 
party. 

• Known and unknown methods must be tested 
• Lesson learned from LivDet 
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