RERU OF Iny
"3\1 2 : 557!

= =2, %,
\
BIOMETRIC

Center of Excellence

\c®

FBI BIOMETRIC CENTER
oF EXCELLENCE

Innovating Biometrics

NIST International Biometric Performance Conference

William M. Casey
Federal Bureau of Investigation
Criminal Justice Information Services Division
Biometric Services Section
March 2012 Biometric Center of Excellence .



Integrated

SIS Next Generation | Combined DNA SIOMETIC Biometric Center
Fingerprint

e |dentification Index System Technology of Excellence
|dentification

Center
System

FBI Biometric Initiatives

March 2012



el " The Biometric Center of

Center of excellence

s o Excellence (BCOE) is the FBI’s
program to explore new and

e m—— | | enhanced biometric
Tl technologies for integration
Into operations.

BEOE

Business Process Tool [ | B CO E M i S S i O n

Prototypes

Foster Collaboration

N Improve Information Sharing
|\ T Advance Adoption of
Biometric and Identity

Management Solutions

March 2012



What Does the BCOE Do?

* Promote standards / Sponsor Standards
Development

* Test and Evaluate Technologies

* Sponsor Research

* Develop Prototypes / Sponsor Pilots
* Develop Training §
* Address Privacy/Policy

Collaboration is Key

March 2012 4
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BCOE Sponsored Projects

= Face

= Rapid DNA

= Tattoos

= Friction Ridge

= \/oice Biometrics
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Biometric Standards

* National Institute of Standards and Technology
Standards Development
Test and Evaluation
Biometric Web Services Interface Standards
Support

Multiple Biometric Challenge Problems and
Evaluation Support

* Scientific Working Groups
FISWG (face)
SWGFAST (friction ridge)
SWGDAM (DNA)



Automated Face Detection and Recognition
(AFDAR) Prototype Software

_"Tool for forensic analysts to
~ analyze video (and other media)
and still images

"Return on Investment:
Cost savings, crimes solved

e P ) I'} g

T e e =Collaborating with other agencies
regarding related projects and
evaluation of AFDAR
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U.S. Government Facial Recognition (FR)
Legal Series

=Tool for USG agencies to discuss
current and future uses of FR
technology, legal and policy challenges

da Hemesenmon 45 IR its use, and strategies for mission-

LG L o8 effective, legally permissible use

First forum in series held 8/31/2011 -
Information Gathering

Second forum held 11/2/2011- Interoperability
Third forum will be held 3/14/2012 — Privacy
= Collaboration and Sharing Lessons
Learned
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= A tool for investigators and face
examiners

" Proposed Course Options
@ FBI [coprsmen Introduction to Face Biometrics (4 hours)
Facial Identification Methods Overview (4 hours)

FBI Investigative Use of Face as a Biometric
(8 hours)

Facial Comparison and ldentification (2 days)
Advanced Facial Comparison (1 week)

= Collaboration — Training being offered to
and/or evaluated by other government
agencies
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Rapid DNA Prototype

=Tool for Law Enforcement — To
use DNA at point of encounter
for identification and to link to
forensic profiles

" Return on Investment

Cost Savings, Crimes Solved, Crimes

Prevented

= Next 6-18 months — Prototype
Development, Testing, and Integration
Planning

= 2-3 years — Second Generation Prototype
= 3-4 years — Pilot Testing in Crime Lab

= 4 + years — Mature System Production

= 4-7 years — Local Booking Station

= Collaboration with DoD and DHS

(Under Development R-DNA Systems)

March 2012

10



=Tool for investigators and analysts
to analyze symbols used in tattoos
and graffiti for investigative
purposes

"Return on Investment:

Crimes solved (investigative leads)

=Collaboration with academia and
the National Gang Intelligence
Center

March 2012 11
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Friction Ridge

=Tool for Latent Print Examiners to
Support Courtroom Testimony

Study of Accuracy of Latent Prin
Examiners — The Black Box Stud

Report available at

http://www.pnas.org/content/108/19/7733
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Accuracy and reliability of forensic
latent fingerprint decisions
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iobli, 3150 Faiiew Park Driv, FallsChurch, VA Fecerst
Liboratoy Dnision, 2507 kst gation Parkoesy, Quariic, VA 22135, ard Aaterst i Suppn Uni. ecerl Boreasof vt etion Labar sty
Diviion, 2501 Imesigaion Parkivey, Quantics VA 22135

Editet by Stephen £ Fienberg, Camegie Mo Univerity Rtsburgh, PA and approved March 3, 201 (received for review Decembes 16, 2010)

]

The interpretasion of forensic fingerprint evidence relies on the tion content s suffcient (o make & deiion. Latent it cxam-
A crperise ot The be complex bec <mall unclear
(a)

of dbtorted, smudged, or contain few featurcs; can overlap with
munites have called for research to measure the accuracy and  other prints or appear on complex backgrounds: and can contain
relsbilty of latent print examiners’ decisions, 3 challenging and  artificts from he collection process. Because of this complexity,
complex probiem in need of systematic analyss. Our research is  experts must in working with the various difficul

anibutes of laens.

acauracy and relisbiiy of laient print examiners’ dedsions, in
‘which 169 latent print examiners each compared approximately

bustes and quality encountered in forensic casework. and to be
comparable

ataent . more
cxcmmplas. Thessare genrally collecud rom persoms f terest
in's particular cae. persons with legimatc sccew 10 4 crime
scene, or obiained by carching the ltent against an Automsted
Fingerprin Lientifcition Syicm (AFIS). which & desined 0
scoct Lo alarge database those semplas that avemos smilar

system cantaining more than 58 million subjects. This study eval-
points in the

nation process; pracedures Lsed operationally indude 3ddtional

safeguards designed to minimize erors. e examiners made false

positive mars for an overall false positiverate of0.19%. Eighty-five

percent of examiners made at kst one false negarive error for an

overal false negative rat of 7.5%. Independent examiration of

verification) was found o detect all akse positive errors and the

o the bitent being scarched. For lutent searches, n AFIS only
‘provides  lstof candidate exemplars; comparison deisions must
be made by a latent print cximiner. Bxmplars sclecied by an

5 latent
selected by other means, potentially increasing the risk of cxam-
irer error (15).

“The previling method for latent print exsmiation s known
s analysis, comparison, evaluation, and verification (ACE-V)
(19, 20). The ACE portion of the process results in onc of four
decisions: the analysis decision of no value (unsuitabl for com-

A wowaca|

This Article

Published anline befors
printAprit3s 2011 dot
01075/ pnas 10187071 08

PAS April 25, 2011
Free via Open Access: OA

Show PDF in full window

OA Abstract

» Full Text (PDF)

Full Text + S (Combined PDF)

Supporting Information

- Classific;

Biological Sciences
Applied Biological
Sciences
- Services
Email this article to a colleague
Alertme when this article is
cited
Alertme ifa correction s

posted
Similar articles in this journal
Similar articles in PubMed
Add to My File Cabinet
Download to citation manager
Request copyright permission
- Citing Articles

~ Google Scholar

This Week’s Issue

August 23,2011, 108 (34)

From the Cover

® Biodiversity conservation
and poverty traps.

» Cytoskeletal “tug of war

= Shrinking Himalayan
glaciers

= Brain’s circadian

pacemaker

Alert me to new issues of
PNAS

& Early Edition

= Archives

= Online Submission

. Feriem Aerlae

12


http://www.pnas.org/content/108/19/7733

Voice Biometrics
* Continuing to Enhance Voice Biometrics
Technology Accuracy
Algorithm Enhancement by MIT Lincoln Lab
Software/Hardware Integration by Air Force
Research Lab
* Progressing toward a Forensic Voice Data Format
Standard
* Launched a new research project to establish a
“Scientific Foundation” for voice biometrics by a
team of scientists at MIT, Univ of Southern Calif,
and Haskins Laboratories: 2014
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Collaboration | With Academia
Applied Research

= Automatic Detection of Altered
Fingerprints Project
Return on Investment: Solve crimes

= Latent Fingerprint Enhancement
Project

Return on Investment: Expedite latent
casework/reduce back logs — Solve crimes,
cost savings

"Friction Ridge Support Services Project

Return on Investment: Training tool
software prototype, friction ridge software

March 2012 prOtOtype 14




Collaboration | With Academia
Applied Research

=" Biometric Collection Project

Return on Investment: In-house “pristine”
datasets for use in testing

= Epithelial Cell Presence in Human Scent
Evidence Project

Return on Investment: Admissibility of DNA
identifications in court

" Handwriting Collection Project

Return on Investment: Validation of forensic
case work, court admissibility, solve/prevent
crimes, identify terrorist networks

March 2012 15



Collaboration with Academia
Applied Research

7 =Periocular Features Project

= Return on Investment: Solve crimes and
provide additional investigative tool

| ®Face and Component Face Analysis
Project

* Return on Investment: Statistical models for
forensic based ID and automatic biometrics

March 2012 16



Applied Research

22012 Twins Day Festival Collection
Effort Project

Return on Investment: In-house “pristine”
datasets for use in testing

=2D and 3D Ear Patterns Project

Return on Investment: Solve crimes and
provide additional investigative tool

March 2012 17



Privacy

* The FBI is committed to ensuring compliance
with privacy laws, policies, and procedures

* Biometrics protect privacy by
Positively identifying subjects
Clearing those wrongly accused

* Protection of individual privacy rights and civil
liberties is a top priority for the FBI

March 2012 18



Looking Forward
Keeping an eye on....
=Ear
*Hand Images
=Scent

= Cardiac Signature
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line Resource: www.BiometricCoE.gov

=Visit our Web site
or

" E-mail us at BiometricCoE@LEO.gov

Ble Edt  View Hstory Bookmarks Tooks Help
& - C© < o [Ci[reosimmsonsicos oo —

L) Most visited @ Getting Started .| Latest Headines
| FBI Blometric Center of Excellence
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Home
telcome 1 B -
About BCOE Velcome t (BCOE)
EBI Initiatives The BCOE (located in Clarksburg. W. Va.) is the FBI's program for exploring and advancing the use of new and
enhanced biometric technologies and capabilities for integration into operations. The FBI's Science and Technology
Standards/Product Certification Branch created the BCOE in 2007 to support its overall biometrics mission, and the BCOE supports major programs

[StandardsjProduct Certification and strategic initiatives that comprise the FBI biometric portfolio of services
Resources >

the Biometric Center of

The BCOE focuses its efforts on fostering collaboration, improving information sharing, and advancing the adoption of
Partners optimal biometric and identity management solutions within the FBI and across the law enforcement and national
= security communities. Considering the needs of today and the requirements of tomorrow, biometrics will continue to be
TIvacy an invaluable tool for the law enforcement and intelligence communities
Modalities

The BCOE encourages you to explore the web site and welcomes feedback by sending an email to

Face Palm
2 - QuRERI IF Twyeg
Iris Voice A *t\’la,,'a

Fingerprint DNA

Emerging Biometrics
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Questions / Answers

My Contact Information:

William.Casey@ic.fbi.gov
304-625-4555
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