STS Teleconference
Wednesday, July 26, 2006
Participants:  John Wack, David Flater, Nelson Hastings, Sharon Laskowski, Alicia Clay, 


          Ron Rivest, Patrick Gannon, Helen Purcell, Angela Orebaugh, Wendy Havens
Agenda Items:


1) Administrative updates


2) Discussion of the direction for IDV


3) Discussion of separation of code and data; 



*requirements provided as reference are:



           a) VVSG 2005 Volume I requirement 5.2.4.iii:




Operator intervention or logic that evaluates received or stored data shall  



not re-direct program control within a program routine.



b) Proposed VVSG 2007 Volume I requirement 5.4.1.5-B:




Application logic shall not compile or interrupt configuration data as a 



programming language.

4) Other items

Administrative updates:

JW- Offers reviews about the Wednesday, July 19th hearings on Voting Equipment Standards; witness testimony included; Dr. William Jeffery, Ms. Donnetta Davidson,
Mr. John Groh, Ms. Mary Kiffmeyer, Ms. Linda Lamone and Dr. David Wagner.

Overall opinion would be “dismay”, in when voting standards would eventually be used;

and more discussion on “usability”.


Positive feedback about NIST and TGDC members.

Discussion of direction for IDV:


RR-discusses the draft version of “software independence” in voting systems;
issues within document that were primarily addressed; “software-dependent” and “software-independent” terminology.

JW-VVPAT issues re: auditing, importance on producing records, problem with usability,

and crypto; approaches to crypto should be more understandable.


DF-the focus on software; a more general approach, toward broadening the detection area;
possibly a better way of phrases


JW-testing and the growing rate of its costs to do so; “get what you pay for” in order to guarantee correctness; what level one should go to in order to get what you want; responsibility,

(who’s) to make it fall into place.


-NVLAP, to assure better testing 


-security; what level of evaluation is appropriate; question if the TGDC should investigate;

comments welcomed on this subject


RR-expenditure issues to be discussed; parameters; level of testing procedures


DF-suggestion of states pay directly; creative approaches “good idea”


RR-should requirements specify between software-dependent vs. software-independent  

DF-hidden language issues


-overall, expand on definitions; programming language; data configuration; logic on 

application data


-further comments to be discussed later on open ended testing and NIST’s involvement.


Ron Rivest recommends reading a newly published book by, Roy G. Saltman,




The History and Politics of Voting Technology   
Next meeting ~ Wednesday, August 9, 2006 at 10:30 AM EST 

