
  

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 
 

NNIST CCyberseecurity Frameework 
ISCI Responnse to RRequestt for Innformattion 

Datee: April 5, 2013 
Orgaanization: Autommation Standdards Complliance Instituute / The Auutomation Feederation 
Commmittee:  ISA SSecurity Commpliance Insttitute (ISCI) 
Typee: Internnational standdards complliance certifi ication progrrams 
Sectoor Scope: Cross-sector 
Techhnical Scopee: Industtrial Automaation and Coontrol Systemms 

On bbehalf of thhe ISA Secuurity Compliance Instituute (ISCI), we are pleaased to submmit this respponse to thee 
Requuest for Infoormation on the subject of Framew ork for Redducing Cyber Risks to CCritical Infraastructure. Inn 
provviding the reequested infoormation, wwe have focuused on the ISASecure ccertificationn programs ffor Industriaal 
Autoomation andd Control SSystems, whhich is a se t of conformrmance proggrams for thhe ISA-62443 series of 
standdards.  

Resppectfully, 

Andrre Ristaino 

Mannaging Direc tor, Automaation Standarrds and Commpliance Insttitute 

Johaan Nye 

Chaiirman, Goveerning Boardd of the ISA Security Compliance Institute 
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1 About tthe Autommation Stanndards Coompliancee Institute (ASCI) 

ISA is a pprofessionall engineeringg society andd an ANSI acccredited staandards deveelopment orgganization 
(SDO) thhat manages standards coommittees coomprised of volunteer suubject matteer experts in the field of 
industrial automationn and process controls.  DDuring its 655 year historry, ISA publ ished over 1144 industry 
standardss, many of wwhich have bbeen adoptedd as internatiional standarrds.  

In 2006, ISA establisshed the Auttomation Staandards Commpliance Insttitute (ASCI)) as a separaately 
incorporaated non-proofit organizattional entityy to support pprograms thaat assess automation-relaated 
standardss compliancee. The instituute's charter addresses a wide range of standardss compliancee 
assessmeents includinng software oor hardware products, immplementatioon methods, solutions, coompanies 
and indivviduals.  ASCCI provides the organizaation and staaff necessaryy to support oon-going connformance 
operationns; and ensurres a level off independennce betweenn ISA’s standdards commiittee processses and the 
conformaance certification prograams. 

ASCI connformance ccertification programs prrovide a vitaal link betwe en the standdards ISA devvelops and 
the impleementation oof those standards. ASCII also offers a platform tto partner wiith other org anizations 
and assesss conformitty of their staandards. A feasibility stuudy, market study, and legal assessmment 
performeed in 2005 annd 2006 indiicated that a standards coonformity prrogram was needed to prrovide a 
useful linnk between aautomation sstandards and the produccts, services,, processes aand systems that use 
them. Thhe studies revvealed that aautomation uusers are incrreasingly reccognizing thhe value of addopting true 
industry standards annd that the neext step in thhis evolutionn was to ensuure that the ssolutions sellected in factt 
adhere too these standdards. ASCI is chartered to educate uusers and hellp suppliers transform sttandards intoo 
real interroperable prooducts. 

ASCI is ggoverned byy a Board of Directors coomprised of ISA leaders, legal counssel, and an inndustry 
consultannt. Within AASCI, groupss called Institutes are formmed to addrress specific interest areaas for 
standardss conformannce. Each Insstitute operattes as an inddustry consorrtium, establlishing its owwn 
membersship structuree and governnance policiees based on stakeholder needs and inndustry requuirements.  
Institute membershipps are fair annd open, and conformancce certificatiions are avaiilable to Insttitute 
memberss and non-meembers.  ASSCI bylaws share the opeen constructss of ISA, whhile accounting for 
compliannce organization requiremments. ASCII Articles off Incorporatioon and Bylaaws are availlable online 
at the folllowing linkss: 

AArticles of Inncorporation 

BBylaws 

ASCI currrently operaates two Insttitutes: 


 ISSA Security Compliancee Institute (ISSCI) www.issasecure.orgg
 

 ISSA100 Wireeless Compliiance Institutte (WCI) wwww.isa100wci.org
 

The ISA Security Coompliance Innstitute is thee organizatioon respondinng to this RFFI. 
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2 

2.1 

2.2 

About tthe ISA Seecurity Coompliance Institute ((ISCI) 

The ISA Security Coompliance Innstitute manaages the ISAASecure® proogram whichh recognizes and 
promotess cyber-secure products aand practicees for industrrial automatiion supplierss and operatiional sites. 

The ISASSecure® desiignation is eearned by ind rt s for productts that demo onstratedustrial control suppliers 
adherencce to ISCI cyyber securityy specificatioons derived ffrom open, cconsensus industry standdards.  
ISASecuure® certificaations evaluaate product/system cyberr security ch haracteristics , laboratory test 
products//systems andd, assess suppplier’s adherence to cybber security llifecycle devvelopment beest practicess. 

Mission 

The orgaanization’s mmission is to decrease thee time, cost, and risk of ddeveloping, acquiring, annd 
deploying control sysstems by esttablishing a ccollaborativee industry-based programm among assset owners, 
supplierss, and other sstakeholderss to: 

	 Facilitate the independentt testing andd certificationn of control system prodducts to a defined set of 
coontrol systemm security sttandards; 

	 UUse existing ccontrol systeem security iindustry stanndards, wherre available, develop or facilitate 
development of interim sttandards whhere they donn’t already exxist, and adoopt new stanndards when 
thhey become available; 

	 AAccelerate the developmeent of industtry standardss that can bee used to certtify that conttrol systems 
prroducts meeet a common set of securrity requiremments. 

	 TThe standardss, tests, and conformanc e processes for control ssystems prodducts will alllow the 
prroducts to bee securely inntegrated. Thhe ultimate ggoal is to pussh the confoormance testiing into the 
prroduct devellopment life cycle so thaat the produccts are intrinnsically securre. 

Accreditaation 

Accreditaation assuress users of thee competencce and imparrtiality of thee certificatioon body (CB) being 
accrediteed. ISASecurre® is an ISOO/IEC Guidee 65 conformmance schemme. As such, all ISASecuure® 

certificattion bodies (ttest labs) aree independenntly accreditted to ISASeecure® requirrements, ISOO/IEC Guidee 
65 and ISSO/IEC 170225 by an ISOO/IEC 170111 accreditatioon body succh as ANSI/AACLASS, thhe Japan 
Accreditaation Bureauu (JAB) and other countrry-specific I ISO/IEC 170011 accreditaation bodies. The link too 
the ANSII/ACLASS wwebsite for IISASecure® is www.anssi.org/isasecuure. 

ISO/IEC 17011 accreeditation boddies participate in Multillateral Recoggnition Arraangements (MMRA) via 
global foorums such aas the Internaational Accreeditation Forrum (IAF) aand Asia Paccific Accrediitation and 
Certificattion Commi ssion (APACC). The purpose of the MMRA is to eestablish a gllobally efficiient 
approachh for ensurin g that certifiicates of connformance is ssued by a laab in any gloobal region are fully 
recognizeed by other pparticipatingg regions. Thhe MRA agrreements redduce supplieer conformannce 
certificattion costs and, reduce baarriers to tradde and, support global sccalability of the ISASecuure® 

conformaance schemee. 
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2.3 ISCI Relationship too ISA99 Staandards Commmittee andd ISA-624433 standardss 

ISCI devvelops industtrial automattion control systems certtifications wwhich assess conformanc e to the ISA-
62443 staandards. Too ensure that the ISASecuure® certificcations remaiin harmonized with the IISA-62443 
standardss, ISCI has ccommitted too update ISAASecure® cerrtification sppecificationss when the reeferenced 
standardss are changed by the ISAA-62443 commmittees durring plannedd review/maiintenance acttivities.  A 
formal liaaison positioon has been eestablished oon the ISCI Governing bboard to faciilitate corres pondence 
between the ISA99 standards commmittee andd ISCI. The lliaison role ffacilitates a formal feedbback loop 
from impplementers (IISCI stakehoolder groupss) of the stanndards to the standards committees ddrafting and 
maintain ing the standdards.  Stakeeholder grouups include aautomation s uppliers, assset owner/opperators, 
system inntegrators, acccredited tesst labs and, ttest tool supppliers. 

The ISA--62443 standdards are devveloped by tthe ISA 99 ccommittee, wwhich maintaains a forma l liaison 
with IECC TC65/WG110 and ISO/IIEC JTC1/SCC27. ISA-622443 standarrds are simuultaneously s ubmitted to 
the ISA ccommittee annd internatioonal bodies ffor approval. Please refeer to the ISAA 99 Cyberseecurity 
Framewoork RFI submmittal, sectioon 5, for add itional informmation. 

ISCI connformance scchemes also reference otther relevantt internationaal standards,, such as IECC 61508 and 
IEC 615111 for Safetyy Instrumentted Systems,, as appropriiate to the paarticular certtification proogram.  

2.4 Membersship 

Membersship is open to commerccial organizaations such a s suppliers aand owner/opperators, trade 
associatioons and government orgganizations fofor a fee. Thee following mmembershipp categories wwere 
establish ed to represeent all stakehholder groupps: 

 Strategic memmbership – vvoting membbers of the GGoverning Booard and Tecchnical Commmittee 

 TTechnical meembership – voting memmbers of the TTechnical Coommittee 

 AAssociation mmembership – non-votingg members oof the Technnical Commiittee 

 GGovernment mmembershipp – non-votinng members of the Technnical Commmittee 

 Innformationall membershiip – non-partticipating orrganization ddesiring to sttay current rregarding 
ISSCI affairs 

Current IISCI membeers include thhe followingg organizatioons: 

 CChevron 

 exxida
 
 EExxonMobil 

 HHoneywell 

 Innformation-ttechnology PPromotion AAgency, Japaan (IPA) 

 Innvensys 

 ISSA99 Standaards Committtee Liaison
 
 RRTP Corporaation
 
 Siemens 

 YYokogawa 
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3 ISASecure Certiffication Prrograms 

One of thhe challenge s in the Induustrial Autommation and CControl Systeem (IACS) mmarketplace is that manyy 
products are shipped with vulnerrabilities thatt with the prroper design,, developmeent and test pprocesses in 
place, could be preveented. Becauuse many IA CS productss ship with vvulnerabilitiees, it is difficcult for assett 
owners too secure themm. 

ISASecuure® addressees this challeenge by estabblishing accrredited prodduct certificaation programms that 
verify thaat the supplier has followwed a Securiity Developmment Lifecyccle, and thatt the productt is shipped 
without kknown vulneerabilities. 

The ISASSecure® proggram facilitaates the reduuction of an aasset ownerss’ risk by cerrtifying supppliers’ 
products to a specificc Security Leevel. Asset OOwners are tthen able to specify, throough their prrocurement 
process, tthe Security Level that iis needed forr their appliccation, basedd on a risk asssessment prrocess. In 
addition,  ISASecure®® certificatioon reports ennsure that mi itigations andd processes necessary too be 
addressedd by the asseet owner are  clearly idenntified in useer documentaation. 

The ISASSecure® proggram also adddresses riskk for the suppplier’s organnization by ccertifying theeir products 
do not innclude knownn vulnerabiliities and inc orporating aa security devvelopment liifecycle thatt includes 
the respoonse to the diiscovery of nnew vulneraabilities afterr the initial ccertification iis complete. 

Figure 1 – Relationship betweenn ISA99 Stanndards and ISSASecure® CCertificationn 
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Figure 2 –– Elements o f an ISASeccure Certificaation Prograam 

3.1 Security Development Lifecyclee Assurancee (SDLA) 

ISASecuure® SDLA iss a certificattion programm to assess thhe supplier’ss product devvelopment p rocess to 
determinne if it incorpporates a Seccurity Develoopment Lifeecycle. The IISASecure® SDLA certification 
program is currently under devellopment and is expected to be releas ed in the seccond half of 2013. 

The Secuurity Developpment Lifeccycle (SDL) is intended tto reduce thee susceptibillity of softwaare products 
to cyber vvulnerabilitiies by providding a frameework for traaining, proceess, and toolss resulting inn security 
value to ccustomers.  TThe SDL is tasked with institutionallizing cyber--security witthin the cultuure of R&D 
and acrosss the organiization and hhas been succcessful in mmany compannies at reduccing the suscceptibility of 
products to security vvulnerabilitiees. The SDLL seeks to innfuse securitty into all phhases of the pproduct 
lifecycle starting withh requiremennts and procceeding throuugh the end of life for a product. It bbrings 
security iinto the earlyy stages of ddesign and deevelopment and ensuress that implemmentation and validation 
follow thhe best practiice guidelinees for creatinng secure co de running iin the suite oof Industrial Control 
System aapplications and products. It is impoortant to notte that SDL iis a continuoous improvemment 
process aas the securitty landscapee is ever evollving. 

ISCI seekks to certify vendors witth development organizaations that foollow an audditable and wwell managedd 
SDL proccess by awarrding the ISAASecure® loogo for SDLAA. The certiification proocess looks aat each of thee 
followingg phases to eensure that eeach show deemonstrable compliancee to the SDLAA specification. 

Page 7 of 12 67 Alexa nder Drive   PP.O. Box 122777  RTP, NC 277709 April 5, 201 3
 
Phhone 919-990--9222  Fax 91 9-549-8288 




  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SDLA Phhases: 

1.	 Security Mannagement Proocess – Thiss is the versiooned processs for planninng and manaaging the 
seecurity deve lopment actiivities. 

2.	 Security Requuirements Sppecification – Customer driven secuurity requiremments must bbe 
documented aalong with seecurity featuures and mitiigations to ppotential threeats that drivve the need 
foor these featuures. 

3.	 Security Archhitecture Dessign – The SSAD encomppasses the hiigh level dessign and ensuures that 
seecurity is inccluded in thee design 

4.	 Security Riskk Assessmennt (Threat Moodel) – Threeat Modelingg is the fundaamental con cept in SDLL 
thhat determines which commponents caan affect secuurity and whhich componnents need thhreat 
annalysis, secuurity code revviews and seecurity testinng. 

5.	 DDetailed Software Designn – DSD goees to the moddule level annd ensures thhat each folloow security 
design best prractices. 

6.	 DDocument Seecurity Guideelines – Upddated periodiically, securre coding guiidelines musst be 
acccessible to all developeers and be instrumental inn guiding thhe security coode reviews for 
ennforcement. 

7.	 MModule Impleementation && Verificatioon – The immplementatioon must folloow the securee coding 
guuidelines and thorough ssecurity codee reviews, sttatic code annalysis and mmodule testinng ensure 
thhat the moduules are impllemented as securely as ppossible. 

8.	 Security Integgration Testiing – Once tto the integraation phase, the moduless are subjectted to fuzz 
teesting for intterfaces and parsers and also subjectted to penetrration testingg where apprropriate. 

9.	 Security Proccess Verificaation – An inndependent aassessment iss made to ennsure the proocess has 
been followedd as specifieed. 

10. Security Respponse Planniing – It is immperative thaat a process bbe put in plaace so that a 
development organizationn can responnd quickly too security isssues found inn the field. 

11. Security Validation Testinng - Verificaation must fofollow from tthe threat moodel that eacch threat is 
coorrectly and efficiently m d that all seccurity requirrements havee been satisffmitigated an	 ied. 

12. Security Respponse Execuution – This ttakes into coonsideration documentedd preventativve and 
coorrective acttions to secuurity problemms in the fiel d. As well, an organizattion must haave a processs 
too validate security patchees from otheer vendors thhat are used wwithin its prroducts (e.g. COTS OS) 
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3.2 Embeddeed Device Security Assuurance (EDDSA) 

ISASecuure® EDSA iss a certificattion programm for embeddded devices, which are special purpoose devices 
running eembedded sooftware desiggned to direcctly monitorr, control or actuate an inndustrial proocess. The 
ISASecuure® EDSA ccertification pprogram is ccurrently avaailable and sseveral supplliers’ devicees have been 
certified to ISASecurre® Security Level 1 or 22. 

ISASecuure® certificaation of embeedded devicees has three elements: 

1. Coommunicatioon robustnesss testing (C RT) 
2. Fuunctional Security Assesssment (FSAA) 
3. Sooftware Development Seecurity Assesssment (SDSSA) 

CRT exaamines the caapability of tthe device too adequatelyy maintain esssential serviices while beeing 
subjectedd to normal aand erroneouus network pprotocol traffffic at normaal to extremeely high trafffic rates 
(flood coonditions). These tests innclude speciffic tests for ssusceptibilityy to known nnetwork attaacks. 

FSA exammines the seecurity capabbilities of thee device, whhile recognizzing that in s ome cases seecurity 
functionaality may be allocated too other compponents of thhe device’s ooverall systemm environm ent. 

Finally, SSDSA examines the proccess under wwhich the devvice was devveloped. 

The proggram offers three certificcation levels for a devicee, offering inncreasing levvels of device security 
assurancee. These certtifications arre called ISAASecure® EDDSA Level 11, ISASecuree® EDSA Leevel 2, and 
ISASecuure® EDSA LLevel 3. 

Figurre 3 – EDSAA Certificatioon Program EElements 
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3.3 Systems SSecurity Asssurance (SSSA) 

The ISASSecure® SSAA is a certificcation program for Indusstrial Autommation and CControl Systeems.  The 
certificattion is to testt and assess for compliannce to the ISSA-62443 staandards. Thhe primary foocus of the 
SSA proggram is commpliance to ISSA-62443-3-3. The ISAASecure® SSSA certificatiion program is currently 
under devvelopment aand is expectted to be releeased in the middle of 20013. 

There aree three elemeents to the ISSASecure® SSSA certification prograam 
1. Syystem Robusstness Testinng (SRT) 
2. Fuunctional Security Assesssment (FSAA) 
3. Seecurity Deveelopment As sessment (S DA) 

SRT contains two eleements.  Thee first elemennt of SRT is s a scan of thhe system forr known vulnerabilities. 
This scannning is donee using commmercial toolls such as Neessus.  The ssecond elemeent of SRT iis to subject 
the devicces in the sysstem as well as the overaall system too different foorms of mali cious netwoork traffic.  
The maliicious netwoork traffic wiill consist of malformed network pacckets as defiined in the ISSASecure® 

Communnications Robbustness Tesst specificatiion as well hhas abnormaally high traffic rates of aall forms of 
traffic.  TThe system i s expected too maintain eessential funcctionality whhile being suubjected to tthe SRT. 

The FSAA examines thhe security ccapabilities oof the systemm and complliance to the ISA-62443--3-3 
standard..  The 624433-3-3 standarrd defines seecurity contrrols and an aassociated security level for an 
implemenntation in a specific secuurity zone ass defined in IISA-62443-33-2. A secuurity level is assessed forr 
each zone in the syst em being as sessed. 

Finally, tthe SDA exaamines the prrocess artifaacts from thee developmennt process uused in 
designingg/creating thhe system.  TThese artifactts are producced as the reesult of the ddevelopmentt 
organizattion followinng the processes outlinedd in ISA-624443-4-1. 

The proggram offers ffour certificaation levels ffor a zone off a system, ooffering increeasing levelss of system 
security aassurance. TThe four leveels are basedd on the Secuurity Levels defined in ISSA-62443-3-3. 

Figure 44 – SSA Certtification Proogram Elemments 
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Figuree 5 – Examplle of an Induustrial Contrrol System 

4 Responnse to RFI Questionss 

ISASecuure® certificaation programms are confoormance schhemes based on the ISA--62443 series of cross-
sector inddustry standards for the Security of IIndustrial Auutomation annd Control SSystems. Thee ISA-624433 
standardss are developped by the ISSA 99 commmittee. Pleasee refer to thee ISA 99 Ressponse to thee NIST 
Cyberseccurity Frameework RFI foor compreheensive replies to the RFI questions. PPlease see beelow for 
responses to the Cyb ersecurity Frramework RRFI questionss that are paarticularly rellevant to thee 
ISASecuure® certificaation programm. 

4.1.1	 What stanndards, guidellines, best pracctices, and toools are organizzations using tto understandd, measure, annd manage 
risk at thee managementt, operational,, and technica l levels? 

ISASecuure certificatiion programs are accrediited as an ISSO/IEC Guidde 65 conforrmance schemme and 
ISO/IEC 17025 lab ooperations byy ANSI/ACLLASS. 

ISASecuure certificatiion programs reference tthe ISA-624443 series of Industrial AAutomation aand Control 
Systems security stanndards as thee primary source for commpliance reqquirements. FFor industriaal safety 
systems, the ISASecuure programm references tthe IEC 61511 and IEC 61508 indusstry standardds. 

A full list of the induustry standards referenceed by ISASeccure can be found at wwww.ISASecuure.org. 
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4.1.2	 What rolee(s) do or shouuld national/innternational sttandards and organizationss that develop national/interrnational 
standards play in criticaal infrastructuure cybersecu rity conformitity assessmentt? 

Whereveer possible thhe ISASecure certificatioon program rreferences innternational standards suuch as those 
from ISOO and IEC. 

The ISA--62443 standdards are devveloped by tthe ISA 99 ccommittee, wwhich maintaains a forma l liaison 
with IECC TC65/WG110 and ISO/IIEC JTC1/SCC27. ISA-622443 standarrds are simuultaneously s ubmitted to 
the ISA ccommittee annd internatioonal bodies ffor approval. Please refeer to the ISAA 99 Cyberseecurity 
Framewoork RFI submmittal, sectioon 5, for add itional informmation. 

ISASecuure certificatiion programs are also ANNSI/ACLASSS accredite d, which proovides internnational 
recognitiion for the prroducts that are certifiedd according tto these proggrams. 
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