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SPEAKER BACKGROUND

- Shafik G. Punja

- Active duty LE, performing digital forensics since Nov 2003
- Instructor for Teel Technologies US and Canada
- Senior Technical Officer — QuByte Logic Ltd

- Private sector work involves R n D partnerships with
various LE colleagues, digital forensics training, data
analytics and consulting services.

- Shameless plug: Course developer and primary instructor
for Advanced BlackBerry Forensics Class:

- Contact: or
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SPEAKER BACKGROUND

- Cindy Murphy

June-19-14

Detective, City of Madison, W1 Police Department since
1985.

Involved in DFIR since 1999

MSc Forensic Computing and CyberCrime Investigation
from Dublin in 2011

Part time DFIR Instructor at Madison College

Shameless plug: SANS 585 Advanced Smartphone
Forensics Instructor

Contact:
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« Locked BlackBerry’s: access options

« BES and BlackBerry

 Unlocked BlackBerry’s: Physical versus Logical
« Backup IPD, BBB v1, BBB v2 formats

« BlackBerry Messenger (BBM)
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« Malware/Spyware on BlackBerry devices

« BlackBerry 10
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BlackBerry 7 (and lower)

- Developed by Research In Motion (now called BlackBerry) based out
of Waterloo, ONT Canada.

- Device software design evolved from C++ to Java.
- Uses proprietary OS designed through JVM (Java Virtual Machine).

- The operating system is a collection of .cod files. You will not see a
true file system in any analysis tool.

- Security of device rests with its relationship with the hardware.
- In Java based BB devices, BootROM is trust anchor.

- BlackBerry applications come packaged either as .COD files or JAD
files which is associated to either OTW or OTA application installation.
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Locked BlackBerry

- Option 1: If BES attached unlock via BES.

- Option 2:Attack info.mkf file on memory card

If this Is present.

(
)

- Option 3: Chipoff (maybe JTAG which might
work on older model devices).
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http://blog.crackpassword.com/2011/09/recovering-blackberry-device-passwords/
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Locked BlackBerry

- Password Is

- NOT stored on computer used by device owner
for backup of

- NOT present in the backup IPD file or any other
version of the backup

- According to BlackBerry there is no backdoor into
the device

- BlackBerry, may or may not help you in accessing
the data on a locked BlackBerry device.
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Locked BlackBerry

- Large Padlock lower right on handset screen = password
locked

- Large Padlock lower right AND smaller padlock upper
left = password locked and encrypted

- Less secure passwords are rejected by the smartphone,
such as those composed of identical characters, or
characters that consist of natural sequences (i.e. 1234).

- If the device is locked AND you see the device
prompting you to type the word “blackberry”, this means
that half the password attempts have already been used.

- If a password is entered incorrectly ten consecutive
times, this will automatically wipe all of the data on the
BlackBerry.
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Locked BlackBerry - BES

- BES (BlackBerry Enterprise Server): runs in server
environment.

- Asingle BES can host as many as 500 BB devices.

- If a device is BES attached a password reset can be
pushed from the BES Management Console.

- Password Reset does not affect the user data on
the device.
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Locked BlackBerry - BES 2

1. Open the BlackBerry Enterprise Server Management console.
2. Right-click the user account that requires a password change.
3. Click IT Admin > Set Password and Lock.

4. In the Set Handheld Password and Lock window, type the
new password into the New Password and New Password Again
fields.

5. Click OK.

Note: It takes approximately 30 minutes for the new IT Policy to
be sent to the device.

6. When the device receives the IT Policy, the following
message Is displayed:
New IT Policy Changed Over The Air. Would you like to accept?

7. Click OK. The user can now use the new password on the
device.

Source:
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Locked BlackBerry - BES 2

You remembered to ask the friendly BES admin for the BES daily
log files right?

BES stores dally logs in folders under default path C:\Program
Files\Research in Motlon\BIackBerry Enterprise Server\Logs\ -
grab them all and don’t forget the email container which is stored
separately.

Depending upon BES version there may be over 15 or so different
types of logs: SMS logs, PhoneCall logs, PINLog and BBM logs

By default only PhoneCall logs are enabled on BES 5 and lower. In
BES 10 and higher, it is believed that SMS, PhoneCall, PIN and BBM
data is logged.

SMS, PIN, PhoneCall and BBM are stored in CSV format contain both
content and sender, receiver information
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Locked BlackBerry - info.mkf file
- Non BES device, commonly referred to as BlackBerry Internet
Service (BIS) device.

- If BlackBerry is locked AND if memory card is encrypted with
either option 2: Security Password or option 3: Security
Password and Device (default encryption is off)

- Then a hidden file info.mkf on the memory card at
/BlackBerry/system/ will be found.

- EPPB attacks/exploits this file to obtain the password to the
BlackBerry device

*Source:
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Locked BlackBerry - info.mkf file

= T T
‘¢ Elcomzoft Phone = | | 22 EFPBE |t |

File Recovery Help

Backup:
C:\Wsers\pol3066'\Desktop\sdcard_encrypted'BlackBerry_.. . \info.mkf Open... T

Password found: "asdfg”.
¥' Time elapsed: 1.08 sec.

Use the buttons to the right of 'Current passwerd’ field to copy
password to the Clipboard or open Keychain Explorer (Professional

Attacks
[g Edition only].

Task

= english.dic; no mutations

Progress
Attack 1of 1 100.0%
Stop
Estimated time left:
Attack rate: 225 802 passwordsfsecond
Current password: asdfg E|_|
Time Message a

15:19:39 EPPE v.1.81 r1077 [PROFESSIOMAL EDITIOM] i
15:19:53 Opened BlackBerry MKF file from "C:\Jsers'pol 3066 Desktopsdcare _
15:20:07 Opened BlackBerry MKF file from "C:\Users\pol 3066 Desktop\sdcar: 3
15:20:15 Starting recovery [XMM=0xffffff CUDA=0x1]

15:20:17 Password found: "asdfg”. Time elapsed: 1.08 sec.,
1 | 11} | r

1
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Locked BlackBerry - info.mkf file

- When an upper case character Is
Introduced, the english dictionary word list
attack will always fail as it only examines
lower case.

- So It might be worth while obtaining a
keyword list from other related electronic
exhibits which can be imported into EPPB
or attempting a mutation attack.
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Locked BlackBerry — Chipoff

- Option 1 and 2 are not available then only
recourse is a chipofft.

- Consists of device disassembly, chip removal,
chip cleaning, and chip reading with a chip
programmer.

- This Is destructive process to the device: you
cannot power on the device to validate the
parsing of the binary NAND/NOR dump.
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Locked BlackBerry — Chipoff

Best and currently the only tool that will decode a BlackBerry chipoff
NAND dump obtained through a chip programmer is UFED Physical
Analyzer (UFED PA)!

If BlackBerry device is attached to a BES, and you don’t have access to
the BES, chip off is pointless as the data cannot be decrypted by any
commercial tool at this time. Real world scenario: hostile BES,
BlackBerry seized and is usually PGP encrypted then you are at a dead
end, even with chipoff.

Want to decode the device password from the chipoff NAND dump?
Remember this password may also unlock other devices!

Look at Trace Log and find SHA1 hash value; hash can be decrypted
using these two links:
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Locked BlackBerry - SHA1 Password

 The hash value is 40 characters in length, which is typically
indicative of SHA1 value.

'NAND (1.bb9700-locked-SAMSUNG_KATOOFOONM-AE77.bin) x | =

FEY=F-13 -1 - 5@ &5 [E[E]E]

Length: 010800000 | Offset: D2 | Selection: 0x0

gotMame=True, name=MNAND1 =

Plugin SmartFAT finished, runtime: 00:00:07.36 Shal Reverse Lookup
Running plugin SmartFAT (debug=False) Enter a string in the box below and hit "Decrypt”. A shal hash is a 40
characters long hexadecimal value. You will get the original message used to

gothame=True, name=MMC encrypt the value you submitted!

Plugin SmartFAT finished, runtime: 00:00:00.68 | b1b3773a05c0ed0176787a4F574R0075 75218
Running plugin Blackberry FTL (debug=Falss) e3¢ 0024221 b5 o7 cdBefd0d6T228doca 5618701252

Geometry: ['0x800°", "0x40"]

BE Page size = 0x800

Plugin Blackberry FTL finished, runtime: 0:0:00:05.73

Running plugin Blackberry Filesystem (debug=False) | Great, we found it! )
hash: blb3773a05c0ed0176787adf1574f0075f7521e qwerty

model: Ul

CIC IC] CICICICICICICICICRC

Classifying types
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Encrypted AND Locked BlackBerry

 This applies to non-BES devices, that just use the provided
encryption (also called Content Protection options) for the device
memory.

« Take the SHAL value and decode the hash with links presented
previously, enter the password into the field and UFED PA will
decrypt the data.

Image MD duration=22.73%
Total Data Files found 267
Plugin DataFilesHandler finished, runtime: 00:00:02.20

f "y
Total chain run: 00:01:30,95 Motification lﬁ

Running plugin SmartFAT (debug=False)

POoOOaOa

gotiName=True, name=NAND1 -
qwerty was successfully verified,

e It will be used in protected content decryption

-
Password request

Content protection may be active on this device
Please provide the password that matches the following SHA-1 Hash
b1b377 305 0ed01 76 TETadf 157450075 752 18

[ ok ) [ caee ||

nn oo i EDUO=TaISE
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Unlocked BlackBerry Devices - Physical

- Only tool that will obtain a physical read of the NAND
over USB is UFED Classic or UFED Touch.

- This is done using a bootloader injection, into the
RAM of the device.

- This is the only way to obtain deleted artifacts and
non saved BBM chat.

- Resulting BIN file is opened in UFED PA for analysis.
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Unlocked BlackBerry Devices - Physical

- Process that | recommend typically Is
UFED physical extraction, followed by
UFED file system (creation of IPD/backup)
and UFED Logical parsed.

- Reason: to limit wear leveling functions on
the NAND do physical first if UFED
supports It then proceed to other extraction

methods
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Unlocked BlackBerry Devices - Physical - OOOPS!

BUT...... This could happen to you if you go after
the physical first and not logical:

On Sat, Feb 15, 2014 at 10:14 AM, wrote:
I'm wondering if anybody ever experienced something similar to the following.

We did Physical Extraction of Blackberry 9630 using Cellebrite UFED 4PC. The phone
wasn't protected by password. Upon successful completion of the extraction we
discovered that the phone reset “itself" to factory defaults.

We, as well as Cellebrite tech support, are totally baffled. Have we made some kind of
mistake? Was Cellebrite at fault? Or something else? Any input or suggestion will be
highly appreciated.

So what happened to our unfortunate DFIR colleague?
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Unlocked BlackBerry Devices - Physical - OOOPS!

Possible Scenarios:

1. The BlackBerry device must be turned and unlocked for the UFED boot
loader injection process to occulr.

«  Was it radio isolated, or did it briefly initiate a wireless connection?

2. If the device is attached to a BES, there is a BES IT policy that will initiate
a device wipe if the BlackBerry device cannot receive an IT policy update or
IT administration commands, after a specified period of time between 2 and
720 hours.

 If the device is radio isolated then it cannot connect to the BES
which could invoke the wipe IF this policy is enforced/enabled.

3. Could the bootloader injection have inadvertently triggered a device
wipe?

* In the non-volatile (NV) memory store the device sets the Device
Under Attack flag. Once this bit is set, nothing will clear this flag
except completion of the wipe.
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Unlocked BlackBerry Devices - Physical - OOOPS!

What actually happened (cited from the listserve email):

No “factory reset.” What happened, | would call it “wipeout”, and
Cellebrite prefers calling it “cache memory reset”.

Blackberry 9630, on Enterprise network, not used for more than
half a year, and arrived in with the battery totally discharged.

Connected to a charger, and as soon as it came to life, disabled
Wireless and Bluetooth (both were seen as enabled first).

Close to the end of the process Cellbrite displayed a message,
something along the following lines “Cellebrite is completing the
physical extraction by rebooting/resetting (?) the phone”.
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Unlocked BlackBerry Devices - Physical - OOOPS!

What actually happened (cited from the listserve email):

- Post physical extraction: device checked, almost all the data was
gone. Also, in the settings window “Connections” “Verizon
Wireless” was replaced with “Mobile Network™.

- ...good news is that all the data was collected by Cellebrite,
before it was lost.

- Cellebrite’s explanation: Cellebrite installs a client on the phone
for the extraction, and needs to remove it when the extraction is
completed. On Blackberry 9.x and earlier versions the phone has
to be rebooted and this is what triggers “cache memory reset” and
loss of data.
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Unlocked BlackBerry Devices - Logical

- For BlackBerry devices logical data extraction
and parsing:
- UFED Classic or Touch.

- Oxygen Forensic Suite Analyst USB
version.

- XRY (Microsystemation)

- Don’t forget about using BlackBerry Desktop
Software for Window or Mac in making a
logical backup IPD file
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Unlocked BlackBerry Devices - Other Tools

- These tools connect to BlackBerry over
USB and extract the logical data structure:

June-19-14

EnCase 7

FTK MPE+

Secure View 3

Final Mobile (Final Data)
May be other tools, that are not listed here.
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Unlocked BlackBerry Devices - Parsing Tools

- Thesetools parse BlackBerry backup formats IPD and BBBv1:

- UFED PA

- Oxygen Forensic Suite Analyst

- XRY

- FTK 3.x and higher with FTK MPE

- Elcomsoft BlackBerry Explorer (EBBE)

- EnCase 7

- EnCase 6 — with script from Yogesh Khatri:
- Secure View 3

- Final Mobile (Final Data)

- BlackBerry Backup Explorer (Reincubate) — this will do IPD, BBBv1
and BBBv2

- phoneMiner

- Rubus (CCL Forensics, this is FREE): this allows deconstruction of
backup file into its raw structure; does not parse into clean
reporting format

- MagicBerry (FREE): does NOT support decoding of all database
structures
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BlackBerry Backup Formats

- IPD File(Inter@ctive Pager Backup): This is a
collection of the data structures called databases all
coagulated into one unigue backup file.

- BBB File: v1 created by Mac version of BlackBerry
Desktop Software, IPD file contained within .bbb file
which has a PK header signature (zip file)

- BBB File: v2 created by Windows version of
BlackBerry Desktop Software v7.1.x and higher; the
backup is contained within the .bbb file but each
data structure is stored as individual .DAT file
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BlackBerry Backup Formats

- The IPD structure is not how the data exists on the BlackBerry device at
a physical level: Logical versus physical of same record

000014CS | OO 00 0D 04 00 09 eC A3 2B &8 10 00 58 00 00 00 00 | ...... l.+h..X....
00001402 | 35 00 63 A3 2B 68 01 00 01 73 04 00 02 01 00 00 00 | 5.c.th...8.......
DOOD14EB | 068 00 03 [ENDESEOSTESTESOENGNNGN 04 00 04 02 00 00 | ...ZESDEEEN......
D00014FC | 00 0D 00 05 2B 31 34 30 33 31 32 33 34 35 36 37 00 .714031234567.
0000150D | 08 00 06 FF FF FF FF FF FF FF FF 08 00 07 TA B3 2B | cucveennnnnnn- z.+
DOODLS1E | &8 00 00 00 00 04 00 OB 01 00 OO0 00 04 00 09 83 A3 | hu..icueinennnns Ec
DO001SEZF | 2B o8 12 00 25 00 00 00 OO 3% 00 01 00 QO 0O OB OO [ +h..)....5.......

050523Fc | 5B 16 80 80 OE BO E4 14 S0 00 00 00 22 3F 03 00 20 00 00 | [...onana... "I.. ..

0505240F | 00 OC 00 84 DB 4D 65 73 73 €5 64 20 43 €1 &C 6C 73 00 00 | ..... Missed Calls..

05052422 | 00 00 1c 01 00 00 00 00 FF FF C9 35 00 00 00 00 00 00 00 [ ........... BT

05052435 | 00 OO0 00 22 14 05 00 24 00 00 00 C2 24 80 B3 OB AB 50 14 | ...*...5....5....P.

seoezec: | FENDENEONEENZENGLNG000N 00 00 00 00 p2 00 00 00 24 00 OO | EUNDENNN. ... B - -

0505245E | 00 A5 04 05 00 30 00 00 00 08 00 BA DO DC FF FF FF FC FF | ..... o

0505246E | FF FF 28 00 00 00 40 00 00 00 &0 00 00 00 B4 00 00 00 SC | ..(...B... " ........

05052481 | 00 00 00 B8 00 00 00 54 00 00 00 0S5 14 05 00 1c 00 00 00 | ....... Il f s s s e mmmn

05052454 | 53 00 80 80 OC A8 50 14 02 00 00 00 00 00 00 00 70 00 00 | S..... = P--

050524R7 | 00 FF 13 05 00 24 00 00 00 04 00 BE DO 10 A8 50 14 OD A8 | ..... Scccoooooc P00 c

050524B% | 50 14 00 00 00 00 0O 00 00 OO0 3B 00 01 07 94 00 00 00 6A | Po........ Basoooes 3

050524cD | OC 05 00 28 00 00 00 BC 24 B0 80 OE A8 50 14 00 00 00 00 | ...{..--$....P.....

050524E0 | 00 00 00 00 01 00 00 00 03 00 00 00 00 00 00 00 BC 00 00 | ccuveeecnnnnannnnnn-

050524F2 | 00 73 OC 05 00 1C 00 00 00 6B 18 80 BO 00 00 00 00 OF 28 | .s....... Keeeeennnn

05052506 | 50 14 41 S8 9D 4B DB 00 00 00 E& 10 05 00 20 00 00 00 OC | P.B..K.wuuunn. -

0505251% | 00 84 DB 2B 31 34 30 33 31 32 33 34 35 36 37 00 00 00 0O .+14031234567. . . .

0505252c | FB 00 00 00 EE 13 05 00 14 00 00 00 55 16 80 80 00 20 00 [ ........a... U.... .

0505253F | 00 18 00 &2 29 00 00 FF FF 46 44 FF FF 00 00 00 00 8D A9 | ...j}.-..FD........

05052552 | 35 D% A6 6C CD 70 SC 00 00 00 00 00 FF FF D5 3% 00 00 00 | ...l.Pucucaaas. Tooc
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BlackBerry Backup Formats

- BBB v2 backup format

Organize » Include in library - Share with - Burn Mew folder
] bds7.x i Mame Size Type Date modified
4 BlackBerry Bold 9700 (22648963) (March 5, 2012; ) o
[&] 1.dat 1 KB DAT File 2012-03-051:05 PM
Databases ) ) o )
[&] 2.dat 2KB DAT File 2012-03-051:05 PM
BlackBerry Bold 9700 (22648963) (March 5, 2012] ) o
|&] 3.dat 1 KB DAT File 2012-03-051:05 PM
bdsdb count ) ) - )
|& | 4.dat 1 KB DAT File 2012-03-051:05 PM
blackberry backups ) ) o )
) [&] 5.dat 1 KB DAT File 2012-03-05 1:05 PM
Blackberny@700_chipoff ) ) o )
) |&] 6.dat 1 KB DAT File 2012-03-051:05 PM
encrypted_ipd ) o i
[&] 7.dat 1 KB DAT File 2012-03-051:05 PM
eppb : e e
|&] 8.dat 1 KB DAT File 2012-03-051:05 PM
ipd_phonehistony ) ) o )
. |&] 9.dat 1 KB DAT File 2012-03-05 1:05 PM
ipd_soca ) o i
] [&] 10.dat 1 KB DAT File 2012-03-051:05 PM
IPDAWasabi ) ) o )
&) 11 dat 2580 KB DAT File 2012-03-051:05 PM

- The number of DAT files present in the Databases folder should
match the number of databases listed in the Manifest.xml; this
file is found within the root of the BBB compressed archive.
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BlackBerry Date Formats

3 different date formats identified, and documented by Yogesh Khatri;

1. Phone Call Log, SMS, Phone History

8-byte length Java date value, which represents the timestamp in milliseconds,
and is similar to Unix time values (which are 4 bytes).

Also applies to BBM and PIN messages; dates in BE order (when data is viewed
in BBM.db file or BBM Conversations file)

The Win Hex/X-Ways Forensms Manual (1995-2006 Stefan Fleischmann), page
8, describes Java date as “a 64-bit integer value that specifies the number of
milliseconds since January 1, 1970. Principally stored in big endian, which is the
typical byte order in Java.”

Unix timestamp (4 bytes, converted into their decimal equivalent) * 1000 = Java
Date.

Java Date/1000 = Unix Timestamp

This is also referred to as the BlackBerry® Date

June-10-14 2 TEELtechnologies

Copyright © QuByte Logic Ltd



http://www.swiftforensics.com/2012/03/blackberry-date-formats.htm

BlackBerry Date Formats

- 3 different date formats identified, and documented by
Yogesh Khatri;

2. Calendar

» Calendar date values use number of minutes since 1 Jan
1900 0:0:0.

 Precision to only the number of minutes.

* Yogesh Khatri cites this formula to obtain the unix time
value:

* UnixTimestamp = (CalendarDate — 36816480) * 60
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BlackBerry Date Formats

- 3 different date formats identified, and documented
by Yogesh Khatri;

3. Email

« Sent and Received dates are stored as a 2 byte date
and 2 byte time value.
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BlackBerry Endian Order

- There is no real clear direction from BlackBerry in any
official technical specifications on how to read the byte
order of the data and also whether the byte order is
signed or unsigned.

- In the IPD structure both BE and LE ordering are used.

- The only fields that are identified by BlackBerry
documentation, for the IPD/DAT file backup is the
following as LE byte order:

- record length

- database version
- database handle
- record type

June-10-14 2 TEELtechnologies

Copyright © QuByte Logic Ltd




BlackBerry - BBM

- BlackBerry devices that cannot use BlackBerry Messenger
5.0 or higher = take pictures; there is no backup
mechanism

- BBM Chat History: If save chat history option is enabled
chat is saved in CSV format and stored in one of 2
locations: memory card or content store data structure
on the device:

- Paths:

- [store/home/im/BlackBerry Messenger/<pinnumber>

- /SDCard/BlackBerry/im/BlackBerry
Messenger/<pinnumber>

- These locations will store CSV, .CON and .BAK files; CON
and BAK files is the device user's BBM contact list and the
BAK is the backup of the contact (CON) file.
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BlackBerry - BBM Chat CSV

- BBM Chat CSV File: Date/Time is 21 digit numeric value
which, YYYYMMDD (first 8 digits reading from the left)
followed by remainder 13 decimal values are actually the
unix DATE AND TIME stamp numeric values in millisecond

- Example: 1264804385552

- Parsing CSV files: bbmessenger.py (Python 3 required)
(John Lehr)

- Parsing CON/BAK files: ConParse (Java based)
(Sheran

Gunasekera)
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BlackBerry — Artifacts BBM

- Using BBM 5.0 but no chat history save enabled;

- Must do a physical extraction with UFED
Touch/Classic in order to obtain BBM chat data.

- Enabling the save chat history feature will not work on
chat conversations currently on the device; only
affects new chat from the date the option was
enabled.
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BlackBerry - BBM.db

Found in BBM 6 and higher running BB OS 6.
BBM database file: bbm.db.

Proprietary database that contains BBM chat
even if option of saving chat history was NOT

enabled.

Also contains data similarly found in the CON
and BAK files.
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BlackBerry - BBM.db

« A bbm.db file that is not encrypted can, generally,
be divided into several areas:
* Device owner information
e BBM contacts
* Device owner time zone
« BBM chat content

 Only one tool currently parses this right now — UFED
PA; OFS may also do this, but not tested.

« bbm.db is only observed to retain chat based on BBM
app or OS upgrade/downgrade; meaning that there
may be chat present on device that is not stored In
the bbm.db file.
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BlackBerry - BBM Conversations

* This was discovered by a colleague on examination of a BlackBerry 9900
running OS 7.x.

& Physical Analyzer 2.7,
File Wiew Tools Extract Python Plug-ins Report |
s WL | FEE DS S|

Project Tree

T

== File Systemns

=N Databases

+ Address Book

4= Address Book - All

— Address Book - Last Used Hints
i .1

+ Address Book Options

----- Alarms

+ Application Monitoring Options
+ Application Permissions

+ Attachment Data

----- Attachment Data - Calendar
+ Attachment Options
+ AuteText Data Version
+ BEGroups
=N BEM Conversations
O - ——
----- Behavior Manager
----- BIS Account Data
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BlackBerry - BBM Conversations

This file appears not much different than BBM.db and follows similar
structure (grouped by PINs/Chats etc.) like the bbm.db file.

It has only been observed on devices running OS 7.x.

It contains the BBM contacts, and chat history, believed to be saved
regardless of whether BBM save chat history option is enabled.

The BBM Conversations folder can be obtained with a logical file system
extraction.

Tools that do parse the BBM Conversations structure:
« BlackBerry Backup Explorer (Reincubate)

Tools that might or will likely parse the BBM Conversations structure:

« UFED PA?
* Oxygen Forensic Suite?
¢« XRY?
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10S and Android BBM

« BBM for iOS is only supported for iOS 6 and 7.
« BBM for Android is only supported for Android OS (AOS) 4.0 and later.
« A BlackBerry Messenger ID is required.

 The Android or iOS device will be assigned a unique PIN, 8 characters
long, randomly generated.

* Observed by both Sheran Gunasekera (aka Gunny), and Jose Garcia,
the I0S and Android BBM app uses SQLite database to store its data.

« BBM 10 for also offers voice and video, which connects over Wi-Fi.
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10S and Android BBM

Icons related to BBM 10 for Android, and iPhone cited from:
http://helpblog.blackberry.com/2013/10/getting-started-with-bbm-on-
android-and-iphone/

What do the various icons mean?

Ouring a chat, the next to a message indicates that your message has been sent. After the message

is delivered to your contact's phone the check mark changes to m For example, if you message
someone and their device isn't tumed on, your messages will show a check mark until your contact turns

on their device again. When your contact reads the message, iLL‘J appears next to the message.

Some additional status icons include:

. Unread message in a chat

. “ Ping message

. m File has been sent or received

. Unread broadcast message

. ° A contact has set their status to busy

. Oraft message

. @ Message hasn't been sent yet (Tip: Verify your device is connected fo the Intermet)

. m Message couldn't be sent (Tip: Touch and hold the message, and fap fo resend if)
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10S and Android BBM

3 : . . ; . - 66°C - .
® Navicat Lite File Edit View Favorites Database Tools Window Help A e B W@ ¢ 3 3
8 0o EH TextMessages @main (BEM Master)
‘N VAT R —
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= <o BB 1 4 B -l B 1 al »
Connection  Table  View Index Trigger Query EBackupl Grid View Form View Image Text Hex Filter Wizard Import Wizard Export Wizard Sort Ascending
E | e Timestamp Content Externalld FileTransferld PictureTransferld Coni
FeaturedChannels ] 1382463600 502544429 [Null] [Null] [Nul
EEFileTransferData | 1382463618 2093748885 [Null] [Null] [Nul
EHFileTransfers | 1382463651 502844434 [Null] [Null] [Nul
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enerator
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[F Locations | 1382490508 502846979 [Null] [Null] [Nul
[ participants | 1382490540 i 2093749309 [Null] [Null] [Nul
B PendingPosts | 1382490599 ; 2003749316 [Null] [Null] [Nul
B PictureTransfers | 1382490617 | 2003749317 [Null] [Null] [Nul
B Post | 1382490632 ; 2093749318 [Null] [Null] [Nul
stimages
- | 1382490650 | 2093749320 [Null] [Null] [Nul
Effprofile | 1382491325 2093749324 [Null] [Null] [Nul
B ProfileAppBoxitems | 1382491355 2093749325 [Null] [Null] [Nul
¥ ProfileApps | 1382491368 2093749326 [Null] [Null] [Nul
B ProfileEventFlags | 1382491392 . 2093745328 [Null] [Null] [Nul
B RecentUpdates | 1382491403 « 2003749329 [Null] [Null] [Nul
B sqli | 1382491411 : 2093749330 [Null] [Null] [Nul
Sq |tE_5eqUEn(e 1383 ANTIAN EASASHTD ..l el (i YP
@sqlite_stall select =, rowid "NAVICAT_ROWID" from "main”."TextMessages” limit ( = du|1 LW
Estatuses [ g | - 3 680 records in page 1 . ¢ | H | [ = |

ETextMessageContext
— —
EH userpins
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BlackBerry — Artifacts BBThumbs.dat

- BBThumbs.dat: Thumbnail cache of pictures currently or previously stored on
the BlackBerry device or its associated memory card; typically observed in OS
5.x and older (pre OS 6.x)

- Magic String/File Header: /x24/x05/x20/x03/
- Paths:

« SDCard/BlackBerry/foldername/BBThumbs.dat
» store/home/user/foldername/BBThumbs.dat

- The “foldername” referred to in the path can be videos, pictures, voicenotes, and
likely also audiobooks, documents, music, podcasts and ringtones.

- Records the file names of all files stored within that specific directory even if that
file has been deleted.

- BBThumbs.dat file related to the pictures directory only stores pictures (PNG,
JPG, GIF) inside it; for video BBThumbs.dat only filename is present, no image.
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BlackBerry — Artifacts BBThumbs.dat

Parsing BBThumbs.dat

1. bbt.py (Python 2): (Sheran
Gunasekera) can be used to parse the key/dat pair files and the older

BBThumbs.dat files.
* Dbbt.py will extract all the records in the BBThumbs.dat file.

« If the record is a picture, then it extracts the thumbnail that is stored
inside the BBThumbs.dat file and saves it.

« Script output will show the filename, time stamp local to the device time
and the SHA1 hash value for the record.

« If the record inside BBThumbs.dat is not a picture file, then bbt.py will
extract the metadata from the file. In this case the BBThumbs.dat file is
from another folder such as video or voicenotes. The SHA1 will be for

this record.
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https://github.com/sheran/bb-tools

BlackBerry — Artifacts key/dat
thumbsXXxXX.key/thumbsXXxXX.dat:

- Instead of BBThumbs.dat, for OS 6.x, the files come in
.key and .dat pairs named by the image size of the
pictures that it is cataloguing — ONLY FOR PICTURES

@] thumbs320x240.key
4] thumbs320x240.dat
@] thumbsT6x76.key
|& | thumbs/ox76.dat

-  Paths:

« SDCard/BlackBerry/system/media/thumbsXXxXX.dat
e store/appdata/rim/media/thumbsXXxXX.dat
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BlackBerry — Artifacts key/dat

- thumbsXXxXX.key/thumbsXXxXX.dat:

- Itis believed based on examination of multimedia
content that the dat/key files only store metadata
related to images and picture images present on
the BlackBerry® device.

- The KEY file is like an index table that contains
byte values that provide indication of where the
records exist with the DAT file:

- The record in the DAT file contains images and
other meta-data.
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BlackBerry — Artifacts key/dat Parsing

- Parsing thumbsXXxXX.key/thumbsXXxXX.dat:

- 1. bbt.py (Python 2):
(Sheran
Gunasekera) can be used to parse the key/dat
pair files and the older BBThumbs.dat files.

- 2. bbt.exe (Windows executable): Based on
Sheran Gunasekera’s work, Detective John
Thompson (Special Investigations Section -
Technical Services Unit, Lakeland Police
Department) wrote a Windows based command
line EXE that will work very similar to bbt.py.
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BlackBerry — Artifacts key/dat Parsing

-Parsing thumbsXXxXX.key/thumbsXXxXX.dat:

- 3. BBThumbs EnScript: For those that use EnCase 6.x, a
fellow colleague and very good friend, Special Constable
Jeremy Dupuis (Ontario Provincial Police) has developed an
EnScript that will run against thumbsXX and thumbsXX files
with a DAT extension. Using the script: Blue checkmark one
to multiple thumbs??x??.dat files and run script.

- 4. Commerical Tools: UFED PA, Oxygen Forensic Suite
Analyst, Final Mobile etc — don’t forget to check these tools, as
they do handle either the BBThumbs.dat variant and/or the
KEY/DAT files.
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BlackBerry - Artifacts art.dat files

- xxxxart.dat files (OS 6.x and higher):

- Other multi-media content such as video,
podcasts, music are stored In files that end
with DAT;

- the file name is typically xxxxart.dat where
XXXX represents the name of the type of
multimedia content that it is referencing.

- The xxxxxart.dat files are SQLIite format 3
database files
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BlackBerry — Artifacts VVoicenotes

- Voicenotes metadata strangely is still stored In
the BBThumbs.dat format.

- Parsing videoart.dat files (OS 6.x and higher):

- bbvideo.py: we can parse the videoart.dat file
and extract the BLOB data in from the SQLite
database file.

- (John Lehr)
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BlackBerry — Artifacts EXIF Pictures and Movies
« Exif Data:

 To understand how EXIF data Is stored
within multimedia content, refer to the
JEITA CP-3451 Exchangeable image file

format for digital still cameras: Exif Version
2.2.

e pictures: can contain geotag data along
with traditional date/time values, and
make/model values.
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BlackBerry — Artifacts EXIF Pictures and Movies

-  Exif Data:

- movies: no geo tagging or make/model
embedded within movie files; usual time
stamps values for media creation and
embedded within the video file; and also the
encoder value called “rimm” will be observed.

- voicenotes: none observed.

- BEST Exif Analysis Tool of Choice: ExifTool
by Phil Harvey, does a great job!!!

June-10-14 2 TEELtechnologies

Copyright © QuByte Logic Ltd




EXIF Geo Data

- For Geo Data to be written to a device
created picture/image the following conditions
must be present:

- Device GPS Services must be enabled.
AND

- The Camera GPS function must be
enabled, by default it is disabled.

AND
- Device must be capable of receiving GPS
data.
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EXIF Geo Data: Which Picture/lImage Contains Geo Data?
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EXIE DATA INCORRECT TIMESTAMPS IN
BLACKBERRY DEVICES

One critical observation made by a fellow research colleague, Sam
Brothers, Department of Homeland Security about EXIF values
regarding BlackBerry® devices:

“Wrong EXIF data gets written for the 15! picture every time the phone
goes to sleep or the screensaver goes on! So, EXIF in a BB cannot be
relied upon. This has been validated on (2) devices thus far.”

It is unknown if the behavior described by Sam Brothers is consistent
for every BlackBerry® device, across every OS iteration.

But this has been observed on BlackBerry OS 4, 5, 6 and 7 devices.

Blog Post where Steve Zenone also observes the same behavior:
http://blog.zenone.orq/2009/01/forensics-blackberry-curve-8310-and.html
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BlackBerry - Artifacts REMF

-  REMF observed in file header? (Depending on your perspective
REMF could also mean Rear Echelon..ahemmm....... well...l am
sure you get the rest!).

- The .rem extension denotes an encrypted file, which can only be
decrypted by the device that encrypted the files.

- Another method is to use the latest version of UFED PA, or
Elcomsoft Phone Password Breaker and see if the .rem files can

be decrypted.

- The metadata files (like .dat, .key or BBThumb.dat) do not
appear to be affected by the encryption despite having a .rem at
the end of these files.
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BlackBerry - Artifacts REMF

e Looking at the file header of a rem encrypted JPG
Image we can see the header in ASCII is "REMF", or
52 45 4D 46h.

IMGD0005-20100422-0920.jpg.rem & ‘

0: 01 00 54 80 EA OC D5 04 46 EO 2E E5 [#ally..T€&.0.Fa.4
16: 4E 42 DF F5 FF 61 C7 A4 27 78 CD Al D5 E8 31 AE NBR&yaCz'xl;0e1®
32: A6 TE 84 D7 E9 58 31 47 4A 5F FD 70 D8 A7 CB 79 |~,xéX1GJ ypoSty
48: B8 D3 FC 9D A5 E5 62 85 D2 9A 28 BA 1E BA 29 3C  @ii.¥8b.03(°.°)<
64: 7C B2 EB B8 BA 1D BF E5 14 22 EC 78 95 B0 89 91 |28 8.:4."1x*°%"
80: 5F 26 7D 2E 02 4B 44 6B 54 C8 B3 F1 C6 61 8A 99  &}..KDKTE®fiad™
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BlackBerry - Artifacts Event Logs

- Event Logs: Similar to Windows Event Logs, the
BlackBerry® handheld device keeps event logs
where applications and the BlackBerry® operating
system can log information such as recently run
events and system processes.

- To view the event log, press ALT and press key
sequence LGLG from the main (home) screen, which
should work on all BB devices with a QWERTY
keyboard.
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BlackBerry - Artifacts Event Logs

- Event Logs:

June-19-14

The main purpose of these logs is to assist developers
with debugging applications or services on the
BlackBerry® handheld device.

However, unintentionally, the Event Logs may also serve
as a potential source of previously untapped digital
evidence.

There has been no official documentation released by
BlackBerry® that the author can find, regarding how to
Interpret or read the event log data.

This data is volatile in that logs can roll over within 24-48
hours depending upon device usage and maximum log
size limit.
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BlackBerry - Artifacts Event Logs

Easiest way to get the event logs from a device is using

BlackBerry Desktop Software: Then access Support tools from:
Help (?) -> Support Resources -> Support Tools -> Generate
Support Log

June-19-14

BlackBermy Desktop Software help

Support resources
Check for updates

How do | back up my device
How do | update my software
How do | update my applications
How do | sync my organizer data
How do | sync my media

Tell me about encrypted files
Wi-Fi music sync

About BlackBerry Desktop Sofiware

Copyright © QuByte Logic Ltd

Installed BlackBerry Device Software
Support tools
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BlackBerry — Artifacts

' R
E Support Tools ﬁ

You can use these commands with the help of a technical support representative
to troubleshoot possible issues with the BlackBerry® Desktop Software.

| Generate Support Log

Create a log file for your connected BlackBerry® device. You can send this log file
to a support representative to help resolve an issue.

[ Generate Support Log

Change Log Level

Change the log level for your connected device to provide more information in the
log file for a support representative.

Normal | Debug |
Reset to Factory Settings
Reset your connected device to its factory settings. This command deletes all of

the data on your device.
Reset |

File System Dump

Create a copy of the file system to send to a support representative. This

command creates a large file.
File system dump |

Turn Off Wireless Connection

Turn off the wireless connection for your connected device. If the connection is

already off, you can turn it on again.
Turn on | Turn off |
Close |

June-19-14
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BlackBerry - Artifacts Event Logs

- In doing research with fellow colleague, Sheran
Gunasekera, we discovered that event logs retained
call history data even after user deleted it from their
device Phone Call app.

- Only forensic tool that allows event log extraction
during its logical stage is Oxygen Forensic Suite

- UFED will obtain this only through a physical dump,
which is later parsed by UFED PA, the BlackBerry
Event Log plugin must be run in order to review this
data.
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BlackBerry - Artifacts Event Logs

- The date/time values are local to the device user’s time zone, in this
case, Mountain Time (-7) GMT

- The application that generated the event log will be preceded by the
value “app:”, followed by the name of the application.

- GUID: 16 alphanumeric characters associated to an event or
occurrence.

1 huid:0x97C9F5F64lD25E5F time: (UTC) Thu Jan 01 00:00:00 1%70 severity:1 type:2 79
app:System data:JVM:INFOp=28802fdl,a="7.1.0.267"',0="5.1.0.230",h=7001204 72

2| guid:0xF0O10BD043A6522FA time: (UTC) Fri May 18 14:05:35 2012 severity:0 type:2 7%
app:SecurityApp data:SPENR 25

3| guid:0xBEFS52E11214401C3 time: (UTC) Fri May 18 14:05:35 2012 severity:0 type:2 79
app:UI data:G5-D fecSe®Tf 25

4| gquid:0xFO10BDO43A6522FA time: (UTC) Fri May 18 14:05:35 2012 severity:0 type:2 75
app:SecurityApp data:ASto 25

5| gquid:0x%7CSFSF641D25ESF time: (UTC) Fri May 18 14:05:35 2012 severity:0 type:2 765
app:System data:AMFD net rim bb ribbon 1lib(261) 47

6| gquid:0x97CS9FS5F641D25ESF time: (UTC) Fri May 18 14:05:35 2012 severity:0 type:2 76
app:System data:AMFS net rim bb clock(268) 42

7| guid: 0x43D4CBAAZ64555F0 time: (UTC) Fri May 18 14:05:35 2012 severity:0 type:2 7%
2pp:BBM data:XJEr 17
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BlackBerry - Artifacts Event Logs

- The first two lines have consistently been observed by the
author in all event log extractions on a BlackBerry® Bold 9700
(OS 5.0.0.862, Bundle 1446, Platform 5.1.0.175).

* Quid:0x97C9F5F641D25E5F time: Wed Dec 31 17:00:00
1969 severity:0 type:2 app:System

» data:JVM:INFOp=33759974,a='5.0.0.862',0='5.1.0.175/,
h=4001507

The PIN # of device in hexadecimal is identified as
p=33759974

OS version: a='5.0.0.862'
Platform: 0='5.1.0.175"
Hardware ID: h=4001507
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BlackBerry - Artifacts Event Logs

 Evidence of call history in BlackBerry 9700 device event log

Event Log (Information)

a PhoneApp - pulse on

a PhoneApp - calls 'empty

a PhoneApp - phone: audio source on

a PhoneApp - sAct

a PhoneApp - EV_CALL INITIATED(2)

a PhoneApp - PHONE: connecting 4032068
a PhoneApp - StartCall: Raw Num

a PhoneApp - poppedactvscrn

a PhoneApp - Phone: audio source off

a PhoneApp - pulse off
a PhoneApp - uAct -
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BlackBerry - Artifacts Event Logs

guid:OXxDDAOBC913B6AAEEC time: Thu Dec 02 20:53:56 2010 severity:0
type:2 app:PhoneApp data:StartCall: Raw Num

guid:OXxDDAOBC913B6AAEEC time: Thu Dec 02 20:53:56 2010 severity:0
type:2 app:PhoneApp data:PHONE: connecting 4032068645

guid:OXE68CG69BAOF2EBCA4D time: Thu Dec 02 20:53:56 2010 severity:0 type:2
app:CC data:StartCall,"4032068645",0

guid:OXE68CG69BAOF2EBCA4D time: Thu Dec 02 20:53:56 2010 severity:0 type:2
app:CC data:Conf t+1

guid:OXE68CG69BAOF2EBCA4D time: Thu Dec 02 20:53:56 2010 severity:0 type:2
app:CC data:Ret,1

guid:OXDDAOBC913B6AAEEC time: Thu Dec 02 20:53:56 2010 severity:0
type:2 app:PhoneApp data:EV _CALL _INITIATED(1)

guid:OXE68CG69BAOF2EBCA4D time: Thu Dec 02 20:53:56 2010 severity:0 type:2

app:CC data:CallName,1,"false",

guid:OXDDAOBC913B6AAEEC time: Thu Dec 02 20:53:56 2010 severity:0
type:2 app:PhoneApp data:sAct

guid:OXDDAOBC913B6AAEEC time: Thu Dec 02 20:53:56 2010 severity:0
type:2 app:PhoneApp data:phone: audio source on
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BlackBerry - Artifacts Event Logs

guid:OxE68C69BAOF2EBCA4D time: Thu Dec 02 20:54:00 2010 severity:0 type:2 app:CC

data:CallName,1,"false",
guid:OXxE68C69BAOF2EBCA4D time: Thu Dec 02 20:54:00 2010 severity:0 type:2 app:CC

data:CallName,1,"false",

guid:OXxE68C69BAOF2EBCA4D time: Thu Dec 02 20:54:02 2010 severity:0 type:2 app:CC
data:Delivered,1

guid:0xDDAOBC913B6AAEEC time: Thu Dec 02 20:54:03 2010 severity:0 type:2
app:PhoneApp data:endcallbyuser 1

guid:OxE68C69BAOF2EBCA4D time: Thu Dec 02 20:54:03 2010 severity:0 type:2 app:CC
data:StopCall,1

guid:0xDDAOBC913B6AAEEC time: Thu Dec 02 20:54:03 2010 severity:0 type:2
app:PhoneApp data:dAct

guid:0xDDAOBC913B6AAEEC time: Thu Dec 02 20:54:03 2010 severity:0 type:2
app:PhoneApp data:callsmpt; switchbg=false

guid:OxDDAOBC913B6AAEEC time: Thu Dec 02 20:54:03 2010 severity:0 type:2
app:PhoneApp data:PHONE: callld 1 stops listening.

guid:0xDDAOBC913B6AAEEC time: Thu Dec 02 20:54:03 2010 severity:0 type:2
app:PhoneApp data:uAct

guid:0xDDAOBC913B6AAEEC time: Thu Dec 02 20:54:03 2010 severity:0 type:2
app:PhoneApp data:EV_CALL_DISCONNECTED(1)
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BlackBerry - Artifacts Event Logs

 BlackBerry Event log timestamps from a physical
memory acquisition are stored as 4 byte length (32
bytes total), LE order

01 E1 FF FF BEJGE DD 9A 61 4D 00 EDNBCHZE
47 65 74 43 61 6C 6C 4E 75 6D 62 65 72

2C 38 2C 22 66 61 6C 73 65 22 2C 22 34 30 33 38 37 35
36 37 36 36 22 FF 2C 00 00 OO0 OO0 OO0 FF FF

L
o 1. Header (4 bytelength): 01 E1 FF FF (\0x01\0xE1\OxFF\0xFF)

o 2. Record ID Value (4 byte length, LE order): _ = 1366 decimal
o 3. Record Unknown (2 byte length, LE order): - = may be record
length.

o 4. Record Unknown (1 byte length): 00; this may be log level,
values of 01, 03 and 05 have been observed.
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BlackBerry - Artifacts Event Logs
01 E1 FF FF BEJGG DD 9A 61 4D 00 ADWBCHZE

47 65 74 43 61 6C 6C 4E 75 6D 62 65 72
2C 38 2C 22 66 61 6C 73 65 22 2C 22 34 30 33 38 37 35
36 37 36 36 22 FF 2C 00 OO0 OO OO0 00 FF FF

5. Unix Epoch Date/Time (4 byte length, LE order): DD A 61 4D; thisis
located 6 bytes after the event log record header followed by a null value 0x00.
The timestamp is read, in LE order, as 4D 61 9A DD, which equals 1298242269
decimal. This value when converted % human readable date/time is Sun, 20 Feb
2011 22:51:09 GMT or Sunday, February 20, 2011 3:51:09 PM GMT-7

6. GUID Value in HEX (8 byte length, LE order): 4D BC 2E 08 BA 69 8¢
. read as OXE6BC69BAOF2EBCAD; this long hexadecimal value is found 1 byte
after the timestamp; it is unique to an event log record and is present in the
logical structure of the event log both on the device and when the event log data
is extracted out to a text file.

7. Event Log Message: Variable length
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BlackBerry - Artifacts Event Logs
e Real world example:

 ABluetooth (BT) device has been paired with
BlackBerry device. Question — ‘Are you aware
of any timestamp information related to the TIME
the device was In use recorded on a BB?’

« Answer: Check the event log — but | don’t know
what event log strings identify BT activity, as |
have not had an opportunity to test this. Run the
UFED PA plugin for BlackBerry event log.
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BlackBerry - Artifacts Event Logs
e Real world example:

 Results: LE entity had a UFED Physical memory
acquisition of BlackBerry device and they

. Bluetooth pairing is always logged! And in this case,
the BT pairing was not observed, hence BT was not
used during vehicular operation

. Device in hand of driver while two calls were being
manually placed 17 minutes before the 911 call.

. Event log recorded the device has been manually slid
open by the user (only certain types of BlackBerry 7
devices came In a slider form factor).
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BlackBerry Malware

2006:

 First known BlackBerry® malware (August 2006), developed by
security researcher, Jesse D'Aguanno, called BBProxy, which
exploits the link of a BES connected device via its email server.

* ABES connected BlackBerry® has a constant connection to its
corporate Local Area Network (LAN) which was used in this exploit,
also making it difficult to detect the compromise into the corporate
network as the data traffic is going through RIM’s encrypted tunnel
between the BlackBerry® and its BES network.

2009: “spyware” that was pushed to Etisalat users as update, in the
UAE by its telecommunications provider.

2010: Zeus: malware Trojan targeting the BlackBerry® and Symbian
series 60 devices designed to capture banking credential login data.
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BlackBerry Malware

Infection Vectors (1V):
e Can be grouped into two overall categories:

1. Wired: Memory Card, Synchronization
between computer/laptop and device.

2. Wireless: BT, IR, SMS, MMS, IM, Emaill,
PIN to PIN.
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BlackBerry Malware

Commercial Spy Ware:

* There are numerous commercial spy ware programs that
promote themselves as monitoring software (parental
control, employee monitoring, GPS tracking):

* MobiStealth
* FlexiSpy
* Mobile-Spy
» eBlaster Mobile
* Spy Bubble
* Neo-Call
« eStealth
* Spyera
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BlackBerry Malware: Installation/Infection
Requirements

 As tested by the author on a BES and non BES device using
eBlaster Mobile.

 BES connected BlackBerry installation was unsuccessful,
due to the BES and device policies in effect = VERY
SECURE!

* Need to have physical control of device.

« |If device is password protected, need to know the
password.

* BlackBerry OS 5, 6, 7, there is a setting for having the
device prompt the device user on application install;
default is No.

 |nstallation of spyware is either OTA or OTW.

* The spyware will likely use a keystroke combination to
Invoke the application settings and configuration.
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BlackBerry Malware: Detection Measures/Steps

Start simple and work your way through the continuum:

1. Device battery draining quicker than usual which cannot be
attributed to battery or device malfunction. Device overheating
may also be another symptom that presents along with battery
gxh_austion. This was experienced by Etilsalat compromised

evices.

2. Review of device owner’s carrier billing records indicates a
sudden data spike in data usage that is outside of the normal
data usage over a given time period.

3. Does review of data traffic logs from carrier point to specific
external IP address, email address or phone number?

4. Receipt of unusual emails from unknown recipients or presence
of SMS and PIN messages not identifiable by the device owner;
this data may represent control channel messages, which are
control commands sent to the malware application.
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BlackBerry Malware: Detection Measures/Steps

Data Analytics:

1. BlackBerry Event Log: may or may not present signs
that device is infected. Applications are not required to
write to the device event log.

2. Device running, dormant and hidden processes: May
need to place device into EScreen or Engineering
Screen mode in order to obtain this information.

3. Extraction and Review of System COD Modules and
Files: A malware application can cause itself to be
hidden from view. The FLAG_HIDDEN bit must be set
to false in order for an application to hide itself from view
In the applications list.
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BlackBerry Malware: Detection Measures/Steps

Data Analvtics:

4. Extraction and analysis of device physical memory (if
possible), IPD (backup file), as well as any associated
memory and/or SIM card.

5. Review of each applications permission categories.

6. Device Malware Scan: may or may not be
successful. Either through on device installation of a
scanner or scan of acquired data.
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BlackBerry Malware Case Study: MobiStealth Infection

 MobiStealth infected device: Screenshot of data resident from
an Blackberry 9550 IPD file:

| E_'h-nx _.“Dnt ¢ %] Transerpt B B rovee Slrepert T conscle Jc-m.t Lock [ Codepage [ 0/393535

EI"J‘l-t'fﬂiu:tp .n"."r:u:ltnnt rim. com. Hiquu:.ti nltfcommMnIS I:I 1 "-‘E.-‘Fur 5 D |J.-":r1.!'t _Tim bh gm pear_lib- .'l'? cod- "RM-EOD—WL— -
U_.I‘J,SSEI.'E b+hetetp: f/content Fin. con. edgesuite. net /content /bba/5. 0. 1. 39.-"]\:&:_5 0. I:Ifn-tt_rn_]:!:_q-_j:htlr_l:.h-lﬁ cods++« RIN=-CODy
071 708-URL-19 k" +heep: //eontant_rim con. sdgesuice net/coneent bhn/S 0. 1_38/Far 6. 0. 0/nee rim bb gm pesr 1ih=15_ sads s+ RN
071820R-COD-51ze~-20---- 65332 - - - RIB-COD-Size-21- - - - 65548~ - - - RIN-COD-5ize-22- - - - 67768 - - - RIM-COD-5ize-23-- - - 72515- - - - BTN
'D'J'l?iﬁ[_:ﬂb—ﬁ:.ze—ﬂ-*“6453&'"'PIII-ED‘D—Sise—ZS""66528'"'RJI—IL‘IJD—Size—ZE-"“GS'«‘lG""RIH—CBD—Size—E‘?'"'6542*""&11—(:0
07204BD-Size-28+ -~~~ 66736~ -~ RIN-COD-Bige-28~ -~ + =§5148- = v= - +Japlu+ =+ GroupTypa+~- Systam-= =« Jotvger-HIDlat-Name- == — |
18ystenClient ++RIN-COD-SHALl:<++9a 9a 76 (8 684 10 71 39 &3 £4 £2 a0 4c 70 17 cb f4 a7 af 46+« ‘HIDLlet-Tendor-
v+ s Blackberey+++  RIN-COD-BL-2- =+ +heep: //vvw_mohistealeh con/acser /new/Enai 1 SyscenCliene~2_ cod:++ *Mierafdicion~-C
figuracion® -+CLDC-1_1+---RIB-COD-Size—l1-+--87720*-- - RIN-COD-Hodule-Dependencies-s+-net_rim clde net rim os . net r
| bbapi_phone net_rim pdap,net rim bbapi mailvi met _rim locatiomapi.net rim crypto_l----RIM-COD-Size—Z--~-1387Z- -~
= RIN-COD-URL- ; = “http: [Ffvww. mchistealth. con/asset /new/EnailSysteallient . cod" ~"NIDlet-l-1l--EmailSystemClient , Emai
e Agent  EmailMainEntey: -+« HicroBdition-Profile: ~+MIDP=-Z2.0++:+RIM-COD-Craation-Time*++* 1293181978+ ++«: RIM=JAD-

072848 K- *heep: / /fvrw_mobistealeh com/asser /mnew/sniary-321308364397518-1295725648_ Jad- =+ * kpp-Version+++*+*Pro+ +-RIN-COD-5
0725 * 50388 » » - RIN-COD-Module—Hame- * = * Emsi 1 SystenCliens » - « \IN-MID ) ec-Flags—L1-*+*-3- -+ - RTH-COD-SHAl-1-<--£6 90 &5
07307 f4 1d fc cd d7 al &c af of 54 84 20 5= b0Q Of &0--- PIM-COD-URL-1-=--btcp:/feww.nobistealth. confasset /mew/Enail
07318 enClient=1.cod" - - MIDlet~Jar-TRL- ; - “http: ffvww. mobistealth. confasset mevw/EnailSystenClient. jar: * ~App-IHEI- -

*"'-F:Dl-t.l.ll.rﬂﬂizi-*"]5224'3-”'mllt-'iri::inn""J..D""D.IE-CIJD-EHII.-EHE--II 34 48 ex 8% 07 19 2b

07341 Ja 54 Z2f ce 91 Se 4d Ze £6 38 B0+ ++:Hani fesc-Versiom=rr+)l Qeeserees f+k=0+ =-GroupTyper::=Syscem=rcsress e {&C-
ﬂT353ﬂGIEIIJ.pTYpE""5Y5t-EI EEEEEEE T *Erouplypes==*5SySCem * = = sfofsle § s Lrouplypes = Systems == =

07364dype-- - Systen--"" """ U‘iﬁ‘:ﬁ ~GroupType- -~ System-----=-- ﬁ“i"' -~ GroupType -~ "System - - -=r-=ssrsire saan sTh g=e
073758 en- -+ -Th+ - Jc* ..""E.r"?ﬂ ....... s regiragpiaee sws Ty sestmnsesifonsans D¥De- *<gn--+ DTOEF: *,#+vsp = MEQssnfesnsas i
njaa?zrli1-mrrrr1vvvﬂ1.1‘lrrrtn2 O Fess ssns l_ll..rrl-lniqil.rrbéa:'qiii-_zrrv sassmef] sgees Epe e -—1125. r-qu‘rv!! FaEE
ﬂ?SSBE“,“e'“zn““,'“‘a” seasafslgerreesaanns Bt g sisere 2mE=""* Yera+ ﬂ- co[MBOMr e =[] =ov® rrmsrssssmsseraacr—snenns i
ﬂ?ilﬂﬂl!f"'r“'mn ........ “uu-ﬂ-:l"ﬂé ..... U:I H'kteasana Hl:ﬁt-].f].E'L’ Conmectads * - z- ‘-‘I.E‘Ig .......... Szllj_t?_ﬂ.' ....... ﬂE‘l.-.I.
O74Z14% tLe v = e e d"'ﬁBi&U’;? """ Hotifier Bm‘:ter‘{an ~ TRIE fl=weeeeer- "-6'.@1;!:!'?_1"*""'H]'-;]LE’_t":_:..Lb-"--E’:&iC—:-
OT422B - =nn-= o R {EREE- - & 'FI’TE'DUIP ......... L P PR de "OQTHH ]*- ..... Vel s =srene =sm Algouag=re=s==s malge == [
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BlackBerry Malware Case Study: MobiStealth Infection

Observation 1:

« What we are observing within the orange rectangle
IS device downloads from the internet for
BlackBerry® Messenger (BBM).

Texk \qj He:x ;,J Doc 3] Transcript = j Repork ] Console M output [ Leck [] Codepage [] 0/393535

:'?Elimttp: FSfcontent . rim. com. edgesuite_net/content /bbn/5 0.1 38/For E.0.0/net rim bb cm peer 1lib-17.cod----RIM-COD-TURL- A
SE1S b rhttp: ffocontent . rim. com. edgesuite net fcontent /bbm/E_ 0.1 28 For L. 0. 0/net_rim bb_ om peer lib-16.cod- -+« RIM-COD
‘06 -TURL-13 b -http:f content_rim.com. edgesuite. net/content /bbm/5. 0. 1.358/For_ 5. 0.0/net_rim bb gm peer_ lib-15_cod----RI
FEON-COD-3ize—Z0- - --55833E2- - - -RIN-COD-%ize-Z1----655945- - - - RIM-COD-Size-Z2Z----67765- - - -RIN-COD-Size-23---- 72516 - - - RIMN-

B4 00D -Size—24 -~ 54580+« BIM-COD-Sime—-25- -+ E6EEQ- - - - RIM-COD-S8ime-E&- = » = 5E71& » = - BRIM-COD-Size—-27- " &E4Z24- - - - RIM-CO
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BlackBerry Malware Case Study: MobiStealth Infection
Observation 2:

 What we are observing within the orange rectangle is

device downloads from the internet for BlackBerry®
Messenger (BBM).

Texk x.-ij Hex ;u Doc %2 Transcript = j Report ] Consale T3 M output [ Lack [ Codepage [] 0f393535
'T-‘Silttp DA fcontent rim. com. edgesuite. netScontent /bbns5.0.1.38/For_ 5. 0. 0/net_rim bb qu peer

ri 1ik-17._cod----RIM-COD-URL- A
SE12 b "http: /fcontent . rim. con. edgesuite_net//content /bbns/E_ 0. 1. 38 For L. 0.0/net_rim bb_om peer lib-1&.cod-- RIM-COD
‘05 -TURL-13 b+ "http: f/content_rim.com. edgesuite. net/content/bbn/5. 0.1 .358/For_ 5. 0.0/net_rim bb gm peer_ lib-15_cod----FEI
{Z0M-COD-Size—E0- =+ 5523E- -~ RIM-COD-Zize—Z1+ -+ 6E048- - BIM-COD-Bize-ZE--+ 677658 - *RIM-COD-S8ige-23- -~ T7ZE16 - = - RIM-
I24C0D-8ize—E4 -+ 64580+ - - BIM-COD-8ize-25-- - 665E0- + - « RTM-COD-8ige-2&- == &£L716 = = RIMN-COD-8ize—-27- -+ £5424 -« - RIM-CO

e Due to the large size of the file (and restrictions upon
maximum file size for COD files) we see at least 27
COD files, based on RIM-COD-Size-27, related to
BBM that vary in size from 65 KB to 72 KB.
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BlackBerry Malware Case Study: MobiStealth Infection
Observation 3:

We see access from the device to a number of
resources from URL link:

E e - = = e o T - 0 i B e N B — = = B . L o i e e e e b B e o o B e e L | —
i€Email SystenClient: -+ BIM-COD-SHAL-<--9a 9a 76 £8 24 10 71 39 =3 fd £f& al 4c 70 17 cbh £4 a7 af 46- - -MIDlet-Vendor:
{6l * "Blackherry= = RIM-COD-URL-Z==+"http: /fvnmy_mobistealth. confasset fmew/EmajlSystenClient -2 . cod: » = *MicroEdition—-Cox
dofiguration: -*CLDC-1.1----RIM-COD-Size-1--+-37720" - -RIN-COD-HModule-Dependencies+s- net_rim cldc, net_rim os . net ri
Jdw bbapi phone net rim pdap . net rim bbapi mailvZ net rim locationapi.net rim crypto_l---+ RIMN-COD-Size-Z----18872-""
L&l RBIM-COD-TTRL- ;- ~http: /fwmmr. mobistealth. comfasset /mew/EnajilfystenClient  cod: - -MIDlet-1-1--EmailfystemClient, , Emaill
iZEvs_ Agent  EmajilMainEntry=+ - MicroEdition-Profile- - -MIDP-Z_0---+RBIM-COD-Creation-Time=-+-1Z931281978-=--BIM-JAD-TRL
e K- "http: ffmyw mobistealth. confasset /mewfsniar)-3E1308364397918-1235725648 _ jad- - " App-Wersion=*--Pro- --BRIM-COD-351f
e - -20528- - - RIM-COD-Module-Name* * * " EmailSystenClient- -+ * RIM-MIDlet-Flags-l==--3- - -RIM-COD-Z5HAL-1-<--£fc 20 &5 3
74P f4 1d fo cod 47 al &c ag of B4 84 Z0 Ee b0 0Of &0+ RIM-COD-URL-1-=--http: /fuvr.nobistealth. comfasset mew/Enail Sy
igktenlClient—-1_cod--+"MIDlet-Jar-URL: ;- "http: /Sy mobistealth. comfasset mew/EnajilSystenlClient jar: - 4pp-IMEI==--
1E ""EIDlet—Jar—SiZE""352243""HIDlet—UersiDn""l.D'"'RIH—EDD—SHAl—Z'{"4e 94 48 e=e 259 07 1% b f
lelp Ya 54 Zf ce 91 Lo 4d 2e f6 28 &0- - -Manifest-Versiom=---1l.0====="""* I-k«0- «-CGroupTyper- - System-r-==--" B-{&C"

BDGrnupTyPE""System """" - 2f@ne "GrnupTYPE""System """" O« p=_ 3 "GrnupTyPE""System """" O-"hgc "GrnupT
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http://mobistealth.com/asset/new/

BlackBerry Malware Case Study: MobiStealth Infection

Observation 4:

To verify if the resources still reside at the specific URL'’s
Visit

Result: total of three COD files that make up the entire
MobiStealth application for this specific device:

* EmailSystemClient.cod

* EmailSystemClient-1.cod
* EmailSystemClient-2.cod

2 TEELtechnologies
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http://mobistealth.com/asset/new/EmailSystemClient.cod
http://mobistealth.com/asset/new/EmailSystemClient.cod

BlackBerry Malware Case Study: MobiStealth Infection

Observation 5: Artifact Identification:

 Multiple COD filenames that identify the actual name of the rogue
software that should also be observed on the infected host.
» Creation Times in Unix epoch time format
* SHAI hash values of COD files
* IMEI value of host device (sanitized in the screenshot)
maillystenlClientf --RIM-COD-SHA1-<+-9a 9a & £2 84 10 71 39 =3 fd f2 a0 4c 70 17 cb f4 a7 af 45----MIDlet-Vendor-
IH—EDD—URL—Z'="http:ffwww.muhistealth_cnmfassetfnelemailSystemﬂlient—z.cudl"'HichEditiDn—CDn
ficuration= --CLDPC-1_1----BIMN-COD-Zige-1=---87720"-+RIM-COD-HNodule-Dependencies-s- "net_rim cldc net rim os net ri
. bbapi phone net _rim pdap,.net rim bbapi mailwv?Z net rim locaticnapi net rim crypto l----RIM-COD-Size-Z==--18872- "
*BIM-COD-URL- ;- "http: ffvww_mobistealth. comfasset /mew Enails stemClient codd --MIDlet-1-1--Emaill stemClient,  Email
Bivs . Agent . EmajlMainEntry== - MicroEdition-Profile- -« -MIDP-Z_0--- RIH—EDD—Craatinn—Time'"'12931819?8'4"RIH—JAD—URL
"E-chttp: S Swmnr mobistealth comfasset/new/sniar]-321308364337918-LE2ET72E8648] jad ~ " App-YVer=sion-=-"Pro- - -RBIM-COL-54
2=+ 309858« PIM-COD-Module-Name+ * * * EmailSystenClient- =+« RIM-MIDlet-Flags—1-+-==3----RIM-COD-SHAl-1-<--£f& 90 &5 3
E f4 1d fc cod d7 al &c aé cf 54 24 Z0 Ee bO 0Of &0---+«RIM-COD-TUBRL-1+=--http: /v mobistealth. comfasset /new/Enail 5
temClient—l.chl"'HIDlet—Jar—URL';"http:ffwww.mnhistealth.cnm!assetfnewfﬁmailﬂystemﬂlient.jaﬂ' s App-IMEI-=--"
I'let-Jar-Sige-== 352243 "MIDlet-YVersion--+-1.0----BRIM-COD-SHAL-Z+<=--42 94 48 ee 89 07 12 Zb f
B Ya £d4 Ef ce 21 Lo 4d zZe f6 38 &0 "Manifest-Version: o S £ A e et fer=o- *GroupType- SYStEm """" b {&C-
I"vn'!-!'u-\.;'rﬂnnnnl Cormd mven s nmnhTa O@aF w r‘vd-\."!“r" - e T S . I"vnn-n"l"--mn--- o Dyt mvew ms s n e AHEA r‘vd-\.'!-!'u-\.rr'
Z TEEL i
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BlackBerry Malware Case Study: MobiStealth Infection

Observation 5: Artifact Identification:

 Multiple COD filenames that identify the actual name of the rogue
software that should also be observed on the infected host.
» Creation Times in Unix epoch time format
* SHAI hash values of COD files
* IMEI value of host device (sanitized in the screenshot)
maillystenlClientf --RIM-COD-SHA1-<+-9a 9a & £2 84 10 71 39 =3 fd f2 a0 4c 70 17 cb f4 a7 af 45----MIDlet-Vendor-
IH—EDD—URL—Z'="http:ffwww.muhistealth_cnmfassetfnelemailSystemﬂlient—z.cudl"'HichEditiDn—CDn
ficuration= --CLDPC-1_1----BIMN-COD-Zige-1=---87720"-+RIM-COD-HNodule-Dependencies-s- "net_rim cldc net rim os net ri
. bbapi phone net _rim pdap,.net rim bbapi mailwv?Z net rim locaticnapi net rim crypto l----RIM-COD-Size-Z==--18872- "
*BIM-COD-URL- ;- "http: ffvww_mobistealth. comfasset /mew Enails stemClient codd --MIDlet-1-1--Emaill stemClient,  Email
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BlackBerry Malware Case Study: MobiStealth Infection

Investigator also provided this snippet to me:

« Keyword search in EnCase 6.x of hard drive image for “mobistealth”
shows hits in unallocated space (of the suspect hard drive) that appear
like the following:

-GET /bbchat_history.php?cmd=search
HTTP/1.1 Host: User-Agent: Mozillas/5.0
(Windows ; U; Wandows NT 6.1; en-US; rv:1.9.2.13)
Gecko/20101203 Firefox/3.6.13 Accept:
text/html ,application/xhtml+
xml,application/xml;g=0.9,*/*;0=0.8 Accept-Language: en-
us,en;q=0.5 Accept-Encoding: gzip,deflate Accept- Charset:
&80—8859—1,utf—8 ;0=0.7,*;9=0.7 Keep-Alive: 115 Connection:
eep-
alive Referer:

Cookie: PHPSESSID=1claq7t5pu819c450ta9duh4i6;
MobistealthVisitor=32c06 ftfa5972c8cc8e00b0b86al257cc;
SERVERID=web2;
__utma=192346166.1897014666.1297088891.1297088891.1297088891.1;

utmb=192346166.4.10.1297088891; utmc=192346166;
Utmz=192346166.1297088891.1.1_utmcsr= (dlrect)lutmccn—(
direct) Jutmemd=(none) Ofn;an-€- -hn»t-i-f0S_8~
>OGKE: I-y]|-,€>9-1DeXa]Q_*x-®57%=%097-P- 6% i) -Sm f80Z3, &aiEAe u
> - zHAéé.li”&E L =TAPYzI>r0o12-™" .4 (? qEY E
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BlackBerry Malware Case Study: MobiStealth Infection

« GET request using likely a Mozilla type browser;
user has logged into mobistealth user account and
IS accessing sms history and bbm chat.

- -GET /bbchat_history.php?cmd=search
HTTP/1.1 Host:www.mobistealth.com User-
Agent: Mozilla/5.0 (Windows ; U; Windows NT
6.1; en-US; rv:1.9.2.13) Gecko/20101203
Firefox/3.6.13 Accept:

Referer: http://www.mobistealth.com/sms_his
tory.php?cmd=search Cooklie:
PHPSESSID=1claq7t5pu819c450ta9duh416;
MobistealthVisitor=32c06
TTa5972c8cc8e00b0b86al257cc; SERVERID=web2;
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BlackBerry Malware Case Study: MobiStealth Infection
 UTM = Urchin Tracking Module

* Google Cookie Data:
e various types of utm values: utm[a|b|c|z]

 Anatomy of _umta:

¢ utma=<domain hash>.<unique visitor
Id>.<timstamp of first visit>.<timestamp of previous
(most recent) visit>.<timestamp of current
visit>.<visit count>
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BlackBerry Malware Case Study: MobiStealth Infection

* __utma=<domain hash>.< > <tir _
>.<timestamp of previous (most recent) visit>.<timestamp of
current visit>.<visit count>

*  utma=192346166. .1297088891.1297088891.1;
_ utmb=192346166.4.10. 1297088891 _ utmc=192346166;
utmz=192346166.1297088891.1.1.utmcsr=(direct)|utmccn=(
direct)jJutmcmd=(none)

<domain hash>.192346166

<timestamp of previous (most recent) visit>.1297088891
<timestamp of current visit>. 1297088891
<visit count> 1
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BlackBerry Malware Case Study: MobiStealth Infection

Summary

1. Suspect’s computer hard drive contains a BlackBerry
backup IPD file of the victim’s BlackBerry device, which
shows her device accessing and downloading (OTA install)
the mobistealth software as segmented files.

2.Suspect’s computer hard drive shows, that computer was
used to login to a mobistealth user account where the BBM
chat and SMS history web pages were accessed.

3. If the ‘infected’ device has been analyzed, it should show
the presence of the EmailSystemClient.cod file.
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BlackBerry Safe Mode/JVM Error Codes

Safe mode:

can be used to prevent third-party applications from running automatically.

Safe mode is designed to allow troubleshooting or remove any unwanted
applications.

only works on OS 4.6 and higher.

Steps to enabling safe mode:

Remove and reinsert the BlackBerry® smartphone battery.

When the red light-emitting diode (LED) light goes out, press and hold the
Escape key as the BlackBerry® smartphone is loading. See for the
location of the Escape key. _

When the dlalog box appears, click OK. Your device is currently in Safe
Mode. Your device starts in Safe
Mode if you hold the Escape key
during startup. To remain in

Safe Mode, click OK. To exit
Safe Mode, click Reset.

Ok Reset ‘ ‘ Help ‘
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http://www.blackberry.com/btsc/KB05470

BlackBerry Safe Mode/JVM Error Codes

JVM Error Codes

» Itis possible for JVM Errors to occur when interacting with the
underlying BlackBerry® smartphone hardware that is no longer
operating as expected.

« An example of such a failure would be the corruption of the
physical flash memory.

« JVM errors may also occur as a result of software related issues.

» Reloading BlackBerry® Device Software is not option for a device
that is considered to have evidence on it.

« Safe Mode may help you resolve Java Errors

» |If Safe Mode does not work, then your only recourse is a chip off
solution (no guarantee of success).
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BlackBerry: SIM Number Spoofing

Could one edit the phone number assigned to the SIM and spoof’s one
number to appear as something different through the Edit Phone
Number feature?

The author did perform some limited testing on a BlackBerry Bold 9700; OS
6.0.0.448; Platform 6.6.0.124 in May 2012.

« In OS 6 this is found under: Options -> Device -> Advanced System
Settings -> SIM Card.

« Shows SIM ICCID and Phone Number assigned to SIM.

SIM Card: Security Disabled
ID:

Phone Number:
+1403 (TELEPHONE)
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BlackBerry: SIM Number Spoofing

Press Menu key to invoke the context options window: Access the
Edit SIM Phone Number function: Options -> Device -> Advanced
System Settings -> SIM Card -> Menu Key -> Edit SIM Phone
Number

SIM Card: Security Disabled
Identity and Associations
Switch Application
ScreenShot with FileScout
Edit SIM Phone Number

Applnfo

Change PIN2 Code
Enable Security

Help

Close
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BlackBerry: SIM Number Spoofing

Phone number is changed by 1 digit: from +14039096120 to
+14039096121

SIM Card: Security Disabled

Identity and Associations

SIM Phone Number:
+14039096121

x Friendly Name:TELEPHONE Identity and Associations

ox ;R

Phone Number:
+14039096121 (TELEPHONE)

SIM Card: Security Disabled
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BlackBerry: SIM Number Spoofing

New message indicator also appears after edit of SIM phone

number.
=) ROGERS - ming
Thu, May 24 .
i af 8#161“-1
{; 1m 20
Al
= From: BlackBerry
= M= (3] A Registration
May 24,2012 7:27 AM
E3 v Your handheld has been registered with
the wireless network.

o (R [ | Man = =
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BlackBerry: SIM Number Spoofing

In the call history screen what appears on the author's private
BlackBerry® device as My Number is: +1 403 909 6121 and not the
carrier assigned number of +1 403 909 612C

ROGERS 7:47 AM
My Number: +1 403 909 6121

l | &)

Q Shafik Punja
Maobile: (403) B75-67
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BlackBerry: SIM Number Spoofing

A screenshot from a SIM extraction performed only with Cellebrite
UFED shows the MISDN value as +1 403 909 6121. This shows

that the Edit SIM Phone Number function, through the device, will
cause a write to occur to the SIM.

SIM/USIM MSISDN

# Parameter Name Number

1 MSISDN 1: TELEPHOME +14039096121

Connecting the device (with SIM in the device) to BlackBerry Desktop
Software, it shows the edited phone number of +1 403 909 6121.

Maodel BlackBemy Bold 3700
PIN: 22648963

Phone number: +14039096121
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BlackBerry: SIM Number Spoofing

o Calls from this number spoofed device, show up as
the original number!

« The device event log was extracted, and shows that a
phone number change did take place.
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BlackBerry 10

 Firstreleased in January 2013 as a Z10; this

was followed by Q10 (keyboard) and then
Z30.

« The BB 10 device essentially comes with
16GB internal flash memory, 2GB RAM and
accepts up to a 32GB memory card and
contains the same basic hardware

infrastructure commonly observed in
smartphones.
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BlackBerry 10 - Hardware

e The Z10 model is touch screen, and comes in several
sub-variants for its baseband configurations.

e STL100-[1-4]

 The STL100-1, which is non-LTE, uses the ST-
Ericsson Thor chipset with TI OMAP; this uses a
PowerVR SGX 544 GPU.

 The STL100-[2-4] variants, which are all LTE, use
the Qualcomm MSM8960 (Qualcomm Snapdragon
S4 Plus) chipset which are dual core 1.5GHz and
contain an Adreno 225 GPU.

Source: Ralf-Philipp Weinmann., BlackBerry 10 OS from a security perspective, University of Luxembourg, black hat USA 2013 Presentation.
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BlackBerry 10 - OS

 Runs the QNX (Unix) based operating system and is
considered a micro kernel architecture for embedded
systems in comparison to the Monolithic Android
Kernel.

 The function of the micro kernel

* handle execution of processes passed to it by the
process manager;
It does not deal with the file system

 and does not contain device drivers.
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BlackBerry 10 - OS

Monolithic Kernel
based Operating System

Applicat]
AL Srstem Call

Microkernel
based Operating System

Application UNIE  Device

IPC ServEr  Drlver

kernel
mode

*Image Source: http://upload.wikimedia.org/wikipedia/commons/thumb/6/67/0S-structure.svg/450px-OS-structure.svg.png from

http://en.wikipedia.org/wiki/Microkernel
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BlackBerry 10 - OS

e Within the logical file system, QNX is mounted at /pps.

A number of different functions are running on top of kernel
and user land [4]:

* PIM (Personal Information Manager) certain parts of the
PIM are written in Python.

* Adobe Air and QT are used in some of the apps like
Weather app.

* Android 2.3 Java runtime is present: but you need to
convert APK files into BAR files in order to run Android app
in BB OS 10.

*Sources

1. Antukh, A., BlackBerry 710 Research Primer: Dissecting BlackBerry 10 — An initial analysis, SEC Consult Vulnerability Lab, Vienna, 05/2013, V 1.0 Whitepaper
2. Plasket, A., Is BlackBerry Dead? An Introduction to Blackberry 10 Security (BB10 - QNX), MWR InfoSecurity, PowerPoint Presentation

3. Lanier, Z., & Nell, B., Voight-Kampff'ing The BlackBerry PlayBook, Intrepidus Group Mobile Security, PowerPoint Presentation

Blog:

4. Ralf-Philipp Weinmann., BlackBerry 10 OS from a security perspective, University of Luxembourg, black hat USA 2013 Presentatio
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BlackBerry 10 - OS

QNX firmware contains the following unique
artifacts from analysis perspective [1,2]:

*File header: mfcqg (ASCII), 6d 66 63 71h

e Partition header: qcfp (ASCIl), 71 63 66 70h

* There are a number of partitions that follow the
follow the file header; in the BlackBerry
Playbook for example, 5 QCFP partitions are
observed in the firmware.

Sources :

1. Antukh, A., BlackBerry Z10 Research Primer: Dissecting BlackBerry 10 — An initial analysis, SEC Consult Vulnerability Lab, Vienna, 05/2013, V 1.0 Whitepaper
2. Lanier, Z., & Nell, B., Voight-Kampffing The BlackBerry PlayBook, Intrepidus Group Mobile Security, PowerPoint Presentation

Blog:
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BlackBerry 10 - OS Permissions

e Permissions in QNX in BB OS 10 are handled by ‘authman'’
which is located at /etc/authman/sys.acl [2,3,4].

* Applications are installed to /apps and they cannot read
another application's code or data; this is controlled by
‘authman' [2].

« Application permissions are handled by authman:
permission categories allow, prompt and deny [2,3].

* Allow: identified apps can use the permission assigned to
them.

* Prompt: the app must prompt the user first.
* Deny: the app cannot use a capability.

Sources:
2. Plasket, A., Is BlackBerry Dead? An Introduction to Blackberry 10 Security (BB10 - QNX), MWR InfoSecurity, PowerPoint Presentation

3. Lanier, Z., & Nell, B., Voight-Kampffing The BlackBerry PlayBook, Intrepidus Group Mobile Security, PowerPoint Presentation

Blog:
4. Ralf-Philipp Weinmann., BlackBerry 10 OS from a security perspective, University of Luxembourg, black hat USA 2013 Presentation.
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BlackBerry 10 - Security

1. The BlackBerry device contains the same foundation of
security feature as observed in BB OS 7:

« Password Protection
 Encryption for device and/or memory card
 Device wipe for device and/or memory card

2. BlackBerry ID: The device user is asked to create or sign in
with their BlackBerry ID before they can go any further into the
device on first setup.

3. BlackBerry Protect: This comes installed as part of the
operating system and a BlackBerry ID is required for this
feature to work. This allows device geo location, device
wiping, and device backup/restore.
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BlackBerry 10 - Security

4. Application Permissions: This lets the user control
what an application can access. Permissions settings for
applications are located in: Settings -> Security and
Privacy -> Application Permissions.

5. If the device Is attached to a BES 10, the BlackBerry
Balance feature can be applied to the BlackBerry 10
device allowing separation of work and personal areas.
This separation allows the BES administrator to easily
remove the data from the workspace without affecting
the personal space.
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BlackBerry 10 - Security

6. From an operating system security perspective the
BlackBerry 10 has the following exploit mitigation measures
[4]:

« DEP/XN (Data Execution Prevention)

 ASRL (Address Space Randomization Layout),

* PIE (Position Independent Execution),

e full RELRO (RELocation Read Only): see this link for an
explanation about RELRO

* But no heap hardening.

Source: 4. Ralf-Philipp Weinmann., BlackBerry 10 OS from a security perspective, University of Luxembourg, black hat USA 2013 Presentation.
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BlackBerry 10: Picture Password

Picture Password:

 Introduced in in OS 10.2.1.

« Uses a number combination of 0-9 and a picture to lock
and unlock the device.

* Requires a device password to be set in case you forget
your Picture Password or if you need to access your
device from a computer using BlackBerry Link.

* After five failed attempts to unlock your device using
Picture Password you’ll be prompted for your device
password instead.
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BlackBerry 10: Picture Password

Cancel Picture Password Next

Picture Password allows you to use a
combination of a number and picture to unlock

your device, instead of typing a password.
To set up this feature, you choose the:

* Picture
* Number
» Part of the picture to drag the number to

Source: http://n4bb.com/wp-content/uploads/2013/11/Picture-Password.jpg
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BlackBerry 10: Picture Password

 To unlock the device you drag
the number you have chosen,
to the specific point on the
picture you have chosen.

 You do not need to tap the
number. The number is moved
by sliding the number grid so
the number you have chosen is
In the correct place on the
picture.

» Difficult to ascertain what your
password is as the numbers
and size of the grid varies each

Image Source: htips://encrypted-

i tbn3.gstatic. fi ?09=tbn:ANd9GcTDgcTcN N1IN
time. OEtkADIOBSOdOWINKCOfeDPHASWEZahSNe
) i
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BlackBerry 10 - EScreen

« BlackBerry 10 also has an engineering screen, or
EScreen which is invoked in a very similar manner to
Its predecessors.

 Several websites that show how to do this: one is

® The new method uses URL schemes so, in order to get things started you'll need to open your

web browser and visit: escreen:// and then tap go.

m Once loaded, visit this page and enter in the info needed, which is displayed after visiting the
above URL - Device PIN, OS5 Version, and uptime. Duration can be set to whatever you wish from
the available options. If set to 30 days, you won't need to repeat the process for 30 days etc.

m Once the info is entered, a code will be generated. From there, twofinger swipe up to raise the
keyboard and then input the code as shown. No new screen or box will show for the input, just

enter the code. No text input box will appear, so you're typing it blindly and it's not case

sensitive. The escreen will then change, offering you access.
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BlackBerry 10 - EScreen

Bluetooth Engineering Screen
Data Services

eneral Radio

Location Services

S Engineering screen

Remaote Log Collection
hermal State

Al
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BlackBerry 10 - EScreen

* One interesting aspect of the engineering screen is
Remote Log Collection.

 On the device user first has to manually enable
diagnostic and usage data collection under Settings-
>Privacy & Security -> Diagnhostics.

 The feature ‘Send diagnhostics and usage data’ is set
to ‘Off’ by default. The data collected by this function
IS tied to the settings that are enabled in the QUIP
Remote Log Collection.
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BlackBerry 10 - EScreen

» A screenshot shows the QUIP Remote Collection features. By
default this is not enabled and what you are seeing are not
default settings.

QUIP: Remote Log Collection

Remote Log Collection Remote Log Collection
Remote Diagnostics and Log = Roaming i
n
Capture Display Dialog When Diagnostic 3 .
Offline Mode o Events Occur s
Exclude Logs from Quality z
Include GPS Locationin Logs Reports = .

on
Raw Memory Capture
On Copy

-
-
Captures . Allow Raw Memory Captures
-
-
-

Allow Automatic Screen Copy to Downloads

Save Local Copy of Logs Z i .
n
Send Large Memory Captures
Use SD Card for Log Copies = S .
Include Copy of Supplemental =
- off
Encrypt Log Copies o Logs
Allow Voice and Audio Capture .
Send Notifications Over Cellular o
n
Perform MNetwork Traffic .
Send Log Attachments = Sampling e
Over Cellular Network Traffic 1h
Send Data Over Cellular While o Sampling Interval sl

*Image Source: Ralf-Philipp Weinmann., BlackBerry 10 OS from a security perspective, University of Luxembourg, black hat USA 2013
Presentation.
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BlackBerry 10 - EScreen

« With Diagnostics enabled in the Settings-
>Privacy & Security -> Diagnostics AND

 Remote Diagnostics and Log Capture turned
on, different types of data can be collected
which includes: screen captures, raw
memory dumps, audio, video, and GPS
location.

*Image Source: Ralf-Philipp Weinmann., BlackBerry 10 OS from a security perspective, University of Luxembourg, black hat USA 2013 Pre:
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BlackBerry 10 Connected to Windows 7 or Mac OS X

 When a password protected BlackBerry 10 device
connects to the computer, regardless of operating
system, the user will be prompted to enter the
password in BlackBerry Link.

e The total number of password attempts is 5. In
contrast BB OS 7 and lower devices with

BlackBerry Desktop Software are allowed 10
attempts.
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BlackBerry 10 Connected to Windows 7 or Mac OS X

» BlackBerry 10 devices can be accessed over Wi-
Fi using BlackBerry Link software on Windows or
Mac; this allows the ability to sync multi-media
content, and documents between the device and
computer over Wi-Fi instead of USB.

By default the option to connect the
BlackBerry device to BlackBerry Link over Wi-
Fi is enabled. Disabling this feature within
BlackBerry Link does not affect the Wi-FI settings
on the device.
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BlackBerry 10 Connected to Windows 7 or Mac OS X

e Within the BlackBerry Z10 device specifically under
‘Storage and Access’ the device can be accessed using
Wi-Fi through either a Windows or Mac OS X computer.

 This is disabled by default on the device and is different
than the Wi-Fi access via BlackBerry Link. If thisis
enabled on the device, the user will be prompted to create
a Password Wi-Fi Storage Access.
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BlackBerry 10 Connected to Windows 7 or Mac OS X

Storage and Access

Set how files can be accessed and view availabla
Starage space

CCESS Lo STorag

UsH Connectlon Autodatmct

Selact how your deyvice connects Lo a computer using a
LIS cabila

#Access using Wi-Fi Omn .

Allow access using & Wi-Fi nelwork lo persanal Hkes slonsd

On Your ey ice or msdia Card

Change Wi-Fi Storage Password

tdentilication on Netwark

This device will appear an a Wi-Fl network as MyZ 10

Detalls

I

Image Source: http://helpblog.blackberry.com/2013/03/copy-z10-files-wifi/
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BlackBerry 10 Connected to Windows 7 or Mac OS X

 When a BlackBerry Z10 device connects to a Windows
machine, two network drive locations were mounted on the
author's machine; they are recognized as NTFS file
systems by Windows 7.

4 Network Location (2)

*1 Network Drive (Y:) Metwork Drive 14.8 GB 144 GB  NTF5
L QBLZ10 [Pin:2ACD95D...  Metwork Drive 131 GB 11.0 GB  NTFS
7, -
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BlackBerry 10 Connected to Windows 7 or Mac OS X

« |f the device is password protected, the password must be
entered on the first instance of connecting, within
BlackBerry Link, before the volumes will be mounted.

|"" ¥ Computer » Metwork Drive (Y:) »

i 3 i3
it Wiew Tools Help
ew Burn Mew folder
Mame . Date modified Type Size

books 2013-07-09 9:29 AM  File folder
carnera 2013-10-20 1:14 PM  File folder
documents 2013-09-02 12:57 ... File folder
downloads 2013-07-09 9:29 AM  File folder
music 2013-07-09 9:29 AM  File folder
photos 2013-10-20 218 PM  File folder
videos 2013-07-09 9:29 AM  File folder
voice 2013-07-09 9:29 AM  File folder
._.D5_Store 2013-07-1310:49 ...  D5_STORE File 4 KB
.D5_Store 2013-07-1310:49 ...  D5_STORE File TEB

June-10-14 2 TEELtechnologies

Copyright © QuByte Logic Ltd




BlackBerry 10 Connected to Windows 7 or Mac OS X

« Using the BlackBerry Device Manager Properties,
Connected Devices tab, we can see that Volume Z is
Internal memory and Volume Y is the Removable SD card.

BlackBerry® Device Manager Properties [ﬁ-

Connected Devices | Options | About

EE Device: BlackBermry |
fep Time connected: 00:23:40
---------- b IPvd address: 169.254.31.223
=] Yolumes

- E] Internal - 2
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BlackBerry 10 Connected to Windows 7 or Mac OS X

e The internal volume (Z:) contains two more folders: misc
and print.

| |\‘l‘J » Computer » QBLZI0 | (Z) » =21 » Computer » Metwork Drive (¥:) »
— - -
fit View Tools Help it View Tools Help
®ew Burn MNew folder I Burn Mew felder
Name ’ Date modified Type Size v Marme B Date modified Type Size
| books 2013-01-05857 PM  File folder . books AM  File folder
| camera 2013-10-0711:57 ... Filefolder . carmera 2013-10-201:14 PM File folder
. decuments 2013-10-131:53 PM  File folder . documents 2013-09-02 12:57 ... File folder
. downloads 0 08 8:20 PM  File folder . downloads 201 W File folder
) misc W Filefolder . music 2013- W File felder
| music -05857PM  Filefolder . photos File folder
| photos 2013-07-12 5:49 PM  File folder J videos File folder
| print 2013-01-05 8:57 PM  File folder J voice File folder
. videos 2013-01-05 &57 PM  File folder -_.DS_Store DS_STORE File 4 KB
| voice 2013-01-05 857 PM  File folder -D5_Store DS_STORE File TKB
.metadata_never_index 2013-01-058:57 PM  METADATA_NEVE... 0 KB

June-10-14 2 TEELtechnologies

Copyright © QuByte Logic Ltd




BlackBerry 10 Connected to Windows 7 or Mac OS X

« When a BB 10 device connects to this Mac OS X the following
volumes are mounted:

« media, dtm and if the device contains a removable SD card this
too will be mounted.

 |n terminal the 'mount' command was run which identifies the
mounted volumes, which shows 3 volumes mounted in Mac OS X.

//dtm@169.254.249_.49/removable SDCARD on
/Volumes/removable SDCARD (smbfs, nodev, nosuid, mounted

by qubyte)

//dtm@169.254.249.49/media on /Volumes/media (smbfs,
nodev, nosuid, mounted by qubyte)

//dtm@169.254.249.49/dtm on /Volumes/dtm (smbfs, nodev,
nosuid, mounted by qubyte)
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BlackBerry 10 Connected to Windows 7 or Mac OS X

 The 'smbfs' indicates Samba file system which is accessed
over a network path a
smb://169.254.251.197/volumename.

« Because it recognized as a network share, even though it
contains an NTFS file system, the Mac OS X system can
also write to it. If this were mounted as block device, the
user would not be able to write to either drive natively
because contains an NTFS file system.

e Backup files on a Mac OS X are stored to the following
location:

« /volumename/Users/username/Documents/BlackBerry
Backups

« A synchronization folder for multimedia content will also
be created usually in the same path location:

/voIumename/Users/username/DoglJments_ .
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BlackBerry 10: Log Files

« BlackBerry 10 log files can be collected using the
BlackBerry Link Software:

Creating Log Files

If you are having prablems, customer support might request that you send a log file to help determine the cause
of the problem. Click Create Log to generate the log. The log file will appear on your computer desktop.
Click on the folder icon to quickly access the log files.

Gather extra log information (This may take a while)

Create Log |

@] 15502 @ QBLZ10 Close Settings

» Checking the ‘Gather extra log information’ requires the
BlackBerry 10 or Blackberry Playbook to be connected to

BlackBerry Link. This is how event logs are obtained from these
devices.
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BlackBerry 10: Log Files

 The log file (from a BlackBerry Playbook) is stored in a
ZIP archive format to the desktop of the computer in
this case. 12 BlackBerry_Link_2013_10_21 12 04_42.zip

Mame Drate modified Type

rimtun-2012-10-11-16-23-16.4572.bugz 2013-10-21 12:04 ... BUGT File
rimtun-2012-10-14-12-49-42 2120 .bugz 2013-10-21 12:04 ... BUGE File
SynclLog.html 2012-10-21 Chrome HTML Do...
SyncLogPrewv.html 2013-10-21 12:04 .., Chrome HTML Do...
TmplLog.html 2013-10-21 12:04 .., Chrome HTML Do...
xclog_2013_10_21_ 114943 .html 2013-10-21 12:04 ... Chrome HTML Do...
AutoUpdate.log20131020 2013-10-21 12:04 ... LOG20131020 File
Dewvicef17264340-201310211249.pb 2013-10-21 1.2:04 ... PE File I
Autoclpdate.log 2013-10-21 12:04 ... Text Document
BELinkIPConfigillQutput.tdt 2013-10-21 12:04 ... Text Docurment
BELinkRouteOutput.td 2013-10-21 12:04 ... Text Docurment

EFCCCCCCCCCCCCDMOC ©060 00!

ConnectivityRegistrykKeys.bd 2012-10-21
Desktop.log 2012-10-21 Text Docurment
Desktop.log-2013-10-20.log 2013-10-21 12:04 .., Text Docurment
DesktopHelper.log 2013-10-21

Text Docurment

Text Docurment
DesktopHelperUsage.log 2013-10-21 Text Document
PeerfManager_20131011_00024.1og 2013-10-21
PeerfManager_20131014_00025.1cg 2013-10-21
Rim.Desktop.Exception.log 2013-10-21 12:04 ... Text Document
TunSupport_20131011_00021.log 2013-10-21
TunSupport_20131014_00022.log 2013-10-21

Text Document

Text Document

Text Docurment
Text Docurment
Usage.log 2012-10-21
Usage.log-2013-10-20.log 2013-10-21

Text Docurment
Text Document

[Content_Typesl.xml 2013-10-21 12:04 ... XML Docurment

i

BugReport.aml 2013-10-21 AML Document

Pt

= BugReportAssemblyVersions.anl 2013-10-21 AML Deocument

et

BugReportSources.xml 2013-10-21 AML Deocument

Pt

environment.zoml 2013-10-21 12:04 AML Deocument

June-10-14 2 TEELtechnologies

Copyright © QuByte Logic Ltd




BlackBerry 10: Log Files

 Device717264340-201310211249.pb archive
CO nte ntS . | |1382378653-androidplayer.zip.aes

| 11382378653 -backup-restore.zip.aes
| 1382378653 -ema.zip.aes

| 11382378653-pim.zip.aes

| | 1382378653-processlog.zip.aes

| 11382378653 -slcgger2log.zip.aes

| 11382378653-sleggerZresetlog.zip.aes
| 11382378653 -sloggerlog.zip.aes

| 1382378653 -wpa_pps.zip.aes

| 11382378653 -wpa_supplicant.zip.aes
|| deviceinfo.tut.aes

|| system.info.aes

* The filenames are prefixed with a UNIX epoch time value in decimal and
contain an 'aes' extension, which is likely indicative of AES encryption.

1382378653 Timestamp to Human date =N [batch convert timestamps to human dates]

GMT: Mon, 21 Oct 2013 18:04:12 GMT
Your time zone: 10/21/2013 12:04:13 PM GMT-5

June-10-14 2 TEELtechnologies

Copyright © QuByte Logic Ltd




BlackBerry 10 - Backups

 BlackBerry 10 device backups can be created ONLY
using BlackBerry Link for Windows and Mac (this
does not include any third party tools capable of
creating backups).

 Forthe BlackBerry Playbook, both BlackBerry
Desktop Software and BlackBerry Link for Windows
and Mac can be used.

e The resultant files are identified with a ‘.bbb’
extension.
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BlackBerry 10 — BBB Files

e The BBB files are ZIP archives that contain two child files
and one child folder called ‘Archive’.

 Two files: these two files do not get encrypted during the
backup process, at the present time.

e Pkginfo: Contents of this file can also be viewed in a text or
notepad type editor as shown below.

BlackBerryBackupFormatv2.0.0
Research In Motion
http://www.blackberry.com/
http://www.rim.com
1726dfe6t5336a9f1la3dalcebllecb69
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BlackBerry 10 — BBB Files
« Manifest.xml for a BlackBerry Playbook:

e <?xml version="1.0" encoding="UTF-8"?>
<BlackBerry_Backup>
<Client platform="windows" osversion="Microsoft Windows NT 6.0.6002 Service Pack 2"
dtmversion="6.1.0.35" />
<Version>2.0</Version>
<Encryption type="RIM_AES_CBC" version="1.0" Salt="" />
<SourceDevice pin="500F54B8" hwid="6001A06">
<Platform type="QNX" version="1.0.7.2670" />
</SourceDevice>
<Qnx0SDevice>
<Archives>
<Archive id="app" name="Application Data" count="51" bytesize="541257216" />
<Archive id="media" name="Media" count="11" bytesize="1728000" />
<Archive id="settings" name="Settings" count="994" bytesize="1368064" />
</Archives>
</Qnx0SDevice>
</BlackBerry_Backup>
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BlackBerry 10 — BBB Files

 Manifest.xml for a BlackBerry 10:

* Note the ‘keyid=* value, which is the BlackBerry 10
user’s BlackBerry ID value as an email address

<?xml version="1.0" encoding="UTF-8"7=
<BlackBerry_Backup>
<Wersion>3.0</Versionz
<Client dtmversion="1.2.2.13' kocrﬂon—' chrogoft Windows NT 6.1.7601 Service Pack 1" platform="windows"/
<SourceDevice hwid="8500240A" pin="
<Platform version="10.2.1.1925" tgpe—“QH)(";:
</SourceDevice>
- =Qnx0SDevice=
- <Archives>
<Archive perimetertype="0" keyid=" ' bytesize="297566852" count="179" name="Application
Data" id="app"/=
<Archive perimetertype="0" keyid=" ' bytesize="24075268" count="31" name="Media"
id="media"/>
<Archive perimetertype="0" keyid='
id="settings"/>
< /Archives:
«/Qnx0OSDevice>
=< /BlackBerry_Backup=

' bytesize="9899556" count="1585" name="Settings"
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BlackBerry 10 — BBB Files

* Within the ‘Archive’ folder three TAR files are present:
apps.tar, media.tar and settings.tar.

 The contents of these files are encrypted regardless
of which BlackBerry backup software was used and
regardless of the device being password protected or
not.

 The decryption of the BBB cannot be disabled from
within the software or the device.

« The TAR files headers differ between the Playbook
and BlackBerry Z10.
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BlackBerry 10 - Playbook TAR Header

* File Header: This consistently appears in all
three TAR files regardless of software used or
the OS platform the BBB is generated on.

*51 4E 58 00 30 00 OO0 OO0 00 00 00 00 31 38
3661 h

«'QNX O 186a' in ASCII; the gap between
the '0' and the start of '186' Is separated by 7
null values or 0x00.
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BlackBerry 10 - Playbook TAR Header

= BlackBerry PlayBook (10-13-2013)-1
“Archive

T MName & =! Description

[Bt.  [YType  [VTy

) appar
_| media.tar

14 T

existing file
existing file

Volurne Preview | Details Legend Sync
2 3 4 5 B 7 8 9 A B C D E
00 oo 00 00 31 38 36
EB CA B1 B% DE C5 93
B9 CD D 81 8B BS ES
D7 23 E2 B8 39 05 OE

28 7A 0E 69 23 1C BY7

File Gallery | Calendar
Offset 0 1
goooooooo 51 4E 58 00 30 00 00 00
goooooolo 30 00 00 00 74 86 AB 57
gooooozo o 44 25 4C 3E Fe Ce 51 0C
oooooo3n 43 D1 D3 66 E3 B4 39 26

oooooo40 B3I 94 AY 18 40 C3 41 00

June-19-14
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tar tar not

tar not

. 4= ®= 1

F &
61 QMY 0 1864
1D 0 tlswsELtphl
D9 DzLycE) tIm 1 &0
FO HHOFEdYEx#a19 &
AC G1S @AM (z i# -
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BlackBerry 10 - Z10 TAR Header

 File Header: This consistently appears
In all three TAR files regardless of
software used or the OS platform the
BBB Is generated on.

504552 00 3100 00 00 00 00 00 00
31 38 36 61 30h

 'PER 1 186a0' in ASCII; the gap
between the '0' and the start of '186'
IS separated by 7 null values or 0x00.
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BlackBerry 10 - Z10 TAR Header

= [\QuByte\gblZlWQELZL0 (10-20-2013)

YWArchive

1 Mame Description Ext. T Type | Type status Ty
|| app.tar existing file tar tar not verified Tar
|_| media.tar existing file tar tar not verified T
_| settings.tar existing file tar tar not verified T

£ 1] [
Volume File Preview = Details = Gallery = Calendar Legend Sync « (E) il
Offset o1 2 3 4 53 b 7 § 49 10 11 12 13 14 15 -

goooooooo 50 45 52 00 31 00 OO 00 OO0 00 o0 00 31 38 36 61 PERE 1 136a

000000016 30 00 00 00 OC 61 7D 70 47 22 FE AR 68 3& 7D DO O alpd"peh: 1D
000000032 6A A6 80 AB 1E E4 E9 28 (5 1C 94 12 33 OF 42 FF j'l« 8&(E | 3 T
000000045 EA BD 58 2B 0D CE 45 F5 54 9& E7 96 AC 13 EF DD &4+ IE&TIcl- i¥
000000064 17 D6 F9 1D GE 9C 35 DE EBO DC A4 F9 76 O8 1B 71 0Ou nlsUU=avE g
000000080 E3 D7 C3 FF 6D C1 72 10 BB D& 78 OB DF 90 FF 04 &xAimbr =0z B ¥
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BlackBerry 10: Data Extraction/Analysis

* Oxygen Forensics has a solution in place for
the BlackBerry 10 backups.

 UFED can acquire limited amount of data at
this time. This may improve In future versions.

* A chip off dump of the BB 10 device is
encrypted at the chip level, as discovered by
Bob Elder.
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BlackBerry 10: BBB Backup File

* Oxygen Forensic Suite (OFS) Analyst 6.1.x
and higher can parse a BlackBerry 10 backup
file:

e provided you know the password to the
device owner's BlackBerry ID account

(which may or may not be the same as the
device password).

June-10-14 2 TEELtechnologies

Copyright © QuByte Logic Ltd




BlackBerry 10 Backup Files with OFS

e Import the BBB file using either File -> Import or the
Oxygen Forensic Extractor.

Cxygen Forensic® Extractor v.6.1.0.173 | =

Oxygen Forensic® Extractor
Choose device data extraction or backup import

.- Read device Oxygen backup
E =2,
- Connect new device and extract data }/ Cievgen Forensic® Suite backup files
iTunes backup Apple backup/image
tn} iTunes backups made from any Apple devices ‘&== Apple backupfimage
. Android backup/image BlackBerry backup
Yt
:-r Android backupfimage BlackBerry backup File

BlackBerry 10 backup
@ BlackBerry 10 backup File
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BlackBerry 10 Backup Files with OFS

Once you have selected the backup file, OFS will identify the
email account used by the device owner to access his/her
BlackBerry ID account. The password to the BlackBerry ID
account will be required in order for OFS to decrypt the backup
and subsequently parse the data.

B Oxygen Forensic® Extractor v.5.1.0.173 = —i—

Oxygen Forensic® Extractor
BlackBerry 10 OS backup import settings

The backup file is password protected.

Enter password to BlackBerry accoun t to get access to the
imported BlackBerry 10 OS5 backup data.

L

The BlackBerry acount is the device
user's BlackBerry ID login email address J
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BlackBerry 10 Backup Files with OFS
 OFS decrypting BBB TAR files with QBEK Key.

B Oxygen Forensic® Extractor v.6.1.0.173 [il_li

Oxygen Forensic(® Extractor
Importing D:\QuByte\gblz10\QBLZ10 (02-24-2014).bbb

Decrypting BlackBerry 10 OS5 backup with QBEK key

Please wait while data is being deaypted

« The QBEK Key is associated to the urn:bbid:backupandrestore
key [7,8]:
 urn = uniform resource name

* The remainder of URN syntax consists of the namespace-identifier
(NID), separated by a colon, and then the namespace-specific
string (NSS).

 The BlackBerry ID is associated to the encryption of the BlackBerry
10 backup.
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BlackBerry 10 Backup Files with OFS

« End result of decryption and parsing

Common sections (16)

"q Device Information @ Aggregated Contacts W Dictionaries

Key Evidence

iy Mes:—.‘agesm- “* Organizer

Calendar Motes Tasks

F 3

& Reports \_. Search

Phone Call LUQ‘S-

“# "% Social Graph
g

Applications (1)

B
. Applicat
& Applications
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BlackBerry 10 Backup Files with OFS

 The File Browser feature allows you to export the

folders/files out of OFS for use in other forensic tools like
UFED PA or XWF.

T
e ot L

[ - | . :
“ " | File Browser

=== Organi| File Browser

Calenda sss) File Browser section presents the entire

= | [ @ @ | mobile device file system, including photaos,
; @ | videos, voice records, documents, geo files
\_. Search —  and otherimportant information,

T T
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BlackBerry 10 Backup Structure

The BlackBerry logical file system data consists
of the following types:

* SQLite databases in .db and .dat format

o XML files

* INI files

* BIN files

* And various other types of files whose
contents are in plain text such as .conf files.
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BlackBerry 10 Backup Structure

The three TAR files when decrypted consist of
three folders: app, media and settings:

+_ media
#-___| settings
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BlackBerry 10 Backup Structure
app Folder

This folder contains the applications that are on the
device, containing folders with long names.

5.1 app

+_| cem.mobileliverogers.myaccount.g¥ABglopugEdpGeC2tDsi0MN
+_| com.rim.bb.app.adobeReader.g¥YABEgAxEq)sESM.. e RANSWRTL
+J coem.rim.bb.app.googleimclient.g¥ ABEgMNBapSHQP GICDS 5zqgpk
+_| com.rim.bb.app.newsstand.gYABgIYcPYRGuuoXUBTelVigiak
+_| com.ragers.raptvlive.gYABgMpPLOOMra5 | @wEBFIuXSFU

+_| com.tcs.maps.gYABgCxm2 5 o5xfFPEAP COnllY

+_| com.whatsapp. Whats&pp.g¥YABgD934jlePGCrd74rbjb T jk

+_| sys.airtunes. g AB g CWWhLycHhiF XelyW1 Qvpo

+_| sys.android. gV ABgKACwWL czMEneiATT25G0.ns

+_| sys.bbm.g¥YABgLOJBR2VZTFz5. kdglchuag

+J sys.browser.gYABglYFHAzbeFMP CCpYWEtHAMD

+_| sys.calculator.g¥ABglidBuvul89m_ 14 PV2T12.4

+_| sys.camera.g¥ABgAvGHBEhOHEWeWd | QhigeRM

+_| sys.chat.g¥ABgADtJewe QY Py 2B PSbwul

+_| sys.clock.gYABgKMNXug.mDFoFeYHLmlofAts

+J sys.compass.gYABgMOGvWE QuahSm5SWT eBlHzxbd

+_| sys.dxtgwtg.gYABgKHIhTTtaskrfEUyMxMNaew

+_| sys.escreens. g YABgGwZdntFXiGoAVwrCDEHIVE

LR I N N R E R e B Y I I

June-10-14 2 TEELtechnologies

Copyright © QuByte Logic Ltd




BlackBerry 10 Backup Structure
app Folder

 Naming convention follows as:

e com.XXXX.gYABG string
¢ Sys.XXXX.gYABG string

 The XXXX = resource or application name then followed by
a gYABg, which appears to an obfuscated string of
alphanumeric characters.

« EXxpanding the folder structure shows that in almost all, if
not all, folder sub paths, there is an folder structure as:

« /com.resrouce.gYABg string/appdata/data
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BlackBerry 10 Backup Structure

media Folder

This folder contains the storage areas for user created
content, and downloaded content as shown below.

5.0) media
..... .| camera
..... || decuments
=] misc
__| android
. L[] DM
.| whatsapp
.. backup
—-__| photos
-] WhatsApp
..... .| print
--__| protected_rmedia

i | wallpaper
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BlackBerry 10 Backup Structure

 Be cognizant that all BlackBerry 10 smart phone
devices come with an microSD memory card, which
will contain a similar directory structures as shown
below.

|"" » Computer » Metwork Drive (Y3 »

3 i
it Wiew Tools Help
e - Burn Mew folder
Mame . Date meodified Type Size

books 2013-07-09 9:29 AM  File folder
carnera 2013-10-201:14 PM File falder
documents 2013-09-02 12:57 ... File falder
downloads 2013-07-09 9:29 AM  File folder
music 13-07 AM  File folder
photos 2013-10-20 2:18 PM File folder
wideos 013-07-09 9:29 AM File folder
voice 13-07-09 9:29 AM File folder
._.D5 Store 13-07-13 10:4 D5_STORE File 4 KB
.DS_Store 13-07-13 10:4 D5_STORE File 7 KB
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BlackBerry 10 Backup Structure
settings Folder

This folder contains the storage areas for the user
account, system/device settings and var (variable data)
folders with subfolders.

| settings
5. ] accounts

-1 1000
=-__| pps

+_| accounts
+_| SEMViCes
+_| system
=] war

+_| certdb
+_'-1 certrmgr|
01 db
-] et
+_| keymgr
_| perimeter_mgr
_| places
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BlackBerry 10 PIM Data

» Refers to personal information organized in a range of
different application functions such as calendar,
emails, address/contact book, tasks, and reminders.

 /app: subfolders contained in various sub-folders,
IS found under the following sys.pim folders.

+_| sys.pim.calendar.gYABgGlxvpxP1)ARaG D050 VLBA

+_| sys.pim.email.card.gYABgHLnIMG)golAsdeYM2)zUsU

+_| sys.pim.email.composer.card.gYABgGkERIp/50B9dsGTdrb5IE
+_| sys.pim.messages.gYABglsnd20k_NEWYplPYozthw

+_| sys.pim.remember.gYABgFIPcqaN7 GREPIDPugChydal
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BlackBerry 10 PIM Data
e /settings/accounts/1000/sysdata/pim

T L R

\bbl0 backup ofs\settings\accounts\1000%sysdata' pim'db

MName & =! Path

.

|k 1-pim.db bbll backup ofs\settings\accounts\1000Nsysdata' pim'.db
. ._.'j.lE-pim.u:Ih Ybbl0 backup ofs\settings\accounts\ 10004 sysdata'pimdb
| wk2-pim.db 'bbl0 backup ofs\settings\accounts\1000%sysdata' pim’.db
|_] 20-pim.db b1l backup ofs\settings\accounts\1000Nsysdata' pim'.db
|_] 200-pim.db bbll backup ofs\settings\accounts\1000Nsysdata' pim'.db
.J 3-pim.db Ybbl0 backup ofs\settings\accounts\ 10004 sysdata'pim’.db
|k 3-pim.db 'bbl0 backup ofs\settings\accounts\1000%sysdata' pim’.db
| k8-pim.db b1l backup ofs\settings\accounts\1000Nsysdata' pim'.db
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BlackBerry 10 PIM Data - Calendar
e 1-pim.db located at:

\settings\accounts\1000\sysdata\pim\db.

e CalendarEvent table

 Time values: two time stamp columns in
human readable time, stored relative to
UTC/GMT.
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BlackBerry 10 PIM Data - Contacts
e 2-pim.db located at

* \settings\accounts\1000\sysdata\pim\
db.

 The information related to a contact Is
spread across these various tables.
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BlackBerry 10 PIM Data - Call History/Call Log
e 8-pim.db located at

« \settings\accounts\1000\sysdata\pim\db.

« Two tables, 'Call' and 'CallDetalil' contain
similar records; both tables should be
analyzed and cross-referenced to detect
differences in the data contained therein.

e Time values stored in human readable time,
stored relative to UTC/GMT.
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BlackBerry 10 PIM Data — Tasks/Reminders
e 18-pim.db located at

» \settings\accounts\1000\sysdata\pim\db.

 On the BlackBerry device this data is classified under
the 'Remember' application.

« Time values stored in human readable time, are
presumed to be stored relative to UTC/GMT.
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BlackBerry 10 - SMS/MMS

« messages.db located at

« \settings\var\db\text messagingsettings\.

« Message content in the Attachments table.

 Timestamp values in Messages table under timeStamp
and creationDate columns are stored as 13 character
decimal value, which is a Unix epoch time stamp.

 the inbound fields in the Messages table:0 = sent
message, and 1 = received message.

* the senders name address for sent messages are empty,
and the sendersid value is negative integer, -1.
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BlackBerry 10 - BBM

the master.db located at

. }jsys.bbm.gYABgLOJBRZVz?FzS.kngchuag\appdata\
ata.

BBM avatar picture resides the in the photos subdirectory,
gnd_ Is named using the BlackBerry PIN value of the
evice.

Timestamp field is a 10 character decimal value
(compared to the 13 digits for text messages), which is
Unix epoch time.

Because BBM allows voice and video chat, these events
are also stored in the messages.db; the CallEventld field
assigns an incremental decimal value for the start and end
of each voice or video chat.

Isinbound value: 0 = sent message, and 1 = received
message

June-10-14 2 TEELtechnologies

Copyright © QuByte Logic Ltd




BlackBerry 10 - BlackBerry Hub (BBH)

 The BlackBerry Hub includes: call log, voicemaill
notification, email, sms, mms, social networking
notifications, BBM, instant messaging, BBM calendar
events, and notifications

]
16:53 |

BlackBerry Hub

_I'-rvd_.:!.:g'_. I"Fthtl'f.lafgllﬂll oo 'y
' @GemmaCook_PR c 5% -] =52 Hub
Eaeeharuk this was horribde to i

i Gemma Cook (Twitter) = . & Notifications

Gemma Cook [EGemmaCook iy
u @Thomas_Newton =N B BBM
fraeehnruk Gractorypageon (Draierery
-~ Thomas Newton (Twitte
Thitamixs Mewlan (EThowmas_MNe i L
~~ Facebook
Mewe mapssage from Oliegr Woo

-~ Linkedin

= Gmail

.-. ] Facebook

Cleland has endoried you!
—~ Sasha Angry Binds 5 Ll
Re... W ok E" Twitter
s TWiﬂEr RlnckArry) " J e 1ah
Chris Barrachaunh, wou have n m LlnkEd I

\‘ Calls
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BlackBerry 10 - BlackBerry Hub (BBH)

 BBH unintentionally acts as timeline of activity of the
BlackBerry 10 device, as it includes data from a

number of application areas.

e Path:

\sys.pim.messages.gYABgJ8jn830k NEWYpIPYozt5
w\appdata\da

Table: | B wnifed 2967 & | B UIB
T Description
1 | @johnmccash? has requested to §
2
3 | Mobile:
4 | Work:
5 | Mobile:
6
7 | Sorry buddy, just see it See u 8:
g |l
g |Home:
10
11 | Work: -
12 |Enjoy the day and smile!:)
17 | Mahila: .
June-19-14

Item =

Type
applicationfvnd.blackberry. sms
application/vnd blackberry. callog.id
applicationfvnd blackberry. calllog.id
applicationfvnd.blackberry. callog.id
applicationfvnd blackberry. calllog.id
application/vnd wa. whatsapp
applicationfvnd.blackberry. sms
vnd.bb.bbm/chat-Text
application/vnd blackberry. calllog.id
applicationfvnd.blackberry. callog.id
applicationfvnd blackberry. calllog.id

application/fvnd. blackberry. sms
annliratinn e hlarbhare

ralllnn id
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ta\unfied.db

TimeStamp ¥

IconPath
1393206544776 ca_sms_read.png
1393201931894 ca_phone_missed.png
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1393168389636 ca_sms_read.png
1393033940000 ca_bbm_read.png
1393019808346 ca_phone_outgoing.png
1392998771074 ca_phane_incoming.png
1392843312119 ca_phone_incoming.png
1392756068980 ca_sms_read png
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ExtendedData
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BlackBerry 10 - BlackBerry Hub (BBH)

 The unified.db database holds some excellent artifacts such as:

* Type: identifies the application such as callog, whatsapp, sms,
notification, bbm.

« TimeStamp: 13 character decimal value, Unix epoch time.

 lconPath: indicates the status of the data such as
* sms_read
* phone_missed
* phone_outgoing
* phone_incoming
* bbm_read
 notification_read
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BlackBerry 10 - Internet

The Internet history artifacts are stored in several areas within
the backup structure.

Internet Artifacts Location 1:
\app\sys.browser.gYABgJYFHAzbeFMPCCpYWBtHAmMO\appdata\data\
chrome\database\Databases.db

i} Start Page y - Schema Editar } Databases

B Databases * | EE Databases * Query Log...

™ RowID guid origin name displayMame estimatedSize path
1 llocal__ 0 carrier_bookmarks Carrier Bookmarks 10485750 000000000000000 1. db
2 Zlocal__0 bookmarks_history Bookmarks and History 10485760 0000000000000002,db
3 Jlocal__0 permissions Site Permissions 10485750 0000000000000003,db

This file identifies the name of three databases, so next we examine the
database files listed in the path field, which are all stored in the same
sub directory structure.

\bbl0 backup u:lufs\app\sys.brnwser.gYAEgJYFHAzbeFMF‘CCpYWEtHﬂ«mU\appdata\dat...\Incal_ﬂ

MName Path & =!

.

¥

|..-0000000000000002.db \bbl0 backup ofs\app\sys.browser.g¥ABg)YFHAzbeFMPCCpYWEtHAmMO\appdata'\data'\.chrome\ database\local _0
,._:J.ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂidb \bbl0 backup ofs\app\sys.browser.g¥ABg/YFHAzbeFMPCCpYWEtHAmMO\appdata'\data'\.chrome\ database\local _0
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BlackBerry 10 - Internet

e Carrier bookmarks = 0000000000000001.db: this contains the
carrier provided website bookmarks.

—_— — —_— p——  —p—  me—

ik Start Page y . Schema Editor } carrierbookmarks

= 0000000000000001 & B carrierbookmarks = Query Log...

¥l RowID id url bookmarkKey deleted
7 7 http:/fwww.rogers.com,/m/bb10_shop 0 1
8 http:/fwww.rogers.com/m/bb10_1number 0 0
9 http: /fwww.rogers.com/m/bb10_phonefinder 0 0
10 10 http: /jwww.rogers.com/m/bb 10 _longdistance 0 0
11 11 http: /jwww.rogers.com,/m/bb10_roaming 0 0

) o
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BlackBerry 10 - Internet

 Bookmarks and History = 0000000000000002.db: this contains
the device user's Internet history and user bookmarks:

* The history table, urlKey field, is related to the urls table id field

i

= RevertTables == Hide Related T

Table: | 5 oooooooooooooooz 4 | EE history

T | RowID id urlkey | timestamp & | transition
@ 194 194 155 1391982401358 pther

1
2 195 195 i158 1391982466558 forq_submit
3 196 196 " 1391982472587 other .,
4 197 197 : 1391982474853 other
5 198 198 1391982480575 other
3 199 199 1391982486300 other
7 200 200 1391982490400 other
8 201 201 1391982499993 other
9 202 202 1391982505120 other
10 203 203 1391982563918 other
11 204 204 1391982568234 other
12 205 205 1391982572289 other '
13 206 206 1391982576073 other
14 207 207 1391982723389 link
15 208 208 1391982730905 link
1A 209 209 : 1391982731534 nther S
1 * | foms B e B b
Related Table: | EZ urls : link_urls_hisfory_3 (M:1) % | Mode: | show all | Set:| OR (union) = ""-‘_ /| Auto

T | RowID : url title iconUrl lastvisited A | frecency
1 44 44hE‘i:ps:.u"faccounts.google.comeer\riceLogin?service=mai|&passi\re=IZDQGDD&J:GmaiI: Email from Google 'IJE:N‘ULL> mFuss B T, 140
2 123 123 h_;:tp:,u"f'A w.rogers, com/m/bb 10_1number Rogers One Number <NL‘I‘L‘t‘§' 1382647312259 1]
3 124 124 I'a:tp +ffewww.rogers. commbb 10_phonefinder Rogers Phone Finder <NULL>-"-“_ 1332647312690 1
4 125 125 "!‘tﬂj:ff'i\ .rogers. com,fm /bb10_longdistance Save on Long Distance Rates <MULL > .. 1382647312941 2
5 126 126: +/fowwy.rogers. com,fm/bb 10_roaming Save on Roaming Rates <MULL > ‘A 1337647313173 3
s M 155 155 https: /faccounts. google. com/ServiceLogin?service =mail &passive = 1209600 &cGmail <MULL > 100
7 157 157 https:/fmail.google. com/mail jmu/fmp/ 115/ #cv Inbox/ 143d6463c412043e Gmail <MULL = 1391982563918 200
8 159 159 https:fmail.google. com /mail fmufmp/ 115/ #t/Sent:20Mail Gmail <MULL = 1391982572239 200
9 160 160 https:/fmail.google. com/mail fmufmp/ 115/ #cv fSent%e20Mail /144120 5d09f30 2Gmail <MULL = 1391982576073 100
10 161 161 https:/fwww.google. com/calendar fgpcal?source =mogagl=cagpli=1 Google Calendar <MULL = 1391982723389 120
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BlackBerry 10 - Internet

* Permissions = 0000000000000003.db: this database contains
permissions that are assigned to it by the device user.

* In this case, it appears as though the Google Maps URL has
been given permission to access the device, based on the allow
value of 1. The value of 0 = not allowed.

#} Start Page y .Schema Editor } Epermissinns

able: | 5 0000000000000003 1156 + | E5 permissions =
" |¥ RowID id site type allow
1 1 1 https: {/maps.google.com Location 1
7, .
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BlackBerry 10 - Internet

 |Internet Artifacts Location 2;

* The next file of interest is the local __0.localstorage SQLite file located at:

\app\sys.browser.gYABgJYFHAzbeFMPCCpYWBtHAmMO\appdata\data\chro
me

«  This contain the browser settlnqs in the local__ 0.localstorage SQLite

fl I e. Table: | B local_01158 * | EH ltemTable 2

T | RowlID key value
1 3 default-web-search-provider 666 bytes
2 4 settings. credentialautofill 3bytes
3 5 settings.acceptCookies 3 bytes
4 6 settings.mediaRTSP 3bytes
5 7 settings.enableDiskCache 3 bytes
[ 9 settings.DNSPrefetch 10 bytes
7 10 settings.enableAudioFeedback 3 bytes
8 14 settings.enableInspector 10 bytes
g 16 settings. formautofill 3 bytes
10 17 settings.enableSearchSuggestions 3bytes
11 18 settings. fontSize 4bytes
12 19 settings.blockPopups 3bytes
13 20 settings.desktopMode 10 bytes

| 14 30 settings. historyExpiry 2bytes

[ 15 32 settings. textEncoding 24 bytes
16 47 settings.enablePrivateBrowsing 10 bytes
17 48 settings.searchProvider 63 bytes
18 59 settings.openNewTablinksBackground |10 bytes
19 60 settings.enableFlash 3 bytes
20 64 bookmark. view.selected 26 bytes
21 112 settings.showDebugBorders 10 bytes
22 @ 113 settings.onStartup 16 bytes
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BlackBerry 10 - Internet

 Internet Artifacts Location 3:

 The areas of interest are the files and folders stored in the path
at:

\app\sys.browser.gYABgJYFHAzbeFMPCCpYWBtHAmMO\appdata\da
ta\webviews

el T E ALY LP«DL!\UF

YWbb10 backup ofs\app'sys.browser.g¥YABg)YFHAzbeFMPCCpY.. \webviews

Mame +

.

|__lappcache rowser.gYABg/YFHAzLeFMPCCpYWEBtHAMD  appdata’ datalwebviews
__lcache rowser.gYABg)YFHAzbeFMPCCpYWBtHAMD appdata data'webviews
| lcertificates rowser.gYABg)YFHAzbeFMPCCpYWEBtHAMD appdata datalwebviews
|l database rowser.gYABg/YFHAzbeFMPCCpYWEBtHAMD  appdata’ datalwebviews
| |localstorage rowser.gYABg/YFHAzbeFMPCCpYWEBtHAMD appdata’ datalwebviews
l_] cockieCollection. db-wal rowserngYABg)YFHAzbeFMPCCpYWBtHAMD appdata data'webviews
|_] cockieCollection.db rowser.gYABg)YFHAzbeFMPCCpYWBtHAMD appdata’ data'webviews
Bloutofilb . Fowser.gVABg)VFHAzbEFMPCCPYWBEHAMO\appdstal data\webviews |
|k credentials.db.archived rowser.gYABg/YFHAzbeFMPCCpYWEBtHAMD appdata’ datalwebviews
I_..:.].s,tuzu ragequota.db rowserngYABg)YFHAzbeFMPCCpYWBtHAMD appdata data'webviews
|k Webpagelcons.db rowser.gYABg)YFHAzbeFMPCCpYWBtHAMD appdata’ data'webviews
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BlackBerry 10 - Internet

 |Internet Artifacts Location 4;

* Browser cache files are stored at the path:

 \app\sys.browser.gYABgJYFHAzbeFMPCCpYWBtHAmMO\appdat
a\data\webviews\cache

 \app\sys.browser.gYABgJYFHAzbeFMPCCpYWBtHAmMO\appdat
a\data\webviews\cache\[data 1|data 2|data 3]

« The cache can also include Google Map tiles that are cached when
accessing Google Maps for location and map information from the
device.
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BlackBerry 10 - Internet

Cache Example: this google map tile shows an area of northwest
Edmonton AB along the ring road, Anthony Henday Dr.

'Cf_ﬁllffe‘t
it f%f.f
Mission By
St.'Albert
Riel Carlt«
Hole Cumk
a_nm'a! J
ial Park @\Q Northwes
& Edmonto
&
o
by Yellowhe;
é‘; 6‘“?‘;\\ Doverc
Yi
il ellowned
111 Ave NW
Westview
Vill
LGS Britannia
et Yaiunastown
22 TEELtechnologi
June-19-14 7 ecnnoiogies
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BlackBerry 10 - Internet

The file system time stamps from XWF 17.5 SR6 show that the
file was created on 2013-09-30 07:44:53 -6. During that week
the author (along with another colleague) was in Edmonton,
attending an X-Ways Forensics Class!

\bbl0 backup ofs\app\sys.browser.gYABg)YFHAzbeFMPCCpY..\cache
Mame e | Created &=/ Modified Accessed
_|f61ffel 3 2013-09-30 07:44:53 -6 2013-09-30 07:44:53 -6 2014-02-24 12:11:55 -7

By looking at the remainder of the google map tile files, and the
proximity of the time stamps for the surrounding google map
tiles, an inference can be drawn as to where the device (and
possibly the device owner/user) was.
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BlackBerry 10 - Internet

 Examining the subfolder below the cache, which is the data 1
(and the remaining ‘data_X’ folders, we can see that it contains
search query strings.

searchiclient=mobile-heirloom-serp8thl=endlgs_m=238gs_ri=mobile-heirloom-serp&pg=drumhellerfcp=18gs_id=4t8g=r
search?client=mobile-heirloom-serpBthlzenligs_m=238gs_ri=mobile-heirloom-serpBpg=drumhellerficp=18gs_id=5281q=c
searchiclient=mobile-heirloom-serp8thl=endlgs_m=238.gs_ri=mobile-heirloom-serp&pg=drumhellerfcp=18gs_id=rfg=d
searchiclient=mobile-heirloom-serp&thl=en&igs_m=238gs_ri=mobile-heirloom-serp&pg=drumhellerficp=18gs_id=y&g=r
searchclient=mobile-heirlloom-serp8hl=en8lgs_m=238gs_ri=mobile-heirloom-serpfpg=drumhellerBcp=108gs_id=2jBq=red %20star¥adc
searchiclient=mobile-heirloom-serp8thl=enfigs_m=238tgs_ri=mobile-heirloom-serpipg=drumhellerBcp=108gs_id=628:q=canycn?20nea

]

]

]

]

]

]

] searchclient=mobile-heirloom-serp&hl=endigs_m=238gs_ri=mobile-heirloom-serpfpg=drumhellerfiep=118gs_id=2n&q=red%20star?20ca

] searchclient=mobile-heirlloom-serp8hl=enlgs_m=238gs_ri=mobile-heiroom-serp8pg=drumhellerfcp=128gs_id=2r8g=red %20star¥%20can
| searchclient=mobile-heirloom-serp&hl=endlgs_m=238&gs_ri=mobile-heirloom-serp&pg=drumhellerficp=138gs_id=2v8q=red%20star3t20cany
] searchclient=mobile-heirlloom-serp@hl=enlgs_m=238gs_ri=mobile-heirloom-serplpg=drumhellerfep=138gs_id=3z80q=red %20rock%20cam
| search?client=mobile-heirloom-serp&hl=endlgs_m=238gs_ri=mobile-heirloom-serp&pg=drumheller8icp=138gs_id=6e8iq=canyon%20near’(
| searchclient=mabile-heirloom-serp&hl=endlgs_m=238gs_ri=mabile-heirloom-serp&pg=drumhellerficp=148igs_id=6ifiq=canyon’20near%20
]

searchclient=rmobile-heirloom- serp&hl endigs_m=238gs_ri=mobile-heiloom-serp&pg= drumheller&cp 188gs_id=3k&qg=red%20rock%20can

[ - - - - [ - - ER |

|| search?client=mobile-heirloom- serp&'.hl endlgs_rn=248gs_ri=mobile-heirlcom-serpflpg=pizza® 320master&cp_Bﬂ&gs_ld_?_n&q_p|zza 2 20mastert20c..
|| search?client=mobile-heirloam-serp&hl=endigs_m=248gs_ri=mobile-heiloom- serp&pq_plzza?ffzéﬂmaster&'.cp:31&gs_i|:|:2r-5:|:|:pizza%ZElmaster%Eﬂca.:
J search?client=mobile-heirloom-serp8thl=endigs_rm=248&gs_ri=mobile-heiloom-serp8ipg=pizza®e20masterficp=328gs_id=2v8q= |:|i_?_za°xi:2E]master"r’n.?'_li]r:...1
3 search?client:mahile-heirlnam-serp&hl:en&gs_rn:Ed&'.gs_ri:mabile-heirlanm-serp&pq:pizza%.?ﬂmaster&cp:BB&gs_id:Ez&q:pizza%.?ﬂr‘naster%.?ﬂc...1
|| search?client=mobile-heirloom-serp&hl=endigs_rn=248gs_ri=mobile-heiloom-serpBipg=pizza%20masterficp=348&gs_id=338q= pizza?riﬂﬂmaster%.?ﬂc...‘
J search?client=mobile-heirloom-serp&hl=endlgs_m=248gs_ri=mobile-heirloom-serplpg=walmart&cp=108&gs_id=cBg=walmart.ca
| | searchiclient=mobile-heirloom-serp&hl=enBlas m=24&gs ri=mobile-heiloom-serp&pa=walmart&cp=8&as id=4&a=walmart.
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BlackBerry 10 - Internet

 Internet Artifacts Location 5:

* This location path contains cached web based emaill
content, stored in SQLIite databases.

e Path:
\app\sys.browser.gYABgJYFHAzbeFMPCCpYWBtHA
mO\appdata\data\webviews\database

\bbl0 backup ofs\app\sys.browser.g¥AB:
Mame

.
__|https_mail.google.com_0

__|https_www.google.com_

WlDatabases.db &) |
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BlackBerry 10 - Internet

 |n the root of the database folder there is a
Databases.db which identifies the email account
relative to its corresponding database file.

/ i} StartPage y B schema Editor } 5H Databases *’: B Origins \

Table: | B Databases 5 | EH Datbases + Query Log...

7* '™ RowID guid origin name displayllame estimatedsize path
1 1 1https_mail.google.com_D shafghp@gmail.com shafghp@gmail.com 41543040000000000000001.db
? 2 2https_www.goodgle.com_0 cal:shafghp@gmail.com cal:shafghp@gmail.com 41943040000000000000002.db
ZZTEEL i
June-19-14 7 technologies
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BlackBerry 10 - Internet

« (0000000000000001.dDb:

* The tables contain time values as Unix epoch time, from 13 — 16
decimal characters in length.

| Databases ) | Tables

= (0000000000000001 Ed _ webkKitDatabaselnfoTable__

EH action_gueus_34 qu

EH cached_contacts

EH cached_conversation_headers
EH cached_labels

EH cached_messages

EH cached_queries

EH config_table

EH hit_to_data

EH log_store
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BlackBerry 10 - Internet

 Internet Artifacts Location 6:

e This path location contains the visited URL's accessed
by the device.

« Path
\app\sys.browser.gYABgJYFHAzbeFMPCCpYWBtHAMO
\sharewith\search

url screenshotUrl lastVisit w frecency isBookmark

167 https: ffaccounts. google. com/Servicel ogin ?service =mail &passive = 1209600 &continue =https: 1331933003 u] a
166 http:/fwww.google, comfaccounts/Logout2?service =mail &ilo = 18ils =d &ilc= 1&continue =https file: ///accounts /1000 fappdata/sys.b 1391983002 [u] i]
165 http:/fwww.google. cafaccounts,Logout2?service =mail &ilo = 1&ils=5. CA%%:2Cd&ilc=0&continufile: /ffaccounts 1000 appdatasys.b 1391932997 0 o
164https:ffaccounts. google. com/Logout?service =mail &continue =https: {fmail. google. com/mail fm 1391932995 ] a
158 https: ffmail. google. com/mail fmufmp/115/#mn 1391952991 [u] a
163 https: /imail. google. com/mail fmu/fmp/115/#pr 13919829582 [u] i]
39 https://mail. google. com/mail fmufmp/115/#H /Inbaox 1391982746 0 1
156 https:ffmail.google . com/mail fmufmp/115/ 1391932731 ] a
162 https: ffmail. google. com/mail fmuf?shva=1 1391932730 [u] a
16 1 https: /fwww.google, com/fcalendar fopcal?source =mog&gl=cagpli=1 1391982723 [u] i]
160 https:/jmail. google.com/mail fmufmp/ 115/ #cv /Sent3:20Mail /144 12054093026 1 1391982576 0 o
159 https:ffmail.google. com/mail fmufmp/115/#H /Sent 3% 20Mail 1391932572 ] a
157 https: ffmail. google. com/mail fmufmp/115/#cvInbox 143d646 3c41 2048 1391932563 [u] a
155 https://accounts. google. com/Servicel ogin ?service =mail &passive = 1209600 &continue =htips: 1391982401 [u] i]
126 http: /fwww.rogers.com/m/bb 10_roaming 1382647813 0 1
123 http: (fw rogers.com/m/bb10_1number 1332647812 ] 1
124 http: ffw rogers.com/m/bb10_phonefinder 1332647812 [u] 1
125 http:/fwww.rogers.com/m/bb 10_longdistance 1382647812 [u] 1
44 https: ffaccounts. google.com/ServiceLogin?service =mail &passive =1209600&continue =https: 1373609185 0 1
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BlackBerry 10 - Pictures

 Several categories of pictures that can be found on the
Blackberry 10 device.

1. First category is user created pictures taken with the
BlackBerry 10 device:

* Under 'Camera Settings' if the 'Save on Media Card is 'On' then
device created pictures are saved to the memory card under the
path /sdcard/camera.

* If the 'Save on Media Card' is set to 'Off' then the device created
pictures are saved to the device memory at /media/camera.

* Under 'Camera Settings' if the 'Geotag Pictures' is 'On' this will add
the device's GPS location to the pictures, provided that it can
receive the GPS signal.
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BlackBerry 10 - Pictures

2. Second category is device created screenshots.

» This refers to the device user taking a screenshot of the contents being displayed
on the BlackBerry 10 device by pressing the Volume Up AND Volume Down
buttons. There is no EXIF data present in a BlackBerry 10 PNG screenshot
picture.

« The image is saved as a PNG file in the \media\camera, NOT the memory card
regardless of the 'Camera Settings' -> 'Save on Media Card is 'On’ feature.

* The PNG file name will be IMG_YYYYMMDD_ XXXXX.PNG and contains the
date and time the PNG file was created.

* YYYYMMDD = 4 decimal values to represent year, 2 decimal values to
represent, 2 decimal values to represent day.

° Cormputer » QBLAD [Pin ] [Flash] (¥:) » camera - |+1>| [.

t Tools Help
=] Preview Print Burn Mew folder
oac * MName

= IMG_20140310_122312,jpg
[T/ MG_20140310_162600.png

5

June-19-14 % TEELtechnologies

Copyright © QuByte Logic Ltd




BlackBerry 10 - Pictures

3. Third category is pictures stored in /sdcard/photos or /media/photos.

 The author has observed the /media/photos folder location will store
pictures transferred, during an upgrade from an older BlackBerry device
that contains pictures, to a BlackBerry 10 device.

- QBLALD [Pin: 1 [Flash] (£} » photos » Whats8pp

Ap
w folder

Mame

= IMG-20130712-WAD00.jpg
= IMG-20130712-WA001.jpg

« The file name convention of a WA image contains a date value as
YYYMMDD followed by WAXXX, where the XXX is a 3 digit numeric
seqguence.

 The date value will match the date the picture is received by the device.
« Theimages are stripped of any of the usual EXIF data.
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BlackBerry 10 - EXIF Pictures

EXIFE Summary
1. BlackBerry 10 software 10.2.1.2141.:

- Embeds the date and time value, local to device time, within the file
name of the picture created using the Camera application of the
device. s

= IMG_20140310_122312,jpg

* Now adds the Model value of BlackBerry Z10 within the EXIF, which
was not done prior to 10.2.1.2141.

CLallas L ¥ e T L Y e ]

Exif Byte Order : Little- Eﬁd an (Intel, IT)
Make : BlackBerry
Camera Model Hame : BlackBerry Z10

* If the BlackBerry 10 device OS was less than 10.2.1.214, the file
name convention DOES NOT contain date or time value. Itis
formatted as IMG_ XXXXXXXX.JPG, where XXXXXXXX equals an
8 character, sequential numeric value.
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BlackBerry 10 - EXIF Pictures

EXIF Summary

2. Regardless of the BlackBerry 10 OS version, within the EXIF,
there is a unique string value, 'RIMORDOQ' in pictures created with
the camera application. | refer to this as the ‘MNUT Value'.

Maker Huté Unknown Text » BRIMORDOO.

T7T e e e = = TT e e e o o e Ep i Bt
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BlackBerry 10 - EXIF Pictures

EXIF Summary

3. Pictures, taken with a BlackBerry Z10, viewed on the memory
card, through the device, under the camera folder, appear to show a
Modified Date value with wrong offset calculation being applied.

As an example we are going to look at file properties of the
following files as displayed by the BlackBerry Z10:

* IMG_20140314 215602.jpg: As the filename indicates, the
picture was taken with a BlackBerry Z10 on 2013-03-14,

21:56:02, local device time.

% TEELtechnologies
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BlackBerry 10 - EXIF Pictures

EXIF Summary

3. The 'Modified Date' value is shown with a minus 6 hour
difference in time relative to the filename time value.

File Properties

Name:

IMG_20140314_215602.jpg

File Type:

jrg

Modified Date:

Mar 14, 2014 3:56:02 PM

Size:

1 MB

Location:
Media Card/camera/
IMG_20140314_215602.jpg

June-19-14
Copyright © QuByte Logic Ltd

offset should be 6 hours (plus 6 hours) ahead of
the filename time value, so the Modified Date
value should show as Mar 15, 2014 at 3:56:02 AM.

offset is being calculated in the wrong direction, if

the intent is to show the Modified Date value in
UTC.
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BlackBerry 10 - EXIF Pictures

EXIF Summary
3. ExifTool 9.56 output of IMG_20140314 215602.jpg.

Lrisries Lo ¥ pie Louwiage§ o _J Rty

Exif Byte Order : Little-endian (Intel, II)

Make : BlackBerry

Camera Model Name : BlackBerry Z10

Orientation : Rotate 50 CW

X Besolution : 72

¥ Rezplution r T2

REezplution Unit : inches

Software : BlackBerry 10.2.1.2141

Modify Date : 2014:03:14 21:56:02

XMF Toolkit : ¥MP Core 5.1.2

Shooting Mode : Standard

Camera Unit : Rear

Exposure Time : 1715

F Number : 2.2

I50 : 133

Exif Verzion : 0230

Date/Time Original : 2014:03:14 21:56:02

Create Date : 2014:03:14 21:56:02

:y *

June-19-14 {;TEELtEEhnDIUmES
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BlackBerry 10 - EXIF Pictures

EXIF Summary

4. The time values that are within the EXIF data of pictures created
with BlackBerry Z10 device contain the time values of picture
creation relative to the device's local time.

5. GPS data is present in EXIF so long as that option is enabled in
the Camera settings and the device can receive the GPS signal. In
the screens shots below the GPS Lat and Long values have been
sanitized.

_———— —— i ——— — - - — o —— — . —

GBS Latitude EBef : Horth

PS5 Longitude Ref : West

GPS Altitude Ref : Above Sea Level

GES5 Altitude : 0 m Aboye S5ea Lewvel

GPS Latitude : KEEEX

GPFS Longitude : KEXEEX

GPS Position : KEXEEX

:y *
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BlackBerry 10 - Movies

There are several categories of movies that can be found on the
Blackberry 10 device.

1. First category is user created movies taken with the BlackBerry
10 device:

« Under 'Camera Settings' if the 'Save on Media Card is 'On' then
device created movies are saved to the memory card under the

path /sdcard/camera.

* If the 'Save on Media Card' is set to 'Off' then the device created
pictures are saved the device memory at /media/camera.

June-19-14 % TEELtechnologies
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BlackBerry 10 - Movies

2. Second category is movies stored in /sdcard/videos or
/media/videos.

* These locations are believed to contain content downloaded by
the device or sent by messaging to the device.

* Note the file naming convention difference between first and
second file indicates the MP4 files were created with two
different BlackBerry 10 operating system versions. This follows
the same pattern as was noted with the pictures.

£ VID_20140223_130401.mpd
& VID_00000015.mpd
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BlackBerry 10 - Movies
VID 20140315 101232.mp4
e This movie file was created on 2014:03:15 10:12:54 -06:00.

Ex1tTool Version Number 1 H.504

File Name : VID 20140315 101232 .mp4
File Modification Date/Time : 2014:03:15 10:12:54-06:00
File Access Date/Time : 2014:03:15 10:12:32-06:00
File Creation Date/Time : 2014:03:15 10:12:32-06:00
File Permissions ! rW-_rW—IW-

File Type : MP4

MIME Type : video/mpd

Major Brand : MP4 wZ [ISO 1449&6-14]
Minor Version : 0.0.0

Compatible Brands : mpdl, isc?Z

Movie Data Size : 22046192

Movie Data Offset : 40

Movie Header Version : 0

Create Date : 2014:03:15 16:12:32
Modify Date : 2014:03:15 16:-12:3Z2
Track Create Date : 2014:03:15 16:12:33
Track Modify Date : 2014:03:15 16:12:33
Media Create Date : 2014:03:15 16:12:33
Media Modify Date : 2014:03:15 16:12:33
TFitle : 2014-03-15T10:12:33
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BlackBerry 10 - EXIF Movies

EXIF Movie Summary

 File format or file type is mp4.

 The EXIF time values are stored in UTC relative to the local
device time zone offset.

« There is no indication the movie files are created with a
BlackBerry device compared to BlackBerry 7 and lower where
movie files had a string value in the EXIF called 'rimm’.

* Naming convention, in BlackBerry 10 device lower than
10.2.1.214, will not include the date and time local to the device
In the file name.

* No geo-data is present in a movie file created with the
BlackBerry 10.
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BlackBerry 10 - Settings: BEM PROFILE CORE
The profile file stores the device user's BBM profile information.

» Artifact Path: \settings\pps\services\bbmcore\profile

Container File Preview Details Gallery | Calendar | Legend Raw | Sync

@profile
avatarFile::faccounts/1000/appdata/sys_bbm. gYABgLOJBR2VzTFz5 kdglchuag/data/avatar

avatarHash:bb4:L TESNDKONTEYMDk=

blocked:b:false

displayMame:json:Shafik QBL

encryptedRegistrationkKey: fJF3sD+kOLUJIyeyEOburZ STKgUMzEy8nAW1CR1IEI=
guid::BBM_P2P_TPA

personalMessage:|son:

registrationld::

setupState::Success

suid:- 549992600

* The 'registrationld' value is 12 decimal characters in length.
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BlackBerry 10 - Settings: BP2P DEVICES

This stores the devices the BlackBerry 10 has connected with.

» Artifact Path: \settings\pps\services\bp2p\devices
\bbl0 backup ofs\settings\pps\senvices\bp2p\devices
| MName & =!
.
|| 010812ACDF)214CF5503 A4 DSFE9ALBA22T
|| 014E0ABTB3FI3F697EDB5SABLOC34 ADOBAE

4 1L

Container File Preview  Details = Gallery
@010812ACDF0214CF5503A4D5F69A48A227
devicename::gbl-mpb

webday mu:uurlﬂ name::qbl-mpb

WbblD backup ofs\settings\ppsiservices\bp2pl\devices
I Marme &=
.
|_] 010812ACDF0214CF5503 A4 D5FE9.A48A237
]
] [ n
Container File Preview Details Gallery | C
l@ﬂ 14EQ0ABTBAF33F63TEDBSAB10C34ADOBAE
devicename::IS502
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BlackBerry 10 - Settings: IMSI VALUE
IMSI value is found in the status_private file:

» Artifact Path: \settings\pps\services\cellular-voice

service\status_private
"
\bbl0 backup ofs\settings\pps\services\cellular-voice-service
| MName & =!
.

]

4 I

Container  File Preview Details = Gallery | Cale

l@status_private
cfu_cached:b:false
imsi_cached::
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BlackBerry 10 - Settings: TIMEZONE

Time Zone Artifact 1:

Artifact Path: \settings\pps\services\clock\status
YWbbl0 backup éufs‘asettingsippsﬁewices"aclnck

| Marme & =I
..
L]

4

Container File Preview Dietails Galler

{@status
timezonechange::America/Denver

Time Zone Artifact 2:
Artifact Path: \settings\pps\services\confstr\ CS TIMEZONE

YWbbl0 backup c.ufs"asettings"-‘pps\sewices‘acunfstr
| Mame & =!I

.

| ] _CS_HOSTNAME

| ] _CS_LOCALE

|| _CS_TIMEZONE
4

Container File Preview Details Gi

l@ CS TIMEZOMNE
CS TIMEZOME: -America/Denver
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BlackBerry 10 - Settings: DATE & TIME
Stores the device date & time settings.

» Artifact Path: \settings\pps\services\network-time

\bb10 backup ofs\settings\pps\services\network-time and subdirectories

Mame » =!

-
)
[ m |

Container File Preview  Details Gallery | Calendar Legend

lﬁ)atatua

auto_time:b:true
auto zone triye
last source - ntp
| last update:n:1393251169 |

last_zone detected:json:{"zone":"America/Denver”,"tima": 1393259785}

last_zone update:json:{"zone":"America/Denver” "time":1385176059}
ntpserver:-time. blackberny. com
ntpstatus::1

The status file, shown in the above screenshots contains the settings for:

e auto time value = Set Date and Time Automatically is set to 'On' in Date and
Time settings on the device.

e auto zone value = Auto Update Time Zone is set to 'On' in Date and Time
settings on the device.

* The last update value is a 10 character decimal value, Unix epoch time.
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BlackBerry 10 - Settings: HOSTNAME

Contains the device name.
« Artifact Path: \settings\pps\services\confstr\ CS HOSTNAME

\bbl0 backup ofs\settings\ppsiservices\confstr
. Mame » =
,_] _C5_TIMEZOME
I_] _C5 LOCALE

B]_Cs_HOSTMNAME
1 I

Container File Preview Details

@ ©cs HOSTHNAME
CS HOSTMAME:-QBLZ10
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BlackBerry 10 - Settings: PHONE NUMBER

Phone number used by BlackBerry 10
through its SIM.

 Artifact Path: \settings\pps\services\phone\

 This folder path contains 3 sub folders each

contain files with names ‘vchat’ and ‘cellular’.

* The path shown below contains vchat and
cellular files.

\settings\pps\services\phone\private\lines

June-19-14 % TEELtechnologies
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BlackBerry 10 - Settings: PHONE NUMBER
e vchat file contains the PIN number.

Ybobl0 backup ofs\settings\pps\services\phone\private\lines

Mame - =

.

._1 wvchat

J cellular
o

Ifr

Container File Preview Details Gallery C
k@vchat
address:: PIN Number of BB 10 device
identity_restriction:-never
incoming_call _count:n:2
last _updated time:n:1382620227
last _usage reset.n: 1382620227
state::idle
volce usage:n:1526

June-19-14 % TEELtechnologies
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BlackBerry 10 - Settings: PHONE NUMBER

» cellular file contains a number of interesting artifacts, which
includes the phone number, voicemail passcode, and the value
that caller identify is restricted.

Ybbl0 backup ofs\settings\pps'\services\phone\privatellines

Mame »=!

..
|_] vchat

Bjcelvler

I

Container File Preview  Details  Gallery | G
l@cellular
active_transport::cellular_voice

address:+1.

incoming_call_count:n:225
last_dialed::(587) 718 6887
last updated time:n:1382620239
last usage reset:n:1382620239
outgoing_call_count:n:315
preferred_transport::cellular_voice
state::idle

voice usage:n:50842
voicemail_name::Voicemail
voicemail_notification:n:0
voicemail_number::+1.

voicemail passcode::
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BlackBerry 10 - Settings: NETWORK NAME

There are two files that contain the network operator name:
navigator_status and status_public.

« Artifact Path: \settings\pps\services\rum\csm

YWbobll backup l:lufs“asetti ngsippsisenvicesirumcsm

Marme & =

Ll
|_] navigator_status
|| status_public

4 L1

Container File Preview Details Gallery Calendar | Legend Raw | Sync u ﬂ ﬁ

@status_public
connection_state::connected
error_status:json:{"text"-{"sim_error":"" "cs_re]":"" "ps_rej":"""},"code":{"sim_error":0,"cs_rej":0,"ps_rej":0}}
is_femto:b:false
is_on_emergency_call:bfalse
netwark_name::ROGERS
roaming::none
roaming_icon::none

semrvice type:wvoice and data
signal_strength:n:2
technology_indicator::lte_data
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BlackBerry 10 - Settings: CAMERA

The status file stores save location of the data created using

the Camera application, and also records the filename of the
last captured file.

» Artifact Path: \settings\pps\system\camera

\bbl0 backup u:llfs"as.ettings.‘appsls}rstemlcamera
| Mame & =!

P

_'| status

4 1]

Container  File Preview Details = Gallery = Calendar Legend Raw = Sync
l@status
LastCameraRollPath:/accounts/1000/removable/sdcard/camera

LastCapturedFile::/accounts/1000/remaovable/sdcard/cameraVID 20140223 130401 mpd
SaveToSDCard:b:true
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BlackBerry 10 - Settings: DEVICE MODEL NAME
AND MODEL NUMBER

The device properties file stores the device model name and
model number information.

» Artifact Path: \settings\pps\system\restricted

Ybbl0 backup ofs\settings\ppsisystemrestricted
Mame & =!

I
|_| deviceproperties

o

Container File Preview Details 3
ladeviceproperties

modelname::Z10

modelnumber:-STL100-3

% TEELtechnologies
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BlackBerry Forensics - CONCLUSION

BlackBerry 7 and lower versus BlackBerry 10/BlackBerry
Playbook: Two different schisms.

BB7 (proprietary JVM) has no real file system from a
physical level perspective compared to its BB10 (QNX)
successor.

BB 10 backup files are encrypted by default using
BlackBerry Link.

Remember to validate what you have observed in this
presentation, as there is no official support from BlackBerry
on the interpretation of any BB7 or BB10 artifacts.

And finally — thanks for your patience and looking through
all the slides! ©
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