
Effective 10/06/2009 

National Institute of Standards and Technology 
Business Systems Division 

 

CBS Portal Applications Access Authorization  
 
Forms may be faxed to 301-975-8658. Completed forms MUST also be sent to: 
 

   CBS Customer Interaction Center 
   100 Bureau Drive 

Building 411, STOP 1630 
   Gaithersburg, MD 20899-1630 
 

Direct questions to the CBS Customer Interaction Center at (301) 975-5375, then option 1 and option 3. 
 
Name: ____________________________Title/Function: _______________________Bureau/Division____________ 

Address/Location: ________________________________________________________________________________ 

Email: ________________________________________Phone Number: ____________________________________ 

Please ‘X’ the necessary boxes (if you are not sure, check here [   ] and someone will contact you). 
 

 

 
 
 

 

 

 

 

 

 

 

 

 

 
 

 

Note: This form must be signed by you and your supervisor. You may not sign as the supervisor on your own form. 

 

 

 

Supervisor Approval:     
 

Printed Name: ________________________ Signature: ___________________________Date: __________ 

 For Use by the NIST Business Systems Division 
  Username: __________________________________________ 
 
  BSD Approval Signature:  _____________________________________________ Date: ___________________ 
  
   Completion Date:  _________________ By:   ______________________________________ 

 

Required CBS Access:       
 
CFS: 
    [  ] CPCS {please circle function(s):  Cardholder/ Approving Official / Group Administrator/ Other} 
    [  ] CFS {please indicate function: ____________________________________________________} 
    [  ] Vendor Lookup {please circle AP access, or Restricted Access (for AO’s or to get Vendor #’s)} 
    [  ] Customer Lookup  
Data Warehouse: 
    [  ] Budget and Execution Module   [  ] Estimated Accruals {please circle user / approver/ both} 
    [  ] GUI Upload {please indicate interface name(s), e.g Fedex, Travel: __________________________}
          {please indicate IP address and Computer Name ________________________________________________}
 

Portal:   
    [  ] Reports/Downloads {please indicate name of specific reports if known:______________________}   
    [  ] My Tools {please circle read/write or read only capability}  
    [  ] Ad Hoc/Business Objects/Finance Tools {please indicate role if known: _____________________} 
    [  ] ITA Specific Functions {please circle ACCS Builder / ARD / LES Labor / DOS Maintenance}      

Required Access not specified above:  ______________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________ 

I acknowledge receipt of the attached statements and understand that I am expected to abide by the 
defined user responsibilities. 
 

Applicant Signature: ____________________________      Date: ________________________ 

Please circle:   
New Access / Change of Access 

If your access should mirror another user’s access, 
specify name:



User Responsibilities for Printed and Electronic Media 
 
Users are responsible for the storing, securing, archiving and deletion of printed material and 
electronic media obtained from the NIST CBS in accordance with DOC and other Federal 
policies on record retention and archiving.  In addition, NIST users are responsible for following 
the “NIST Policy on Logging of Database Extracts Involving Personally Identifiable Information 
(PII), Business Identifiable Information (BII), or other Sensitive Data” (http://www-
i.nist.gov/cio/Policy_Documents/NISTPolicyonDatabaseExtractLogging.doc ).  Other DoC users 
are responsible for following their individual agency and DoC policies on logging data extracts.  
The CBS database contains PII, BII, and sensitive data – all downloads, reports, and data extracts 
from the CBS should be reviewed against the logging of database extracts policies in place for 
each user’s bureau to ensure policy requirements are being met.   



NIST Policy on  
Information Technology Resources Access and Use 

  
Updated:  October 2003 
CIO Approved: October 10, 2003 
 
Introduction  
NIST provides access to information technology resources, including computers, networks, and peripheral devices, 
to support the NIST mission. The following guidelines apply to all who use and access NIST information technology 
resources. 
   
Acceptable Use of NIST Information Technology Resources 

This section describes uses of NIST information technology systems that are considered acceptable by NIST 
management. The general criteria used in deciding acceptable use are whether the application is of benefit to 
NIST, whether it complies with government laws and regulations, and whether it does not adversely affect others. 
NIST allows the personal use of the Internet as long as it does not interfere with official business, increase cost to 
NIST or embarrass NIST. Questions about the use of NIST information technology resources that are not explicitly 
mentioned in this policy should be directed to NIST management. 

NIST information technology resources may be used in the conduct of NIST research, in the administration and 
management of NIST programs, and in the dissemination of the results of NIST work. Examples of such use of 
NIST information technology include, but are not limited to: 

• Computation, modeling and simulation, and support of experiments needed to accomplish NIST research, 
including research on information technology systems;  

• Analysis and storage of data, including experimental data, output from models, and administrative data;  
• Visualization of the output from models and experiments;  
• Preparation of reports, papers, memos, correspondence, databases, graphics, displays, presentations, and 

any other products of NIST work;  
• Management of NIST operations and staff.  

NIST information resources may be used to communicate and exchange information with others located at NIST, 
and elsewhere, to share information related to the NIST mission. This includes researchers at other institutions, 
customers in industry and elsewhere, vendors and companies with products of interest to NIST, other government 
agencies, and the public. Examples of acceptable communications include:  

• Disseminating appropriate information related to NIST mission topics electronically to our customers in 
industry, government, universities, and the public around the world;  

• Communicating by electronic mail or other means with research colleagues, customers, other government 
agencies, and vendors for purposes of NIST business;  

• Accessing public information available on the Internet, or elsewhere, related to NIST research and the 
mission of NIST;  

• Obtaining software patches, and updates from vendors, public domain software repositories, and other 
sources, provided such software is obtained, checked and tested, and installed in accordance with U.S. 
copyright regulations, the license for that software, and NIST security policies;  

• Participation in forums, news groups, and other information exchanges for the purpose of furthering the 
NIST mission or improving the professional knowledge or skills of NIST staff.  

Software from the Internet and other public sources, and installing unnecessary software from any source, 
increases security risks to NIST networks and computers by potentially including things such as harmful viruses, 
back doors, and mechanisms specifically designed to defeat firewall protection.  Users must follow the guidelines 
established by the NIST IT Security Office when downloading software from the Internet: 

• Only install software that will be used for work-related functions.  
• Only install or run software that was written by well-known, established sources. At a minimum, you should 



be able to identify the original source of the software and validate that you can locate and communicate 
with the author or company to discuss problems that might arise.  

• Make sure anti-virus software is installed, set to auto-protect, and maintained with current anti-virus 
definitions before installing any software on NIST computers.  

• Scan downloaded files for viruses before installing and running them. Generally `shrink-wrapped' 
commercial software should be free from viruses (although some manufacturers have distributed infected 
software).  

• NIST software may be installed on non-NIST computers for work-related purposes (e.g. to work from 
home). NIST software must be removed from non-NIST computers when the information technology user is 
no longer associated with NIST or when the information technology user no longer needs the software for 
work-related purposes. This requirement does not apply to NIST software where the software usage 
license allows for free public distribution. 

  
Acceptable Access to Information Technology Resources 

NIST communications facilities may be used to provide access to NIST information technology systems and those 
of other organizations for authorized purposes. Examples of authorized access to systems include:   

• Access to NIST systems and networks from off-site locations for users with specific needs for such types of 
access, such as access when on travel or from home;  

• Access to academic, government, and industrial computer systems for accomplishing joint projects, where 
that access is authorized by the owner;  

• Access to academic computing facilities for taking courses.  

To ensure accountability of actions and resources, each person who has access to a NIST information technology 
system must have an individual account. Sharing of accounts and passwords or authorization methods is 
prohibited, except in special cases such as e-mail accounts for the operation of special services supported by a 
team of people.  Access to NIST information technology resources requires formal written authorization by a user’s 
manager. The authorization should specify the duration of the access to the NIST resource, acceptable use of the 
NIST resource, and a rationale for granting access to NIST information technology resources. A copy of the 
authorization and a copy of this policy should be given to the user. 

General access to public NIST information technology resources, such as Web, bulletin boards, public anonymous 
ftp, Mosaic, gopher, or other services used by NIST to disseminate information to the public requires no special 
authorization. However, misuse of these services or attempts to exceed authorized access is subject to the same 
penalties as other unacceptable uses described below. 
   
Unacceptable Use of NIST Information Technology Resources 

The use of NIST systems and networks in a manner which is unacceptable may subject the person(s) involved to 
loss of all privileges to use NIST systems, may result in other disciplinary sanctions up to and including dismissal, 
or may result in criminal prosecution. Unacceptable uses of NIST systems and networks include, but are not limited 
to: 

• Commercial or business use for the profit of an individual, or company, or other use of NIST systems not 
approved by a NIST manager as essential to the NIST mission;  

• Any use of NIST information technology resources in order to obtain access to any network or system at 
NIST, or elsewhere, for which the person has not been authorized, or in a manner that knowingly violates 
the policies of the owner of the network or system;  

• Any activity that interferes with the legitimate activities of anyone using any NIST systems or networks, or 
any other network or system which may be accessed from NIST;  

• Unauthorized use of a system for which the user has authorized access, including use of privileged 
commands on a system by a user not authorized to use such commands and unauthorized access to 
information owned by someone else. For example, no user may access the root account on a Unix system 
or attempt to become root on the system unless he or she is authorized to do so;  

• Deliberate unauthorized destruction of NIST data or other resources;  



• Any use of NIST information technology resources to engage in illegal or unethical activities;  
• NIST expects users to conduct themselves professionally and to refrain from using NIST resources for 

activities that are offensive to coworkers or the public. Some examples include the use of NIST IT 
resources that contain or promote (a) matters directed toward the success or failure of a political party, 
candidate for partisan political office, or partisan political group, (b) engaging in any action supportive of 
lobbying the Congress, (c) use of Internet sites that result in an unauthorized charge to the Government, 
(d) participating in prohibited activities such as discriminatory conduct, gambling, and disseminating chain 
letters, (e) intentional and unauthorized viewing of sexually explicit or pornographic material,  (f) sending 
personal e-mail that might be construed by the recipient to be an official communication,  (g) any activity 
that would bring discredit on NIST or the Department of Commerce, (h) statements viewed as harassing 
others based on race, age, creed, religion, national origin, color, sex, handicap, or sexual orientation, (i) 
any violation of statute or regulation;  

• The unauthorized sharing of NIST-owned software or any other NIST information not authorized for 
disclosure or use by others with anyone not specifically authorized to receive such software or information. 

• Failure to follow NIST guidelines for downloading and installing software.  

  
Privacy of Information 
   
NIST systems and any information on those systems are Government property. Therefore, users of NIST systems 
should be aware that information transmitted by or stored on NIST systems is not private. In addition, NIST users 
should also be aware that it is often necessary to monitor network traffic or computer activity to ensure integrity, 
security or reliable operation of NIST systems. However, any other monitoring is against NIST policy. Casual 
reading of e-mail messages addressed to others is prohibited. 
  
Enforcement  

Unauthorized or improper use of NIST IT resources by Commerce employees is punishable by penalties as 
provided in the Department's Table of Offenses and Penalties, which are incorporated into the NIST Administrative 
Manual as Appendix A to Subchapter 10.11, Adverse Actions.  Unauthorized or improper use by contractors, guest 
researchers, collaborators, and other associates, will result in notifications to their management and NIST sponsor 
and can result in similar penalties and possible termination of agreements with NIST.  Individuals involved with 
misuse will also be subject to having all computer account access indefinitely suspended at the discretion of NIST 
management and the NIST CIO. 
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