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Foreword (This foreword is not part of American National Standard
ANSI/NIST-ITL 2-2008.)

Various levels of law enforcement and related criminal justice agencies as well as identity
management organizations procure equipment and systems intended to facilitate the
determination of the personal identity of a subject from fingerprint, palm, facial (mugshot), or other
biometric information (including iris data). To effectively exchange identification data across
jurisdictional lines or between dissimilar systems made by different manufacturers, a standard is
needed to specify a common format for the data exchange. To this end, this standard has been
developed. However, this standard does not address policies, permissions, or jurisdictional
issues regarding the exchange of data.

Fingerprint and palmprint images are acquired from flatbed scanners, Automated Fingerprint
Identification Systems (AFIS), live-scan fingerprint and palmprint readers, and/or image storage
and retrieval systems. An AFIS scans and stores the digital representations of fingerprint and
palmprint images that are captured from inked cards, chemical cards, or live-scan readers that
acquire the fingerprint and palmprint image data directly from the subject's fingers and hands.
The scanned images are then processed to extract specific types of features from the images.

Sources used for the electronic capture of a subject's facial image (mugshot) and scars, marks,
and tattoos (SMTs) present include digital still and video cameras and other types of video
recorders that capture images and produce digital image files directly from the subject's head and
body. Scanners are used to digitize images from photographs, pictures, or sketches. The digital
representations of these images consist of grayscale or color pixels depending on the application
and equipment.

These digital images may be stored in a compressed or uncompressed form in an image storage
and retrieval system together with textual descriptive data and other information for each image.
When required, specific images stored on a file can be retrieved from storage and be
incorporated as part of an electronic mugshot book, or an electronic line-up. Images selected
may be the result of textual filters based on physical descriptive or information fields associated
with each image. Stored SMT images can also be retrieved as part of an identification process.

Features from the scanned fingerprint, palmprint, facial, or other biometric images can be
compared against a masterfile containing features extracted from previously scanned images.
The result of these comparisons is a list of potential candidate identifications. A human examiner,
using images retrieved from the system or fingerprint cards, then can identify a subject.

The Information Technology Laboratory (ITL) of the National Institute of Standards and
Technology (NIST) sponsored the development of this American National Standards Institute
(ANSI) approved American National Standard using the NIST Canvass Method to demonstrate
evidence of consensus. This updated standard is an XML version of ANSI/NIST-ITL 1-2007 that
address the interchange of fingerprint, facial, and SMT data.

The document that follows is the Extensible Markup Language (XML) version, or a second part to
the ANSI/NIST-ITL standard. Part 1, the conventional version, was approved April 20, 2007.

Part 2 includes twelve annexes. Annex A is normative and contains the 7-bit American Standard
Code for Information Interchange (ASCII). Annex B is normative and contains the ITL package
schema. Annex C is normative and describes the base-64 encoding scheme. Annex D, a
description of the Joint Photographic Experts Group (JPEG) File Interchange Format (JFIF), is
normative and considered part of the standard. Annex E is normative and contains the current
version’s (December 2000) codes from the National Crime Information Center (NCIC) Code

viii
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Manual for describing the body locations of Scars, Marks, and Tattoos. Annex F is an example
XML instance document file containing all logical record types, and illustrating the use of every
data element. The biometric exchange records contained in Annex F are formatted in
accordance with this standard and are informative and not considered as part of the standard.
Annex G is informative and contains the XML version of the INCITS/M1 378 minutiae format
specifications. Informative Annexes H and | contain best practices for mugshots for application
levels 30 through 51, respectively. Annex J is informative and contains various examples of face-
pose value combinations. Annex K is a bibliography of informative references. Annex L contains
the constraint schema and is informative.

Over the past several years, many data interchange and processing applications have converted
to or are in the process of migrating toward an XML format approach for processing data. In
order to provide the ability to directly interface with such applications, this XML alternative
representation of the textual, image, and other biometric information has been developed. This
Part 2 of the standard contains the XML alternative for the conventional ANSI/NIST format. A
goal of Part 2 is to describe a “one-to-one” correspondence of XML elements to the numerically
tagged conventional elements described in Part 1. The Part 1 subelements (separated by the US
and RS characters in the conventional representation) have been given XML counterparts in Part
2. Another goal is to define an XML representation that conforms to the National Information
Exchange Model (NIEM).

This standard and supplementary files are available at the website
<http://biometrics.nist.gov/standard/2-2008>.

Suggestions for the improvement of this standard are welcome. They should be sent to the
attention of the ANSI/NIST Project Leader, NIST ITL Biometric Standards, Information Access
Division, Image Processing Group, NIST, 100 Bureau Dr, Mail Stop 8940, Gaithersburg, MD
20899-8940, <ansi-nist-xmI@pnist.gov>.

The following organizations, recognized as having an interest in the standardization of the data
format for the interchange of fingerprint, facial, SMT, and other biometric information, were
contacted prior to the approval of this standard. Inclusion in this list does not necessarily imply
that the organization concurred with the submittal of the proposed standard to ANSI.

Member Organization Canvassee
ATS John Loverude
Authenti-Corp Valorie Valencia
Aware, Inc. Robert Mungovan
Scott Hills (Alt.)
BAE Systems Information Technology Brian Finegold
Biometric Information Mgmt Michael Powers
Bundeskriminalamt Gerd Hardt
Christopher Schiel (Alt.)
BWXT Y-12 Mark Patterson
California Department of Justice Anthony Doonan
Rochelle Dann (Alt.)
Rick McFarland (Alt.)
Cherry Biometrics Michael Cherry
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201 Introduction

The first version of this standard, ANSI/NBS-ICST 1-1986, was published by NIST (formerly the
National Bureau of Standards) in 1986. It was a minutiae-based standard that required a
minimum amount of memory for the exchange and storage of fingerprint information.

In 1993 an updated version of the "Data Format for the Interchange of Fingerprint Information"
standard (ANSI/NIST-CSL 1-1993) was approved by ANSI. While retaining the provision for
minutiae data, the standard focused on formats for the exchange of fingerprint images rather than
processed minutiae data.

In 1997 an addendum was approved to provide for the interchange of facial ("mugshot") image
data and captured image data from scars, marks, and tattoos. The addendum carried the ANSI
designation of ANSI/NIST-ITL 1a-1997.

A workshop convened in 1998 to review the standard and its addendum. This resulted in a new
revision that merged the two documents, emphasized the tagged-field record, and introduced
new record types for the exchange of recorded fingerprint, latent, and palm print images. The
revision was titled “Data Format for the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo
(SMT) Information” and carried the ANSI designation of ANSI/NIST-ITL 1-2000.

As a result of workshops convened in 2005, the standard was updated and expanded into two
parts. Part 1 (ANSI/NIST-ITL 1-2007) is the conventional tagged-field format version and was
passed in April 2007. Major enhancements in the Part 1 revision include quality and
segmentation support for “flats,” a new block of minutiae fields to harmonize with the INCITS M1
minutiae standard, a new record type for the exchange of iris information, and a new record type
to contain biometric information not described in the standard but conformant to other registered
biometric data format standards.

This document contains the Extensible Markup Language (XML) version, or Part 2. Over the past
several years, many data interchange and processing applications have converted to or are in the
process of migrating toward an XML format approach for processing data. In order to provide the
ability to directly interface with such applications, this XML alternative representation of the
textual, image, and other biometric information has been developed. A goal of Part 2 of this
standard is to describe a “one-to-one” correspondence of XML elements to the numerically
tagged conventional fields described in Part 1. Another goal is to define an XML representation
that conforms to the National Information Exchange Model (NIEM), which enables interoperability
for information sharing among multiple government agencies.

202 Scope, purpose, and conformance

202.1 Scope

This standard defines the content, format, and units of measurement for the exchange of
fingerprint, palmprint, facial/mugshot, scar mark & tattoo (SMT), iris, and other biometric sample
information that may be used in the identification or verification process of a subject. The
information consists of a variety of mandatory and optional items, including scanning parameters,
related descriptive and record data, digitized fingerprint information, and compressed or
uncompressed images. This information is primarily intended for interchange among criminal
justice administrations or organizations that rely on automated fingerprint and palmprint



Part 2 ANSI/NIST-ITL 2-2008

identification systems, or use facial/mugshot, SMT, iris, or other biometric data for identification
purposes.

This standard does not define the characteristics of the software that shall be required to format
the textual information or to compress and reconstruct the associated digital fingerprint image
information. Typical applications for this software might include, but are not limited to, computer
systems associated with a live-scan fingerprinting system, a workstation that is connected to or is
part of an Automated Fingerprint Identification System (AFIS), or an image storage and retrieval
system containing fingerprints, facial/mugshot, SMT, or other biometric images.

202.2 Purpose

Information compiled and formatted in accordance with this standard can be recorded on
machine-readable media or may be transmitted by data communication facilities. This information
may have been gathered directly from a fingerprint scanner or camera in lieu of a fingerprint card,
a latent fingerprint, facial/mugshot, or other types of photographs. Law enforcement, criminal
justice agencies, and other organizations that process biometric data will use the standard to
exchange fingerprint, palmprint, facial, iris, or other photographic images and related biometric
identification data.

202.3 Conformance

Systems claiming conformance with this standard shall implement the transmitting and/or
receiving of record types as defined by this standard. Systems claiming conformance are not
required to implement every record type specified herein. At a minimum, they must be capable of
transmitting and receiving Type-1 records. However, in order for a transaction to be meaningful,
there must be at least one additional type of record included. The implementer must document
the record types supported in terms of transmitting and/or receiving. Those record types not
implemented shall be ignored by the conforming system receiving a transaction.

Implementers are expected to extend this standard by supplying substitution elements for the
abstract elements <itl:UserDefinedFields>, <itl:Recordlmage>, <itl:RecordMinutiae>,
<itl:DomainDefinedDescriptiveText>, and/or <itl:OtherDescriptiveText>. The substitution
elements must be created in a separate user-declared namespace. The content of the
substitution elements must be well-formed XML and should follow NIEM rules for extending the
National Information Exchange Model. Implementers may modify the xmins: and import attributes
to reference user-defined namespaces and extension schema. The minOccurs and maxOccurs
attributes in the ITL constraint schema version of ansi-nist.xsd may be modified to facilitate use of
NIEM ansi-nist elements in user-defined blocks.

Implementers may not introduce new elements except within the substitution elements described
above, nor may they change the order or structure of elements defined by the standard.

The root element, <itl:NISTBiometriclnformationExchangePackage>, may be included as a
payload in a larger package.

All required elements must be present in a conforming instance document even if the standard’s
schema do not strictly enforce the requirement.
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203 Normative References

The following standards contain provisions that, through reference in this text, constitute
provisions of this American National Standard. At the time of publication, the editions indicated
were valid. All standards are subject to revision, and parties that utilize this American National
Standard are encouraged to investigate the possibility of applying the most recent editions of the
standards indicated below.

ANSI X3.4-1986 (R1992), Information Systems --- Coded Character Sets ---7-Bit American
National Standard Code for Information Interchange (7-Bit ASCII)."

ANSI X3.172-1990, Information Systems --- Dictionary for Information Systems.

ANSI/EIA - 538-1988 Facsimile Coding Schemes and Coding Control Functions for Group 4
Facsimile Equipment.

ANSI/IAI 2-1988, Forensic Identification --- Automated Fingerprint Identification Systems ---
Glossary of Terms and Acronyms.?

ANSI INCITS 378-2004, Finger Minutiae Format for Data Interchange.3
ANSI INCITS 398-2005, the Common Biometric Exchange Formats Framework (CBEFF).

ANSI/NIST-ITL 1-2007, American National Standard for Information Systems — Data Format for
the Interchange of Fingerprint, Facial, and Other Biometric Information — Part 1.4

IAFIS;DOC—01078—7.1 Electronic Fingerprint Transmission Specification, Version 7.1, May 2,
2005.

IAFIS-1C-0110 (V3) WSQ Gray-scale Fingerprint Image Compression Specification, December
19, 1997.

ISO 646-1983 7-Bit Coded Character Set for Information Interchange.’

ISO 8601-1988, Data Elements and Interchange Formats - Information Interchange
Representation of Dates and Times.

" ANSI X3 Documents available from the American National Standards Institute, 11 West 42nd Street, New York, NY
10036.

2 Available from the International Association for Identification.
3 All INCITS documents available from http://www.incits.org
* http:/Aingerprint.nist.gov/standard/index.htm|

® Al CJIS, IAFIS, and NCIC documents available from Criminal Justice Information Services Division, Federal Bureau of

Investigation 935 Pennsylvania Avenue, NW, Washington, DC 20535.

® All 1ISO documents available from the American National Standards Institute, 11 West 42™ Street, New York, NY 10036.
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ISO/IEC International Standard 10918-1, Information Technology - Digital Compression and
Coding of Continuous-Tone Still Images Part 1: Requirements and Guidelines. This is commonly
referred to as the JPEG (Joint Photographic Experts Group) algorithm.

ISO/IEC 14496-2, MPEG4 Feature Points, Annex C.

ISO/IEC International Standard 15444-1, JPEG 2000, Information Technology - Digital
Compression and Coding of Continuous-Tone Still Images Part 1: Requirements and Guidelines.

MTR 04B0000022 (Mitre Technical Re;)ort), Margaret Lepley, Profile for 1000ppi Fingerprint
Compression, Version 1.1, April 2004." Available at:
http://www.mitre.org/work/tech papers/tech papers 04/lepley fingerprint/lepley fingerprint.pdf .

National Crime Information Center (NCIC) Code Manual, Ninth Edition, December 2000.

W3C XML and XML Schema, World Wide Web Consortium, Extensible Markup Language,
http://www.w3.org/XML/. Extensible Markup Language (XML) 1.0 (Third Edition) W3C
Recommendation 4th February 2004, Frangois Yergeau, Tim Bray, Jean Paoli, C. M. Sperberg-
McQueen, Eve Maler.

National Information Exchange Model, NIEM Version 2.0, July 2007, http://www.niem.gov .

NIST Fingerprint Image Quality (NFIQ), NISTIR 7151 ed., National Institute of Standards and
Technology, 2004.2 Available at:

http://fingerprint.nist.gov/NFIS/ir 7151.pdf .

204 Definitions

The following definitions and those given in the American National Standard Automated
Fingerprint Identification Systems --- Glossary of Terms and Acronyms, ANSI/IAl 2-1988, apply to
this standard.

2041 AAMVA

Abbreviation for the American Association of Motor Vehicle Administrators
204.2 ANSI

Abbreviation for the American National Standards Institute, Inc.

204.3 aspect ratio

The width-to-height ratio of the captured image.

204.4 complete friction ridge exemplars

See major case prints.

7http://www.mitre.orq/work/tech papers/tech_papers 04/lepley fingerprint/lepley fingerprint.pdf

8 Also see: E. Tabassi, “A novel approach to fingerprint image quality” in IEEE International Conference on Image
Processing ICIP-05, Genoa, ltaly, September 2005.
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204.5 effective scanning resolution

The number of pixels per unit distance that remain after a captured image has been subsampled,
scaled, or interpolated down to produce an image having a lower value of scanning resolution
(fewer pixels per mm) than was used originally to capture the image.

204.6 Entire Joint Image

An exemplar image containing one rolled and three plain full finger views (full-length finger
images) for a single finger.

204.7 FAP
Abbreviation for Facial Animation Parameters
204.8 IBIA

Abbreviation for International Biometric Industry Association
2049 ICC

Abbreviation for International Color Consortium.

204.10 logical record

A record independent of its physical environment; portions of one logical record may be located in
different physical records, or several logical records or parts of logical records may be located in
one physical record.

204.11 major case prints

A set of exemplar images of all finger and palm friction skin for an individual. Major case prints
include full palm print images, as well as rolled fingerprints, plain fingerprints, entire joint images,
and rolled tips for all fingers. They are also known as complete friction ridge exemplars. (Note
that the term Major Case Prints may be deprecated for some uses because in legal contexts it
can be incorrectly read as making an implication regarding the severity of the case.)

204.12 minutia

The point where a friction ridge begins, terminates, or splits into two or more ridges. Minutiae are
friction ridge characteristics that are used to individualize a fingerprint image.

204.13 mugshot

Term used interchangeably with facial image. The term facial image usually implies a higher
quality image than a mugshot.

204.14 native scanning resolution

The nominal scanning resolution used by a specific AFIS, live-scan reader, or other image
capture device and supported by the originator of the transmission.

204.15 nominal transmitting resolution

The nominal number of pixels per unit distance (ppmm or ppi) of the transmitted image. The
transmitting resolution may be the same as the scanning resolution for a particular image. On the
other hand, the transmitting resolution may be less than the scanning resolution if the scanned
image was subsampled, scaled, or interpolated down before transmission.

204.16 NFIQ
Abbreviation for NIST Fingerprint Image Quality.
204.17 ppi

Abbreviation for pixels per inch
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204.18 ppmm
Abbreviation for pixels per millimeter
204.19 RGB

Red, Green, Blue used to represent color pixels comprised of a specified number of bits to
represent each of these primary color components.

204.20 ROI

Abbreviation for region of interest.

204.21 SMT

Abbreviation used for scar, mark, and tattoo information.

204.22 scanning resolution

The number of pixels per unit distance at which an image is captured (ppmm or ppi).
204.23 tagged-field record

A logical record containing unique ASCII field identifiers for variable-length data fields that is
capable of being parsed based on the field identifier and the data contents of each field.

204.24 transaction

A command, message, or an input record that explicitly or implicitly calls for a processing action.
Information contained in a transaction shall be applicable to a single subject.

204.25 XML

Extensible Markup Language. A convention for marking up and tagging data for electronic
transmission.

205 Transmitted data conventions

205.1 Fingerprint Ridge Representation

Ridges in fingerprint images shall be represented as “dark ridges” in either grayscale or binary
image data.

205.2 Byte and bit ordering

Each XML information element, tags and data shall be represented using ASCII character data. The
order for transmission of the ASCII bytes shall be most significant byte first and least significant byte
last. Within a byte, the order of transmission shall be the most significant bit first and the least
significant bit last. Figure 1 illustrates the order of transmission of the bytes and bits within an
exchange package.
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MSB LSB MSB LSB
- First Byte Last Byte
Most Significant Byte Least Significant Byte
Most Significant Byte ——  -ecceeeeees — Least Significant Byte

Most Significant Byte Within a Block Transmitted First

Most Least
< Signifér_:tant Byte of Data Slgmeiltcam
i

Most Significant Bit Within a Byte Transmitted First

Figure 1 Byte and bit ordering

205.3 Grayscale data

Depending on the record type, grayscale image data may be transmitted in either compressed or
uncompressed form. The transmission of uncompressed grayscale images shall consist of
pixels, each of which shall normally be quantized to eight bits (256 gray levels) and held in a
single unsigned byte. Increased precision for pixel values greater than 255 shall use two
unsigned bytes to hold sixteen-bit pixels with values in the range of 0-65635. For grayscale data,
a true black pixel shall be represented by a zero. A true white pixel shall have all of its bits of
precision set to “1”. Therefore, true white pixels quantized to eight bits shall have a value of
“255”, while a value of “1023” shall be used for pixels quantized to ten bits. As explained in
205.2, grayscale values requiring less than 8 or 16 bits are expressed as one or two bytes, right
justified and zero padded on the left.

The transmission of compressed grayscale images shall be the output of the appropriate
grayscale compression algorithm specified. Upon reconstruction of a compressed image, the
grayscale value for each pixel shall be the same (for lossless algorithms) or nearly the same (for
lossy algorithms) as pixels in an uncompressed image. Binary data so constructed shall be
converted to ASCII for transmission using Base64 encoding.

205.4 Binary data

Binary image data may be transmitted in either compressed or uncompressed form, then
converted to ASCII for transmission using Base64 encoding. The transmission of uncompressed
binary images shall consist of pixels, each of which shall be quantized to one of two levels (binary
representation). A value of zero shall be used to represent a white pixel and a value of one shall
be used to represent a black pixel. For transmission of uncompressed binary images, eight pixels
shall be left justified and packed into a single unsigned byte. The most significant bit of the byte
shall be the first of the eight pixels scanned.

205.5 Color data

It is assumed that the scanned images consist of nominal 24 to 48-bit RGB pixels for color facial,
SMT, iris, or user-defined testing images. Color image data may be transmitted in either
compressed or uncompressed form. The transmission of uncompressed color images shall
consist of RGB pixels, each component of which shall be quantized to at least 256 levels (8 bits).
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For each pixel, the three components shall be sequentially formatted for transmission on a pixel-
by-pixel basis.

205.6 Compression algorithms

205.6.1 Color and grayscale compression algorithms

Compressed image data shall adhere to the requirements of the algorithm used. Table 201 lists
the binary (shown here in base 10) and ASCII codes to be used for the available compression
methods for encoding grayscale and color images described by this standard. (Table 201 is the
same as Table 1 in Part 1.) But the choice of compression algorithms is limited by the type of
data being exchanged (fingerprint, face, etc.). The description for each type of data exchange
lists the legitimate compression algorithms that can be used for that type and whether a binary or
ASCII code should be used.

Table 201 Grayscale & color image compression codes

Algorithm Name Binary Code ASCII Code
(in base 10)

Uncompressed 0 NONE

WSQ Version 2.0 1 WSQ20

JPEG ISO/IEC 10918 (Lossy) 2 JPEGB

JPEG ISO/IEC 10918 (Lossless) 3 JPEGL

JPEG 2000 ISO/IEC 15444-1 (Lossy) 4 JP2

JPEG 2000 ISO/IEC 15444-1 (Lossless) 5 JP2L

Portable Network Graphics 6 PNG

The "JPEGB" algorithm indicates that the scanned or captured image was compressed using
baseline JPEG. An entry of "JPEGL" indicates that the lossless mode of the JPEG algorithm was
used to compress the image. If the image is captured in grayscale, then only the luminance
component will be compressed and transmitted. For JPEG, the data shall be formatted in
accordance with the JPEG File Interchange Format, Version 1.02 (JFIF)°® as found in Annex D."°

An entry of "JP2" indicates that the scanned or captured image was compressed using lossy
JPEG 2000. (Conformance with ISO 15444-1 is provided through part 4 of the standard, ISO
15444-4 “Conformance Testing”.) An entry of "JP2L" indicates that the lossless mode of the
JPEG 2000 algorithm was used to compress the image. For JPEG 2000, the data shall be
formatted in conformance with JP2 format as described in ISO 15444-1.

° Developed by C-Cube Microsystems, 1778 McCarthy Blvd., Milpitas, CA 95035.

'° Annex D specifies YCC as the standard color space to be used for JFIF. YCC is a linear combination of RGB
components or channels. sSRGB can be JPEG compressed and stored using JFIF, which is specified in Annex D.
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Where JPEG 2000 is used for the compression of fingerprint images, specification/options
contained in Profile for 1000ppi Fingerprint Compression (as listed in Section 203, Normative
References) shall apply. This reference addresses the 9 quality layers between 0.015 bpp and
0.55 bpp.

Where JPEG 2000 is used for compression of facial images, the following conditions shall apply:

Filters: The 9-7 irreversible filters described in ISO 15444-1 should be used for lossy mode;
however, for handheld devices (fixed-point processors), the 5-3 reversible filters may be used
instead. The 5-3 reversible filters shall be used for lossless mode. A conformant decoder shall be
able to decode code streams created through both filters.

Number of resolution levels: The image shall be encoded using enough resolution levels to
ensure that a thumbnail with max(width, height) <= 64 pixels is available in the image. Example:
a 640x480 image shall be encoded with 5 resolution levels, which enables sub-resolution
decodes of 320x240, 160x120, 80x60, and 40x30.

Resolution as the dominant progression: JPEG 2000 allows five progression orders - LRCP,
RLCP, RPCL, PCRL, and CPRL. The RLCP progression order (resolution, layer, component,
position) shall be used since it best facilitates decode and display of lower-resolution derivative
images by remote networked devices. Through the RLPC progression order, the code stream
shall be formatted so that the resolution information of the image is the first data made available
to a decoder in a streaming mode of operation.

Bits per Channel: The number of bits per channel for encoders and decoders shall be 8-16 bits.
Single tile images: Facial images shall be encoded using only single tile to avoid tiling artifacts.

JPEG 2000 quality layers: The image shall be encoded using at least 10 quality layers to enable
quality progressive decoding or sub-quality image extraction.

Region of Interest (ROI) Encoding is allowed: This encoding method is a useful way to compress
a facial image to a small size, while retaining sufficient image quality within the specified ROI to
perform either human or automated identification.

205.6.2 Binary compression algorithms

Table 202 lists the binary codes for the available compression schemes that can be used for

encoding binary image data described by this standard. (Table 202 is the same as Table 2 in
Part 1.) This standard does not use ASCII codes for describing compression methods for the

exchange of binary images.

Table 202 Binary compression codes

Algorithm Name Binary Code ASCII Code | Notes
Uncompressed 0 Image Packed 8 pixels/byte
Facsimile ANSI/EIA 538-1988 1 Lossless
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The transmission of compressed binary images shall be the output of the binary compression
algorithm specified by ANSI/EIA-538-1988, then converted to ASCII characters using Base64
encoding. Upon decompression, each pixel with a value of zero shall be considered to be white
and each pixel with a value of one shall be considered to be black.

205.7 Color spaces
Table 203 lists the codes and their descriptions for each of the available color spaces used within

this standard. (Table 203 is the same as Table 3 in Part 1.) All other color spaces are to be
marked as undefined.

Table 203 Color spaces

Code Description

UNK Undefined

GRAY Grayscale (monochrome)

RGB Undetermined color space for an RGB image
SRGB sRGB (IEC 61966-2-1)

YCC YCbCr (legacy)

SYCC YCbCr (JPEG 2000 compressed)

205.7.1 Backwards compatibility

In previous versions of this standard, the term “color space” referred to device-dependent color
information with a particular sequence and range for the three color channels. The choice was
either RGB or an RGB-derivative space known as YCC. Neither space provides an objective
definition of a particular color or relates to the way in which humans perceive color.

Although sRGB is the preferred color space for compressed images for this version, in the
previous version of this standard, it was stated that “the preferred color space for compressed
images using baseline JPEG and JFIF is YCbCr to be coded as ‘'YCC’,” while the color space for
uncompressed color images was to be labeled RGB. Therefore, for backwards compatibility
purposes, new systems must accommodate JPEG images that have been labeled as using the
YCC color space. Specifically, systems conformant with this standard must accept an entry of
YCC and interpret it as meaning a (device-dependent) RGB color space.

205.7.2 Color space sRGB

To ensure that color images exchanged between differing systems can be correctly displayed or
printed, images should be converted to the device-independent color space, sRGB,"" before

1 For information on sRGB, see http://www.w3.org/Graphics/Color/sRGB or many of the white papers available at
http://www.color.org.

10
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compression or transmission to another system. As defined by IEC 61966-2-1, sRGB is a
nonlinear display profile that accommodates the voltage-to-color response characteristics of most
high-quality CRT monitors. The colors of the red, green, and blue phosphors (primaries) and the
white point setting of an sRGB-conformant monitor are specified in the IEC document.

The relationship between sRGB and a linear RGB space having the IEC-defined primaries and
white point is as follows:

1292value,,, forvalue;, <0.0031308

value .z =
ReB {1.055value(“2'4)—0.055, for value,,, > 0.0031308

lin

where value,,, isan R, G, or B value in linear RGB space
(with a range of 0 to1) and value,; is the corresponding
R, G, or B value in non - linear SRGB space (also with a
range of 0to1). To convert from/to the range of 0 to 255,
divide/multiply by 255.

Typically, modern digital cameras, desktop scanners, LCD monitors, and printers, although they
don't inherently operate in SRGB space, are designed with circuitry or software to produce sRGB
output or to accommodate sRGB as an input space. If an image acquisition device's color space
is unknown, sRGB is usually a reasonable choice. If an acquisition device and its software
cannot provide sRGB output, various color management products are available commercially that
use its color profile, often available from its manufacturer, to convert images in its native color
space to sRGB.

205.8 Scan sequence

Each color, grayscale, or binary image formatted in accordance with this standard shall appear to
have been captured in an upright position and approximately centered horizontally in the field of
view. The recorded image data shall appear to be the result of a scanning of a conventional
inked impression of a fingerprint or photo of a face or iris. This is also equivalent to a live-scan
capture of the finger or a camera capture of a face or iris. The scanning sequence (and recorded
data) shall appear to have been from left-to-right, progressing from top-to-bottom of the
fingerprint, palmprint, face, SMT, or iris. Figure 2 illustrates the recording order for the scanned
fingerprint image.

For the purpose of describing the position of each pixel within an image to be exchanged, a pair
of reference axes shall be used. The origin of the axes, pixel location (0,0), shall be located at
the upper left-hand corner of each image. The x-coordinate (horizontal) position shall increase
positively from the origin to the right side of the image. The y-coordinate (vertical) position shall
increase positively from the origin to the bottom of the image.

11
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Scan Representation

Line 1

Line k Line 1 ...... Lin(-:-‘ K......... Line‘n

-

» Line n

Figure 2 Order of scanned image

205.9 Guidance on Missing Data for Mandatory Elements

In all cases, the element tags for mandatory elements shall appear in the instance package.
When there is no information to be transmitted for a mandatory element, prior agreement shall be
made with the recipient agency or organization before constructing and transmitting an instance
package. For cases where an agreement is made to accept records with missing mandatory
data, the following recommendations are made.

205.9.1 String Elements (nc:TextType)

The content of certain elements (such as agency identifiers or types of transaction) is left to users
to define. For example, it is stated in this standard that the content of the element <ansi-
nist:CaptureOrganization> (or Source agency/ORI) “shall be defined by the user and be in
accordance with the receiving agency.” The sender and receiver may choose to establish an
identifier for missing information. In this case, the preferred representation for missing data is to
use the value “UNKNOWN?” (provided that there is no other option available).

<ansi-nist:CaptureOrganization>UNKNOWN
</ansi-nist:CaptureOrganization>

205.9.2 Date Elements

Due to NIEM rules for date elements, the preferred representation for missing date data is to “nil”
the parent element, as shown in this example:

<ansi-nist:CaptureDate xsi:nil="true”/>
Partially missing date data may be represented as follows:

<ansi-nist:CaptureDate>
<nc:Year>1995</nc:Year>
</ansi-nist:CaptureDate>

or

12
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<ansi-nist:CaptureDate>
<nc:YearMonth>1995-05</nc:YearMonth>
</ansi-nist:CaptureDate>

206 Image resolution requirements

Image resolution requirements are applicable to fingerprint, palmprint, and signature images.
Facial/ mugshot, SMT, and iris images rely on the total number of pixels scanned and transmitted
and are not dependent on the specific scanning resolution used.

206.1 Scanner resolution requirement

Binary and grayscale fingerprint images to be exchanged shall be captured by an AFIS, live-scan
reader, or other image capture device operating at a specific native scanning resolution. The
minimum scanning resolution for this capture process shall be 19.69 ppmm plus or minus 0.20
ppmm (500 ppi plus or minus 5 ppi). Scanning resolutions greater than this minimum value and
with a device tolerance of plus or minus 1% may be used. Although a minimum scanning
resolution is specified, a maximum value for scanning resolution is not specified by this standard.

However, for latents images, the minimum scanning resolution (or effective scanning resolution)
and transmission rate for latent images shall be 39.37 ppmm plus or minus 0.40 ppmm (1000 ppi
plus or minus 10 ppi).

The recommended migration path to higher scanning resolutions for image capturing devices with
a native scanning resolution of 19.69 ppmm (500 ppi) shall be at a rate of 100% of the current
native scanning resolution. The recommended migration path progresses from 19.69 ppmm to
39.37 ppmm (500 ppi to 1000 ppi), from 39.37 ppmm to 78.74 ppmm (1000 ppi to 2000 ppi), etc.
Capture devices with native scanning resolutions not in step with this migration path shall provide
(through subsampling, scaling, or interpolating downward) an effective scanning resolution that
matches the next lower interval in the migration path. For example, a device with native scanning
resolution of 47.24 ppmm (1200 ppi) shall be required to provide an effective resolution of 39.37
ppmm (1000 ppi).

206.2 Transmitting resolution requirement

Each image to be exchanged shall have a specific resolution associated with the transmitted
data. This transmitting resolution does not have to be the same as the scanning resolution.
However, the transmitting resolution shall be within the range of permissible resolution values for
that record type. When an image is captured at a scanning resolution greater than the
permissible upper limit of the transmitting resolution for that record type, the image shall be
subsampled, scaled, or interpolated down. This process to reduce the scanning resolution to a
lower effective resolution must be performed before the transmission occurs.

For high-resolution binary and grayscale images, the preferred transmitting resolution shall be the
same as the minimum scanning resolution of 19.69 ppmm plus or minus 0.20 ppmm (500 ppi plus
or minus 5 ppi). Any transmitting resolution within the range of the minimum scanning resolution
to a value of 20.47 ppmm plus or minus 0.20 ppmm (520 ppi plus or minus 5 ppi) is permitted for
the processing of high-resolution records.

For low-resolution binary and grayscale images, the preferred transmitting resolution shall be half
of the minimum scanning resolution or 9.84 ppmm plus or minus 0.10 ppmm (250 ppi plus or

13
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minus 2.5 ppi). Any transmitting resolution within the range of half of the minimum scanning
resolution to a value of 10.24 ppmm plus or minus 0.10 ppmm (260 ppi plus or minus 2.5 ppi) is
permitted for the processing of low-resolution records.

For variable-resolution images, the preferred transmitting resolution is not specified, but must be
at least as great as the high-resolution rate of 19.69 ppmm. At this time, there is no upper limit on
the variable-resolution rate for transmission. However, the recommended migration path to
higher transmitting resolutions is the same as for the scanning resolutions. That is, to progress
from 19.69 ppmm to 39.37 ppmm plus or minus 1% (500 ppi to 1000 ppi), from 39.37 ppmm to
78.74 ppmm plus or minus 1% (1000 ppi to 2000 ppi), etc. For images captured at a native
scanning resolution greater than the permissible upper limit of a transmitting resolution step in the
migration path, it may be necessary to subsample, scale, or interpolate down. The result of this
processing is to obtain an effective scanning resolution that conforms to a step in the
transmission migration path.

The transmitting resolution shall be contained in elements specified by the format for the variable-
resolution record. However, before transmitting variable-resolution records, the operational
capabilities of the sending and receiving systems should be addressed, and prior agreement
should be made with the recipient agency or organization before transmitting the image.

207 Information exchange package description

This standard defines the composition of an information exchange package that is transmitted to
a remote site or agency. The package may or may not be a complete file. In many cases, the
package will be included as a payload with an XML-formatted outer wrapper for transaction or
protocol purposes. The package may also be a part of a larger, user-defined data structure. The
standard strictly defines, however, the content of data within the
<itl:NISTBiometricInformationExchangePackage> complex element.

As specified in this standard, certain portions of the exchange package shall be in accordance
with definitions provided by the receiving agency. This exchange package shall contain one or
more logical records each corresponding to one of the defined available types. The logical
records are intended to convey specific types of related information pertinent to the exchange
package itself or to the subject of the package. All of the logical records belonging to a single
package shall be contained within a single
<itl:NISTBiometricInformationExchangePackage> element.

The Part 1 conventional standard defines three logical records for the exchange of ASCII textual
information fields, six logical records for the exchange of binary information, and seven tagged-
field record types designed for the exchange of a combination of ASCIl and image data
within a single logical record structure. For this Part 2 version, the distinction between ASCII
and binary information is gone. All records are ASCII, with ASCIl XML element tags. All binary
image data is converted to ASCII using Base64 encoding and contained within a
<nc:BinaryBase640bject> element.

Two additional record types are reserved for inclusion in future revisions of this standard. The

sixteen defined types of logical records together with the identifier for each type are listed in Table
204. (Table 204 corresponds to Table 4 in Part 1.)

14



Part 2

ANSI/NIST-ITL 2-2008

Table 204 Logical record types

Record Record Element Tag Logical record contents Type of data
Category
Code
1 <itl:PackagelnformationRecord> Transaction information ASCII
2 <it:PackageDescriptive TextRecord> User-defined descriptive text ASCII
3 <it:PackageLowResolutionGrayscalelmageRecord> Low-resolution grayscale fingerprint image ASCII/Base64
4 <it:PackageHighResolutionGrayscalelmageRecord> High-resolution grayscale fingerprint image ASCIlI/Base64
5 <itl:PackageLowResolutionBinarylmageRecord> Low-resolution binary fingerprint image ASCIlI/Base64
6 <it:PackageHighResolutionBinarylmageRecord> High-resolution binary fingerprint image ASCIlI/Base64
7 <it:PackageUserDefinedimageRecord> User-defined image ASCIlI/Base64
8 <itl:PackageSignaturelmageRecord> Signature image ASCIlI/Base64, or
Vector data
9 <itl:PackageMinutiaeRecord> Minutiae data ASCII
10 <itl:PackageFacialAndSMTImageRecord> Facial & SMT image ASCIlI/Base64
11 Reserved for future use -
12 Reserved for future use -
13 <itl:PackagelLatentimageRecord> Variable-resolution latent image ASCII/ Base64
14 <itl:PackageFingerprintimageRecord> Variable-resolution fingerprint image ASCII/ Base64
15 <itl:PackagePalmprintimageRecord> Variable-resolution palmprint Image ASCII/ Base64
16 <itl:PackageUserDefinedTestinglmageRecord> User-defined variable-resolution testing Image ASCII/ Base64
17 <it:PackagelrisimageRecord> Iris image ASCII/ Base64
18-98 Reserved for future use ASCII/ Base64
99 <itl:PackageCBEFFBiometricDataRecord> CBEFF Biometric data record ASCII/ Base64

207.1 Information exchange package format

An exchange package shall contain one or more logical records pertaining to a single subject.
The data in every record shall always be recorded in variable length elements using the 7-bit
American National Standard Code for Information Interchange (ASCII) as described in ANSI
X3.4-1986 and Annex A. For purposes of compatibility, the eighth (leftmost) bit shall contain a
value of zero.

For data interchange between non-English-speaking agencies, character sets other than 7-bit
ASCII may be used in non-image elements. UTF-8 is the preferred method of storing textual data
that cannot be represented as 7-bit ASCIl. This method supports international character sets for
all user-defined elements in all record types. The mechanism to change character sets is
described in Section 208.2.3, International Character Sets. By definition, UTF-8 and other
international character exchange methods are not applicable to record Type 1.
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The Part 1 data field element logical record length has been omitted from the Part 2 XML
specification; there is no technical need for the byte count, and the value would be incompatible
and meaningless for transformations between Part 1 and Part 2 formats.

The first element in all records shall be labeled <ansi-nist:RecordCategoryCode> and
contain the type (category) number of the record. The second element shall be labeled <ansi-
nist:ImageReferenceldentification> and contain the image designation character as
described in Section 207.4. The remaining XML elements must be present in the order defined
by the standard and contain information as described for that particular element. (Note that the
order of the elements in this standard are mandatory, unlike the order of fields in Part 1. The
elements appear in the following order: NIEM core, NIEM domains, and then extensions.)

Image data, compressed or uncompressed, originates as binary information. All binary
information shall be converted to ASCII text using Base64 encoding. The XML tag
<nc:BinaryBase640bject> shall be used to enclose converted binary data.

The Type-2, Type-7, Type-9, Type-10, Type-13, Type-14, Type-15, Type-16, Type-17, and Type-
99 contain “abstract” XML elements intended to be used by implementers to contain user-defined
data extensions to this standard. The abstract elements that can be substituted are
<itl:UserDefinedFields> wherever it appears, <itl:Recordimage> in the Type-7 record,
<itl:RecordMinutiae> in the Type-9 record, and <it:DomainDefinedDescriptiveText> and
<itl:OtherDescriptiveText> in the Type-2 record. Within the exchange package, user-defined
extensions can only appear as substitutes for these abstract elements.

207.2 Information exchange package contents

Exchange packages are required to contain one and only one Type-1 logical record per
transaction. The Type-1 logical record, <it1:PackageInformationRecord>, shall always
be the first logical record within the package. Depending on the usage and the number of
fingerprint, palmprint, facial/mugshot, SMT, iris, or other biometric images available for
processing, one or more additional records may be present in the package.

Table 205 lists the typical range or the number of records that may be contained in a package.
(Table 205 is the same as Table 5 in Part 1.) These record counts are shown by logical record
types for common processing functions used for search inquiries, file maintenance, image
request, and image responses. The record limits stated in the table are examples of typical
transactions and should only be interpreted as a guideline. Receiving agencies may impose their
own specific limit for each type of logical record depending on the application. The ranges listed
specify the minimum and maximum number of logical records that may be contained in the
package. The mandatory inclusion of a logical record is indicated by an entry of "1" in the table.
An entry of "0" indicates the exclusion of that logical record type. The appearance of "0-N" in the
table indicates that the standard imposes no limits on the number of records for that logical record
type. An entry of "1-N" requires that at least one record be present with no upper limit on the
number of records that may be present.

207.3 Implementation domains

The Type-2 record is composed of user-defined content. Much of the content in the Type-2
record is used in the same way by local, state, and Federal agencies and requires the same data
and formatting. In order to establish a common basis for XML elements, meaning, and
formatting, jurisdictions that use the same general set of data may subscribe to a common
implementation domain.
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An implementation domain can be viewed as a group of agencies or organizations that have
agreed to use specific pre-assigned data blocks for exchanging information unique to their
installations. Each user-defined XML element shall also have a definition and format associated
with it. Each domain created shall have a point of contact responsible for keeping the
documentation on the content of the user-defined data blocks within their domain. The contact
shall serve as a registrar and maintain a repository including documentation for all the common
and user-specific Type-2 content contained within the substitution block for
<itl:DomainDefinedDescriptiveText>. As additional fields are required by specific
agencies for their own applications, new XML elements and definitions can be registered and
reserved to have a specific meaning. When this occurs, the domain registrar is responsible for
registering a single definition for each XML element used by different members of the domain.
Additional content in the Type-2 record may be defined as a substitute for
<itl:OtherDescriptiveText> by agreement of sending and receiving parties.

Table 205 Number of logical records per transaction

Record Master Latent File Image Search Image
Category | file inquiry | maintenance | request response | request
Code inquiry response
1 1 1 1 1 1 1

2 1-N 1-N 1-N 1 1 1

3 0-14 0 0-14 0 0-14 0-14

4 0-14 0-10 0-14 0 0-14 0-14

5 0-14 0 0-14 0 0-14 0-14

6 0-14 0-10 0-14 0 0-14 0-14

7 0 0-N 0-N 0 0-N 0-N

8 0-2 0 0-2 0 0-2 0-2

9 0-10 0-N 0-N 0 0 0

10 0-N 0-N 0-N 0 0-N 0-N

13 0 0-N 0-N 0 0-N 0-N

14 0-14 0 0-14 0 0-N 0-N

15 0-8 0-N 0-8 0 0-N 0-N

16 0 0 0-N 0 0-N 0-N

17 0-2 0 0-2 0 0-2 0-2

99 0 0 0-N 0 0-N 0-N

The Criminal Justice Information Services (CJIS) Division of the Federal Bureau of Investigation
(FBI) has established and maintains the North American Domain subscribed to by the Royal
Canadian Mounted Police (RCMP), the FBI, and several state and Federal agencies in North
America. The registrar for this domain assigns and accounts for the domain-defined content to
be used by its clients during the processing of transactions. Other domains also exist including
those maintained by the United Kingdom (UK) and Interpol. These organizations have developed
their own Type-2 record implementations tailored to their specific communities.

207.4 Image reference identification

With the exception of the Type-1 logical record, each of the remaining logical records present in
an exchange package shall include an <ansi-nist:ImageReferenceldentification>
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element containing the Image Designation Character (IDC). The IDC shall be used to relate
information items in the <ansi-nist:TransactionContentSummary> element of the Type-1
record to each logical record, and to properly identify and link together logical records that pertain
to the same entity such as a particular finger or face. The value of the IDC shall be a sequentially
assigned positive integer starting from zero and incremented by one. If two or more logical
records that are different representations of the same subject matter are present in a file, each of
those logical records shall contain the same IDC. For example, a high-resolution image record of
a specific fingerprint and the corresponding minutiae record for the same finger would carry the
same IDC number.

Although there is no upper limit on the number of logical records that may be present in a file,
generally a minimum of two and no more than 25 logical records will be present in a file. For
example, a tenprint search inquiry transaction may consist of a Type-1 record, a Type-2 record,
14 high-resolution Type-4 or variable-resolution Type-14 grayscale image records, two Type-8
signature records, six Type-15 palmprint records, and a Type-10 facial/mugshot image of the
subject. Additional mugshot, SMT, iris, or other biometric logical records may expand the file
even more. For this file configuration, the IDC shall range from "0" to "23" which would include an
IDC code for the Type-2 record. Within the same file, multiple logical record types may be
present and represent the same image. For example, if core and delta location information for
the rolled impressions is requested, the transmission may also need to accommodate ten
minutiae records within the same file. For each image representing the ten finger positions, the
same IDC would be used in both the image and minutiae records.

The IDC shall also be used to relate information items in the <ansi-
nist:TransactionContentSummary> element of the Type-1 record to each facial, SMT, iris,
or other biometric image record. It properly identifies and links together different logical record
types created from the same face/mugshot or SMT image.

Furthermore, zero or more Type-7 records may also be present. Each Type-7 logical record
representing a specific sample shall have a unique IDC with an increment of one greater than the
last IDC used.

208 Record description

208.1 Logical record types
208.1.1 Type-1 Transaction information record

The XML name for the Type-1 record is <itl:PackageInformationRecord>, and its <ansi-
nist:RecordCategoryCode> element shall have a value of “01”. A Type-1 logical record is
mandatory and is required for each exchange package. The Type-1 record shall provide
information describing type and use or purpose for the transaction involved, a listing of each
logical record included in the file, the originator or source of the physical record, and other useful
and required information items.

208.1.2 Type-2 User-defined descriptive text record
The XML name for the Type-2 record is <itl:PackageDescriptiveTextRecord>, and its
<ansi-nist:RecordCategoryCode> element shall have a value of “02”. Type-2 logical

records shall contain user-defined XML data blocks substituting for the abstract elements
provided by the standard. These data blocks provide identification and descriptive information
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associated with the subject of the transaction. Data contained in this record shall conform in
format and content to the specifications of the domain name as listed in Domain Name element
found in the Type-1 record.

208.1.3 Type-3 through Type-6 fingerprint image records

The XML names for the Type-3 through Type-6 records are
<itl:PackagelLowResolutionGrayscaleImageRecord>,
<itl:PackageHighResolutionGrayscaleImageRecord>,
<itl:PackageLowResolutionBinaryImageRecord>, and
<itl:PackageHighResolutionBinaryImageRecord>, respectively.

Their <ansi-nist:RecordCategoryCode> elements shall have a values of “03”, “04”, “05”,
and “06” respectively. Logical record types 3-6 are used to exchange fingerprint image records
originally scanned at the minimum scanning resolution of 19.69 ppmm plus or minus 0.20 ppmm
(500 ppi plus or minus 5 ppi) and transmitted at the nominal pixel density of 19.69 or 9.84 ppmm.
The four record types differ according to the pixel density of the transmitted image and the type of
data exchanged. Table 206 summarizes the differences between the four record types. (Table
206 is the same as Table 6 in Part 1 except the errors have been corrected for Type-3 and Type-
5 maximum pixel density values.)

The fingerprint image data contained in any of the logical records may be in compressed form.
The Wavelet Scalar Quantization (WSQ) algorithm has been generally used to compress
grayscale images while the facsimile algorithm is used for the binary images. Typically, there
may be up to 14 records of any of these logical types of fingerprint images in a file; ten rolled
impressions of the individual fingers, two plain impressions of the thumbs, and two
simultaneously obtained plain impressions of the four remaining fingers on each hand.

When the image data is obtained from a live-scan reader, it shall be the grayscale or binary

output (or subsampled, scaled down, or interpolated output) of the live-scan fingerprint scanner
and not a rescan of a hard copy fingerprint image.

Table 206 Resolution of Transmitted fingerprint image records

Record type | Datatype Preferred Maximum

Pixel Density Pixel Density

Ppmm ppi ppmm ppi

Type-3 Grayscale 9.84 | 250.00 10.34 | 262.50

Type-4 Grayscale 19.69 | 500.00 20.67 | 525.00

Type-5 Binary 9.84 | 250.00 10.34 | 262.50

Type-6 Binary 19.69 | 500.00 | 20.67 | 525.00
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208.1.3.1 Type-3 Low-resolution grayscale fingerprint image

Type-3 logical records shall contain and be used to exchange low-resolution grayscale fingerprint
image data that was scanned at no less than the minimum scanning resolution and then
subsampled, scaled down, or interpolated. Alternatively, provided that it is no less than the
minimum scanning resolution, the native scanning resolution may be used and the image
processed. The resultant transmitting resolution in either case shall be within the bounds of the
permissible transmitting resolution requirement for low-resolution images.

208.1.3.2 Type-4 High-resolution grayscale fingerprint image

Type-4 logical records shall contain and be used to exchange high-resolution grayscale
fingerprint image data that was scanned at no less than the minimum scanning resolution.
Alternatively, the native scanning resolution may be used. But in either case, if the scanning
resolution is greater than the upper limit of the permissible transmitting resolution, the scanned
data shall be subsampled, scaled down, or interpolated. The resultant transmitting resolution
shall be within the bounds of the permissible transmitting resolutions for high-resolution fingerprint
images.

208.1.3.3 Type-5 Low-resolution binary fingerprint image

Type-5 logical records shall contain and be used to exchange low-resolution binary fingerprint
image data that was scanned at no less than the minimum scanning resolution and then
subsampled, scaled down, or interpolated. Alternatively, provided that it is no less than the
minimum scanning resolution, the native scanning resolution may be used and the image
processed. The resultant transmitting resolution in either case shall be within the bounds of the
permissible transmitting resolution requirement for low-resolution images.

208.1.3.4 Type-6 High-resolution binary fingerprint image

Type-6 logical records shall contain and be used to exchange high-resolution binary fingerprint
image data that was scanned at no less than the minimum scanning resolution. Alternatively, the
native scanning resolution may be used. But in either case, if the scanning resolution is greater
than the upper limit of the permissible transmitting resolution, the scanned data shall be
subsampled, scaled down, or interpolated. The resultant transmitting resolution shall be within
the bounds of the permissible transmitting resolutions for high-resolution fingerprint images.

208.1.4 Type-7 User-defined image record

The XML name for the Type-7 record is <itl:PackageUserDefinedImageRecord>, and its
<ansi-nist:RecordCategoryCode> element shall have a value of “07”. Type-7 logical
records shall contain user-defined image data. Originally defined in 1993, this record type was
designed for the exchange of binary image data that was not specified or described elsewhere in
this standard. However, it is not intended that the use of the Type-7 record is restricted by the
existence of other record types in this standard. It was intended as a temporary measure to
enable the exchange of binary image data that would be defined by specific record types in later
versions of the standard.

With the exception of the <ansi-nist:RecordCategoryCode> and <ansi-

nist:ImageReferenceldentification> elements, the parameters, and types of images to
be exchanged are undefined by this standard. Implementers will define an XML data block that

20



Part 2 ANSI/NIST-ITL 2-2008

substitutes for the abstract <it1l:RecordImage> element provided by this standard. These
levels of required details shall be agreed upon between the sender and recipient.

208.1.5 Type-8 Signature image record

The XML name for the Type-8 record is <itl:PackageSignatureImageRecord>, and its
<ansi-nist:RecordCategoryCode> element shall have a value of “08”. Type-8 logical
records shall contain and be used to exchange scanned high-resolution binary or vectored
signature image data. If scanned, the resolution of the image data shall be no less than the
minimum scanning resolution. If necessary, the scanned image data shall be subsampled,
scaled down, or interpolated to fall within the limits of the transmitting resolution requirement.

The resultant transmitting resolution shall be within the bounds of the permissible transmitting
resolutions for the high-resolution fingerprint images. Vectored signature data shall be expressed
as a series of numeric integers.

Typically, there may be up to two of these Type-8 signature records in a file. Each Type-8 record
shall contain image data representing the signature of the person being fingerprinted or of the
official taking the fingerprint.

208.1.6 Type-9 Minutiae data record

The XML name for the Type-9 record is <itl:PackageMinutiaeRecord>, and its <ansi-
nist:RecordCategoryCode> element shall have a value of “09”. Type-9 logical records shall
contain and be used to exchange geometric and topological minutiae templates and related
information encoded from a finger or palm. Each record shall represent the processed image
data from which the location and orientation descriptors of extracted minutiae characteristics are
listed. The primary use of this record type shall be for remote searching of latent prints but may
also be used for applications such as physical or logical access control. Each Type-9 logical
record shall contain the minutiae data read from a fingerprint, palm, or latent image.

208.1.7 Type-10 Facial & SMT image record

The XML name for the Type-10 record is <itl:PackageFacialAndSMTImageRecord>, and
its <ansi-nist:RecordCategoryCode> element shall have a value of “10”. Type-10 image
records shall contain and be used to exchange facial and image data from scars, marks, and
tattoos (SMT) together with textual information pertinent to the digitized image. The source of the
image data shall be the image captured from scanning a photograph, a live image captured with a
digital camera, or a digitized “freeze-frame” from a video camera.

208.1.8 Type-11 Reserved for future use
208.1.9 Type-12 Reserved for future use

208.1.10 Type-13 Variable-resolution latent image record

The XML name for the Type-13 record is <itl:PackagelLatentImageRecord>, and its
<ansi-nist:RecordCategoryCode> element shall have a value of “13”. Type-13 image
records shall contain and be used to exchange variable-resolution latent fingerprint or palmprint
image data together with fixed and user-defined textual information elements pertinent
to the digitized image. In all cases, the minimum scanning resolution (or effective scanning
resolution) and transmission rate for latent images shall be 39.37 ppmm plus or minus 0.40
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ppmm (1000 ppi plus or minus 10 ppi). The variable-resolution latent image data contained in the
Type-13 logical record shall be uncompressed or may be the output from a lossless compression
algorithm. There is no limit on the number of latent records that may be present in an exchange
package. The Type-13 record may be considered as a version of the Type-7 record used for the
exchange of latent images.

208.1.11 Type-14 Variable-resolution fingerprint image record

The XML name for the Type-14 record is <itl:PackageFingerprintImageRecord>, and its
<ansi-nist:RecordCategoryCode> element shall have a value of “14”. Type-14 image
records shall contain and be used to exchange variable-resolution fingerprint image data,
segmented flat fingerprint data, or major case print data. Fixed and user-defined textual
information elements pertinent to the digitized image may also be included. Fingerprint images
can be either rolled or plain (including swiped) impressions.

The scanning resolution is not specified for this record type. While the Type-14 record may be
used for the exchange of 19.69 ppmm (500 ppi) images, it is strongly recommended that the
minimum scanning resolution (or effective scanning resolution) for fingerprint images be 39.37
ppmm plus or minus 0.40 ppmm (1000 ppi plus or minus 10 ppi). It should be noted that as the
resolution is increased, more detailed ridge and structure information becomes available in the
image. However, in all cases, the scanning resolution used to capture a fingerprint image shall
be at least as great as the minimum scanning resolution of 19.69 ppmm (500ppi).

The variable-resolution fingerprint image data contained in the Type-14 logical record may be in a
compressed form. Typically, there may be up to 14 of these Type-14 records in a file; ten rolled
impressions of the individual fingers, two plain impressions of the thumbs or one plain impression
of the two thumbs simultaneously, and two plain impressions of the four simultaneously obtained
remaining fingers of each hand. The Type-14 record may be considered as a version of the
Type-4 record used for the exchange of rolled or flat fingerprint images.

208.1.12 Type-15 Variable-resolution palmprint image record

The XML name for the Type-15 record is <itl:PackagePalmprintImageRecord>, and its
<ansi-nist:RecordCategoryCode> element shall have a value of “15”. Type-15 image
records shall contain and be used to exchange variable-resolution palmprint image data
together with fixed and user-defined textual information elements pertinent to the
digitized image.

The scanning resolution is not specified for this record type. While the Type-15 record may be
used for the exchange of 19.69 ppmm (500 ppi) images, it is strongly recommended that the
minimum scanning resolution (or effective scanning resolution) for palmprint images be 39.37
ppmm plus or minus 0.40 ppmm (1000 ppi plus or minus 10 ppi). It should be noted that as the
resolution is increased, more detailed ridge and structure information becomes available in the
image. However, in all cases, the scanning resolution used to capture a palmprint image shall be
at least as great as the minimum scanning resolution of 19.69 ppmm (500ppi).

The variable-resolution palmprint image data contained in the Type-15 logical record may be in a
compressed form. The maximum number of occurrences of these Type-15 records in a file is
eight. Different combinations may include: two writer’'s palms to pair with two full palmprints; a
writer's palm with an upper and lower palm from each hand; or a writer's palm with the thenar,
hypothenar, and interdigital areas from each hand.
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208.1.13 Type-16 User-defined variable-resolution testing image record

The XML name for the Type-16 record is
<itl:PackageUserDefinedTestingImageRecord>, and its <ansi-
nist:RecordCategoryCode> element shall have a value of “16”. The Type-16 image record
is intended as an alternate version of the Type-7 user-defined logical record. It is designed for
developmental purposes and for the exchange of miscellaneous images. This logical record shall
contain and be used to exchange image data together with textual information elements
pertinent to the digitized image. Such an image is usually not elsewhere specified or described in
this standard.

A fixed scanning resolution is not specified for this record type. However, where resolution is a
factor in the captured image, it shall be at least as great as the minimum scanning resolution, that
is, 19.69 ppmm (500ppi). Increases in the resolution used for capturing images should follow the
recommended migration path to 39.37 ppmm (1000 ppi), 78.74 ppmm (2000 ppi), etc. It should
be noted that as the resolution is increased, more detailed ridge and structure information
becomes available in the image.

The variable-resolution image data contained in the Type-16 logical record may be in a
compressed form. With the exception of the elements at the start of the record and the
descriptors for the image data, the remaining details of the Type-16 record are undefined by this
standard and shall be agreed upon between the sender and recipient.

208.1.14 Type-17 Iris image record

The XML name for the Type-17 record is <itl:PackageIrisImageRecord>, and its <ansi-
nist:RecordCategoryCode> element shall have a value of “17”. Type-17 image records shall
contain and be used to exchange iris image data. This record type was developed to provide a
basic level of interoperability and harmonization with the ANSI INCITS 379-2004 Iris Image
Interchange Format and the ISO/IEC 19794-6 iris image data interchange format. Generic iris
images may be exchanged using the mandatory elements of this record type. Optional elements
may also be used to exchange additional information. Although the iris standards provide for two
alternative iris image interchange formats, the Type-17 record shall only address and establish
provision for the rectilinear image storage format that may be a raw uncompressed array of
intensity values or a compressed format of the raw data.

208.1.15 Type-99 CBEFF biometric data record

The XML name for the Type-99 record is <itl:PackageCBEFFBiometricDataRecord>, and
its <ansi-nist:RecordCategoryCode> element shall have a value of “99”. Type-99 logical
records shall contain and be used to exchange biometric data that is not supported by other
ANSI/NIST-ITL logical record types. This provides a basic level of interoperability and
harmonization with the ANSI INCITS and other biometric interchange formats. This is
accomplished by using a basic record structure that is conformant with ANSI INCITS 398-2005,
the Common Biometric Exchange Formats Framework (CBEFF), and a biometric data block
specification registered with the International Biometrics Industry Association (IBIA).12 This
logical record type supports and is intended to be used for biometric data types or formats that
are not already represented by an existing ANSI/NIST data type.

"2 For more information, go to <http://www.ibia.org>.
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A CBEFF-conformant Biometric Information Record (BIR) is made up of a Header, a Biometric
Data Block (BDB), and an optional Signature Block. The Type-99 logical record does not use the
Signature Block. Information required by the Header portion is encoded as XML elements within
the Type-99 record. The final tagged field in Part 1 (corresponding to element
<nc:BinaryBase640bject>) of the Type-99 record will contain biometric data as specified by the
BDB interchange format.

208.2 Record format

An exchange package shall consist of one or more logical records. For each logical record
contained in the package, several information elements appropriate to that record type shall be
present. Complex elements may contain one or more complex or simple elements according to
the rules of well-formed XML. Taken together, these items are used to convey different aspects of
the data contained in a data information object. To the extent possible, the objects used have
been defined as a part of the National Information Exchange Model (NIEM). Some information
objects may be repeated multiple times.

The XML schema for this specification defines the structure, order, and allowable content of the
information exchange package.

208.2.1 Information separators

All separators are defined by the W3C XML recommendations. The characters “<” and “>” are
reserved exclusively for enclosing element tag names. Every element with an opening tag
<Name> must have a closing tag of format </Name>.

The XML schema defined for this specification defines the sequence of elements as well as the
allowable content of the data. All elements must contain valid data. Assuming the schema
defines an element as optional, it should be omitted altogether rather than transmitting the
element tags without any data content.

Annex F provides a full set of examples of the use of XML elements in the standard.

(Note: Table 7 from Part 1 has been intentionally omitted.)

208.2.2 Record layout

For all logical records, data elements are tagged according to XML rules. The format for each
element shall consist of a tag name enclosed in angle brackets followed by data followed by a
closing tag. For example <nc:IdentificationID>6</nc:IdentificationID>. Complex
data elements contain other elements in a nested fashion; for example

<ansi-nist:ImageReferenceldentification>
<nc:IdentificationID>6</nc:IdentificationID>
</ansi-nist:ImageReferenceldentification>

The ordering of elements is strict. The text of this standard defines the order and nesting
structure of elements. The schema also provides a W3C representation of the order and
hierarchical structure of the XML content.

208.2.3 International character sets

All of the elements in the Type-1 transaction record must be recorded using the 7-bit ASCII code,
which is the default character set code within a transaction. In order to affect data and
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transaction interchanges between non-English-speaking or based agencies, a technique is
available to encode information using character sets other than 7-bit ASCII. Fields/elements in
theType-1 logical record and ASCII “LEN” (in Part 1 only) and “IDC” text fields/elements must still
be encoded using 7-bit ASCII. But all other designated text fields/elements can be encoded
using alternate character sets. The general mechanism for accomplishing this provides for
backward compatibility with existing readers, supports multiple character sets in a single text
string, and handles internationally accepted character sets and text order conventions such as
ISO character sets, UTF-8, and Unicode.

Character sets within a transaction may only be switched in user-defined data. Appropriate
mechanisms must be defined as part of the user-defined data definition.

The base-64 encoding scheme, found in email, shall be used for converting non-ASCII text into
ASCII form. Annex C describes the use of the base-64 system. It is expected that this encoding
scheme will be used to convert all (originally) binary image data to ASCII for transmission, and
will also be used to convert non-ASCII data into ASCII data in user-defined data.

All XML element tags including the “<” and “>” characters shall appear in the transaction as 7-bit
ASCII characters.

209 Type-1transaction information record

209.1 XML elements for the Type-1 transaction information record

The following paragraphs describe the data contained in each XML element of the transaction
information record. Table 207 provides a list of the elements for the transaction information
record. It is required that all elements of the record are ordered in the sequence described. For
each of the elements, Table 207 lists for cross-reference purposes the Part 1 mnemonic and field
number, the “condition code” as being mandatory “M” or optional “O”, the Part 2 XML element
name, and occurrence limits. An entry containing an "*" indicates that there is no established
limit. Annex F contains an example of the use of the standard that illustrates the layout for a
Type-1 logical record. (Table 207 corresponds to Table 8 in Part 1.)

The Type-1 record shall be contained within this complex element:

<itl:PackageInformationRecord>
[. . . Type 01 Record Content . . .
</itl:PackageInformationRecord>

209.1.1 Record length
Cross-reference: Part 1, Section 9.1.1 Field 1.001: Logical record length (LEN)

There is no corresponding Part 2 XML element.

209.1.2 Element <ansi-nist:RecordCategoryCode>

This mandatory Part 2 element has no corresponding field in Part 1. It is used to identify the
record type. For the Type-1 record, it shall contain a value of 01.

<ansi-nist:RecordCategoryCode>01l</ansi-nist:RecordCategoryCode>
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Table 207 Type-1 transaction information record
Part 1|Cond [Part1 [Part 2 XML Element Name Occur count
Ident [code |Field
Number

min Max
LEN 1.001 0
M <ansi-nist:RecordCategoryCode> 1 1
<ansi-nist:Transaction> 1 1
DAT [M 1.005 <ansi-nist: TransactionDate> 1 1
DAl (M 1.007 <ansi-nist: TransactionDestinationOrganization> 1 1
ORI |M 1.008 <ansi-nist:TransactionOriginatingOrganization> 1 1
GMT |O 1.014 <ansi-nist:TransactionUTCDate> 0 1
TCN |M 1.009 <ansi-nist:TransactionControlldentification> 1 1
TCR (O 1.010 <ansi-nist:TransactionControlReferenceldentification> 0 1
DOM |O 1.013 <ansi-nist:TransactionDomain> 0 1
<ansi-nist: TransactionImageResolutionDetails> 1 1
NSR (M 1.011 <ansi-nist:NativeScanningResolutionValue> 1 1
NTR (M 1.012 <ansi-nist:NominalTransmittingResolutionValue> 1 1
VER |M 1.002 <ansi-nist: TransactionMajorVersionValue> 1 1
VER (M 1.002 <ansi-nist:TransactionMinorVersionValue> 1 1
PRY (O 1.006 <ansi-nist: TransactionPriorityValue> 0 1
TOT |M 1.004 <ansi-nist: TransactionCategoryCode> 1 1
CNT |M 1.003 <ansi-nist: TransactionContentSummary> 1 1
DCS (O 1.015 <ansi-nist:TransactionCharacterSetDirectory> 0 *

209.1.3 Element <ansi-nist:Transaction>

This is a mandatory complex element. All of the remaining elements in the Type-1 record are
nested within, as described in the subsections below.

<ansi-nist:Transaction>

[.

. . Transaction elements . . .]

</ansi-nist:Transaction>

26




Part 2 ANSI/NIST-ITL 2-2008

209.1.3.1 Element <ansi-nist:TransactionDate>

Cross-reference: Part 1, Section 9.1.5 Field 1.005: Date (DAT)

This mandatory element shall contain the date that the transaction was initiated. The date shall
appear as eight digits, separated by dashes, in the format YYYY-MM-DD. The YYYY characters
shall represent the year the transaction was initiated; the MM characters shall be the tens and
units values of the month; and the DD characters shall be the tens and units values of the day in
the month. For example, 2008-02-29 represents February 29, 2008. The complete date must be
a legitimate date.

Complex element <ansi-nist:TransactionDate> shall have the simple element <nc:Date>, which
will contain transaction date data.

<ansi-nist:TransactionDate>
<nc:Date>2008-02-29</nc:Date>
</ansi-nist:TransactionDate>

209.1.3.2 Element <ansi-nist: TransactionDestinationOrganization>

Cross-reference: Part 1, Section 9.1.7 Field 1.007: Destination agency identifier (DAI)

This mandatory complex element shall contain the identifier of the administration or organization
designated to receive the transmission. The size and data content of this element shall be user-
defined and in accordance with the receiving agency.

Element <ansi-nist:TransactionDestinationOrganization> shall have two child elements: a
mandatory <nc:Organizationldentification> and an optional <nc:OrganizationName>. Complex
element <nc:Organizationldentification> shall have a single child element <nc:ldentificationID>,
which will contain the alphanumeric organizational ID datum. Element <nc:OrganizationName>
shall contain the datum for the text name of the organization.

<ansi-nist:TransactionDestinationOrganization>
<nc:0rganizationIdentification>
<nc:IdentificationID>WI1013415Y</nc:IdentificationID>
</nc:0rganizationIdentification>
<nc:0rganizationName>Text</nc:0rganizationName>
</ansi-nist:TransactionDestinationOrganization>

209.1.3.3 Element <ansi-nist: TransactionOriginatingOrganization>

Cross-reference: Part 1, Section 9.1.8 Field 1.008: Originating agency identifier (ORI)

This mandatory complex element shall contain the identifier of the administration or organization
originating the transaction. The size and data content of this element shall be user-defined and in
accordance with the receiving agency.

Element <ansi-nist: TransactionOriginatingOrganization> shall have two child elements: a
mandatory <nc:Organizationldentification> and an optional <nc:OrganizationName>. Complex
element <nc:Organizationldentification> shall have a single child element <nc:ldentificationID>,
which will contain the alphanumeric organizational ID datum. Element <nc:OrganizationName>
shall contain the datum for the text name of the organization.
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<ansi-nist:TransactionOriginatingOrganization>
<nc:0rganizationIdentification>
<nc:IdentificationID>WI1013415Y</nc:IdentificationID>
</nc:0rganizationIdentification>
<nc:0rganizationName>Text</nc:0rganizationName>
</ansi-nist:TransactionOriginatingOrganization>

209.1.3.4 Element <ansi-nist:TransactionUTCDate>

Cross-reference: Part 1, Section 9.1.14 Field 1.014: Date (GMT)

This optional element provides a mechanism for expressing the date and time in terms of
universal Greenwich Mean Time (GMT) units, also called Coordinated Universal Time (UTC),
also called Zulu Time (Z). If used, the <ansi-nist:TransactionUTCDate> element contains the
universal date that will be in addition to the local date contained in <ansi-nist:TransactionDate>.
Use of the GMT element eliminates local time inconsistencies encountered when a transaction
and its response are transmitted between two places separated by several time zones. The GMT
provides a universal date and 24-hour clock time independent of time zones. It is represented as
"YYYY-MM-DDTHH:MM:SSZ”, a 20-character string that is the concatenation of the date with the
GMT, separated by the character “T”, and concluding with a “Z”. The “YYYY” characters shall
represent the year of the transaction, the “MM” characters shall be the tens and units values of
the month, the “DD” characters shall be the tens and units values of the day of the month, the
“HH” characters represent the hour, the “MM” the minute, and the “SS” represents the second.
The complete date shall not exceed the current date.

Complex element <ansi-nist: TransactionUTCDate> shall have the simple element
<nc:DateTime>, which will contain transaction date and time data.

<ansi-nist:TransactionUTCDate>
<nc:DateTime>2008-02-29T05:25:00Z </nc:DateTime>
</ansi-nist:TransactionUTCDate>

209.1.3.5 Element <ansi-nist:TransactionControlldentification>

Cross-reference: Part 1, Section 9.1.9 Field 1.009: Transaction control number (TCN)

This mandatory element shall contain the Transaction Control Number as assigned by the
originating agency. A unique alphanumeric control number shall be assigned to each transaction.
For any transaction that requires a response, the respondent shall refer to this number in
communicating with the originating agency.

Complex element <ansi-nist:TransactionControlldentification> shall have the simple element
<nc:ldentificationID>, which will contain the transaction control identification datum.

<ansi-nist:TransactionControlIdentification>
<nc:IdentificationID>56839</nc:IdentificationID>
</ansi-nist:TransactionControlIdentification>
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209.1.3.6 Element <ansi-nist:TransactionControlReferenceldentification>

Cross-reference: Part 1, Section 9.1.10 Field 1.010: Transaction control reference (TCR)

This optional element shall be used for responses that refer to the TCN of a previous transaction
involving an inquiry or other action that required a response.

Complex element <ansi-nist: TransactionControlReferenceldentification> shall have the simple
element <nc:ldentificationID>, which will contain the transaction control reference identification
datum.

<ansi-nist:TransactionControlReferenceldentification>
<nc:IdentificationID>56839</nc:IdentificationID>
</ansi-nist:TransactionControlReferenceIdentification>

209.1.3.7 Element <ansi-nist: TransactionDomain>

Cross-reference: Part 1, Section 9.1.13 Field 1.013: Domain name (DOM)

This optional complex element identifies the domain name for the user-defined Type-2 logical
record implementation. If present, the domain name may only appear once within a transaction.
It shall consist of one or two information items. One mandatory child information item will
uniquely identify the agency, entity, or implementation used for formatting the content in the Type-
2 record. Another optional child information item will contain the unique version of the particular
implementation. The default value for the domain name shall be the North American Domain
implementation “NORAM”.

Complex element <ansi-nist: TransactionDomain> shall have two child elements, <ansi-
nist:DomainVersionNumberldentification> and <ansi-nist:OrganizationName>. Complex element
<ansi-nist:DomainVersionNumberldentification> shall have the simple element
<nc:ldentificationID>, which will contain the domain version number datum.

<ansi-nist:TransactionDomain>
<ansi-nist:DomainVersionNumberIdentification>
<nc:IdentificationID>7.02</nc:IdentificationID>
</ansi-nist:DomainVersionNumberIdentification>
<ansi-nist:0rganizationName>NORAM
</ansi-nist:0rganizationName>
</ansi-nist:TransactionDomain>

209.1.3.8 Element <ansi-nist: TransactionimageResolutionDetails>

This is a mandatory complex element. The native scanning resolution and nominal transmitting
resolution elements are nested within, as described in the subsections below.

<ansi-nist:TransactionImageResolutionDetails>
[. . . Image resolution elements . . .]
</ansi-nist:TransactionImageResolutionDetails>

209.1.3.8.1Element <ansi-nist:NativeScanningResolutionValue>

Cross-reference: Part 1, Section 9.1.11 Field 1.011: Native scanning resolution (NSR)

This mandatory element shall specify the native scanning resolution of the AFIS or other
fingerprint or palmprint image capture device supported by the originator of the transmission. The
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value permits the recipient of this transaction to send response data at a transmitting resolution
tailored to the NSR (if it is able to do so) or to the minimum scanning resolution. The value shall
be expressed as five bytes specifying the native scanning resolution in pixels per millimeter. The
resolution shall be expressed as two numeric characters followed by a decimal point and two
more numeric characters (e.g., 19.69). This element is needed because the interchange of
fingerprint information between systems of the same manufacturer may, in some instances, be
more efficiently done at a transmitting resolution equal to the native scanning resolution of the
system rather than at the minimum scanning resolution specified in this standard. For
transactions that do not contain Type-3 through Type-7 fingerprint image records, the value shall
be set to “00.00".

<ansi-nist:NativeScanningResolutionvValue>19.69
</ansi-nist:NativeScanningResolutionValue>

209.1.3.8.2Element <ansi-nist:NominalTransmittingResolutionValue>

Cross-reference: Part 1, Section 9.1.12 Field 1.012: Nominal transmitting resolution (NTR)

This mandatory element shall specify the nominal transmitting resolution for the fingerprint or
palmprint image(s) being exchanged. The value shall be expressed as five bytes specifying the
transmitting resolution in pixels per millimeter. The resolution shall be expressed as two numeric
characters followed by a decimal point and two more numeric characters (e.g., 19.69). The
transmitting resolution shall be within the range specified by the transmitting resolution
requirement. For transactions that do not contain Type-3 through Type-7 fingerprint image
records, the value shall be set to “00.00”.

<ansi-nist:NominalTransmittingValue>19.69
</ansi-nist:NominalTransmittingResolutionValue>

209.1.3.9 Element <ansi-nist: TransactionMajorVersionValue>

Cross-reference: Part 1, Section 9.1.2 Field 1.002: Version number (VER), first two characters

This mandatory two-byte ASCII value shall be used to specify the current major version number
of the standard implemented by the software or system creating the file. The entry in this element
for the 2000 version is "03" and the entry for this 2007 version of the approved standard shall be
"04". This version number addresses the optional inclusion of the logical Type-10
through Type-17 and Type-99 image records.

<ansi-nist:TransactionMajorVersionValue>04
</ansi-nist:TransactionMajorVersionValue>

209.1.3.10 Element <ansi-nist: TransactionMinorVersionValue>

Cross-reference: Part 1, Section 9.1.2 Field 1.002: Version number (VER), last two characters

This mandatory two-byte ASCII value shall be used to specify the current minor version number
of the standard implemented by the software or system creating the file. The initial revision
number for a version shall be "00”.

<ansi-nist:TransactionMinorVersionValue>00
</ansi-nist:TransactionMinorVersionValue>

30



Part 2 ANSI/NIST-ITL 2-2008

209.1.3.11 Element <ansi-nist: TransactionPriorityValue>

Cross-reference: Part 1, Section 9.1.6 Field 1.006: Priority (PRY)

This optional element shall contain a single information character to designate the urgency with
which a response is desired. The values shall range from “1” to “9”, with "1" denoting the highest
priority. The default value shall be defined by the agency receiving the transaction.

<ansi-nist:TransactionPriorityValue>5
</ansi-nist:TransactionPriorityValue>

209.1.3.12 Element <ansi-nist:TransactionCategoryCode>

Cross-reference: Part 1, Section 9.1.4 Field 1.004: Type of transaction (TOT)

This mandatory element shall contain an identifier, which designates the type of transaction and
subsequent processing that this file should be given. (Note: Type of Transaction shall be in
accordance with definitions provided by the receiving agency.)

<ansi-nist:TransactionCategoryCode>CAR
</ansi-nist:TransactionCategoryCode>

209.1.3.13 Element <ansi-nist: TransactionContentSummary>

Cross-reference: Part 1, Section 9.1.3 Field 1.003: File content (CNT)

This mandatory complex element shall list and identify each of the logical records in the file by
record type. It also specifies the order in which the remaining logical records shall appear in the
file. It shall consist of three child elements. The first two have one occurrence each. The third
complex element child is repeated, one occurrence for each logical record in the package
following this Type-1 information record.

The first child element, <ansi-nist:ContentFirstRecordCategoryCode>, shall relate to this Type-1
Transaction record. The value of this child element shall be the single character "1" (selected
from Table 204) indicating that this is a Type-1 record consisting of header information.

The second child element, <ansi-nist:ContentRecordCount>, shall be the sum of the Type-2
through Type-99 logical records contained in this exchange package. This is also a count of the
number of occurrences of the third child element <ansi-nist: ContentRecordSummary>.

The third child element, <ansi-nist:ContentRecordSummary>, is a complex element each
occurrence of which relates to a single Type-2 through Type-99 logical record contained in the
package. Two child elements shall comprise each occurrence of <ansi-
nist:ContentRecordSummary>. The first child element, <ansi-nist:ImageReferenceldentification>
shall be the IDC associated with the logical record. The IDC shall be a positive integer equal to
or greater than zero. The second child element, <ansi-nist:RecordCategoryCode>, shall be the
record identifier character(s) chosen from Table 204 that identifies the record type. The complex
element <ansi-nist:ContentRecordSummary> shall be repeated once for every record in the
exchange package except record Type-1.

Complex element <ansi-nist:ImageReferenceldentification> shall have the simple element
<nc:ldentificationID>, which will contain the IDC datum.
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<ansi-nist:TransactionContentSummary>
<ansi-nist:ContentFirstRecordCategoryCode>1
</ansi-nist:ContentFirstRecordCategoryCode>
<ansi-nist:ContentRecordCount>2
</ansi-nist:ContentRecordCount>
<ansi-nist:ContentRecordSummary>
<ansi-nist:ImageReferenceldentification>
<nc:IdentificationID>00</nc:IdentificationID>
</ansi-nist:ImageReferenceldentification>
<ansi-nist:RecordCategoryCode>2
</ansi-nist:RecordCategoryCode>
</ansi-nist:ContentRecordSummary>
<ansi-nist:ContentRecordSummary>
<ansi-nist:ImageReferenceldentification>
<nc:IdentificationID>01</nc:IdentificationID>
</ansi-nist:ImageReferenceldentification>
<ansi-nist:RecordCategoryCode>15
</ansi-nist:RecordCategoryCode>
</ansi-nist:ContentRecordSummary>
</ansi-nist: TransactionContentSummary>

209.1.3.14 Element <ansi-nist:TransactionCharacterSetDirectory>

Cross-reference: Part 1, Section 9.1.15 Field 1.015: Directory of character sets (DCS)

This optional complex element contains information about a single character set other than 7-bit
ASCII that may appear within this package. Multiple occurrences of this element may be used to
represent a directory or list of character sets other than 7-bit ASCII that may appear.

This element shall contain three child elements. The first information item, <ansi-
nist:CharacterSetCommonNameCode> shall be the common name for the character set
associated with an index number from Table 208. (Table 208 is the same as Table 9 in Part 1.)
The second information item, <ansi-nist:CharacterSetindexCode>, is the three-character identifier
for the character set index number that references an associated character set throughout the
transaction exchange package. The optional third information item, <ansi-
nist:CharacterSetVersionldentification>, is the specific version of the character set used.

In the case of the use of UTF-8, the third optional information item can be used to hold the
specific version of the character set used with UTF-8, so that the display terminal can be switched
to the correct font family. Table 208 lists the reserved named character sets and their associated
3-character index numbers.

The complex element <ansi-nist: TransactionCharacterSetDirectory> may appear multiple times,
once for each character set other than 7-bit ASCII that may appear within this package.

Complex element <ansi-nist:CharacterSetVersionldentification> shall have the simple element
<nc:ldentificationID>, which will contain the version datum.
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Character | Character | Description

setindex | set name

000 ASCII 7-bit English (Default)

001 ASCII 8-bit Latin

002 UNICODE | 16-bit

003 UTF-8 8-bit

004-127 | - Reserved for ANSI/NIST future use
128-999 | - User-defined character sets

<ansi-nist:TransactionCharacterSetDirectory>
<ansi-nist:CharacterSetCommonNameCode>UNICODE
</ansi-nist:CharacterSetCommonNameCode>
<ansi-nist:CharacterSetIndexCode>002
</ansi-nist:CharacterSetIndexCode>
<ansi-nist:CharacterSetVersionIdentification>

<nc:IdentificationID>000<nc:IdentificationID>

</ansi-nist:CharacterSetVersionIdentification>

</ansi-nist:TransactionCharacterSetDirectory>

209.2 End of transaction information record Type-1

The Type-1 logical record shall end with the XML tag </itl:PackagelnformationRecord>.

210 Type-2 user-defined descriptive text record

Type-2 logical records shall contain textual information relating to the subject of the exchange
package and shall be represented in an ASCII format. This record may include such information
as the state or FBI numbers, physical characteristics, demographic data, and the subject’s
criminal history. Every exchange package usually contains one or more Type-2 records, which is
dependent upon the entry in the <ansi-nist:TransactionCategoryCode> element (Part 1 Type-of-
Transaction, field 1.004, TOT). Table 209 lists the contents of the records. (This table has no
equivalent in Part 1.)

210.1 XML elements for Type-2 logical records

Type-2 records shall be contained within this complex element:

<itl:PackageDescriptiveTextRecord>
[. . . Type 02 Record Content . . . ]
</itl:PackageDescriptiveTextRecord>

The first two data elements of the Type-2 record are mandatory, ordered, and defined by this
standard. The remaining content of the record(s) shall conform to the format, content, and
requirements of the subscribed Domain Name (DOM), <ansi-nist:TransactionDomain>, used by
the agency to which the exchange package is being sent.
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Table 209 Type-2 user-defined descriptive text record

Part 1|Cond |Part1 |Part 2 XML Element Name Occur count
Ident [code |Field
Number
min Max
LEN 2.001 0
M <ansi-nist:RecordCategoryCode> 1 1
IDC |M 2.002 <ansi-nist:imageReferenceldentification> 1 1
(0] 2.003 <itl:UserDefinedDescriptive Text> 0 1
and
higher
(0] <it:DomainDefinedDescriptive Text> 0 1
(0] <itl:OtherDescriptiveText> 0 1

210.1.1 Record length
Cross-reference: Part 1, Section 10.1.1 Field 2.001: Logical record length (LEN)

There is no corresponding Part 2 XML element.

210.1.2 Element <ansi-nist:RecordCategoryCode>

This mandatory Part 2 element has no corresponding field in Part 1. It is used to identify the
record type. For the Type-2 record, it shall contain a value of 02.

<ansi-nist:RecordCategoryCode>02</ansi-nist:RecordCategoryCode>

210.1.3 Element <ansi-nist:ImageReferenceldentification>

Cross-reference: Part 1, Section 10.1.2 Field 2.002: Image designation character (IDC)

This mandatory complex element shall be used to identify the user-defined text data contained in
the record. The content of this element shall match the <ansi-nist:imageReferenceldentification>
found in the <ansi-nist:TransactionContentSummary> element of the Type-1 record.

Complex element <ansi-nist:ImageReferenceldentification> shall contain the simple element
<nc:ldentificationID>, which shall contain the image reference identification datum.

<ansi-nist:ImageReferenceldentification>
<nc:IdentificationID>00</nc:IdentificationID>
</ansi-nist:ImageReferenceldentification>
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210.1.4 Element <itl:UserDefinedDescriptiveText>

Cross-reference: Part 1, Section 10.1.3 Fields 2.003 and above: User-defined fields

This is a optional complex element. The user-defined content elements are nested within, as
described in the subsections below.

<itl:UserDefinedDescriptiveText>
[. . . Domain and other descriptive elements . . .]
</itl:UserDefinedDescriptiveText>

210.1.4.1 Element <itl:DomainDefinedDescriptive Text>

This element shall only contain content defined by the Domain owner specified in the Type-1
record element <ansi-nist:TransactionDomain>. Individual XML elements, required for given
transaction types, including tag names and content, shall conform to the specifications set forth
by the agency to whom the exchange package is being sent. Each user-defined XML element
used in the Type-2 record and its format shall conform to the requirements contained in Section
208.2.2.

Complex element <itl:DomainDefinedDescriptive Text> is abstract, and as such is unusable by
itself. Implementers should define, in an extension schema, a substitution element containing
user-defined child elements from the user’s domain.

A substitution element should be defined in a user’s extension schema similar to this:

<xsd:element name="DomainDefinedDescriptiveText"
substitutionGroup="itl:DomainDefinedDescriptiveText"
type="user-domain:DomainDefinedDescriptiveTextType" />

<xsd:complexType name="DomainDefinedDescriptiveTextType">
<xsd:complexContent>
<xsd:extension base="s:ComplexObjectType">
<xsd:sequence>
<xsd:element ref="user-domain:OneField"/>
<xsd:element ref="user-domain:TwoField”"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>

The element would then appear in an instance document like this:

<user-domain:DomainDefinedDescriptiveText>
<user-domain:OneField>Text</user-domain:OneField>
<user-domain:TwoField>Text</user-domain:TwoField>

</user-domain:DomainDefinedDescriptiveText>

210.1.4.2 Element <itl:OtherDescriptive Text>

This element shall contain additional content not defined by a Domain owner, but necessary for
information exchange between certain parties. Individual XML elements, required for given
transaction types, including tag names and content, shall conform to the specifications set forth
by the agency to whom the exchange package is being sent. Each user-defined XML element
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used in the Type-2 record and its format shall conform to the requirements contained in Section
208.2.2.

Complex element <itl:OtherDescriptiveText> is abstract, and as such is unusable by itself.
Implementers should define, in an extension schema, a substitution element containing user-
defined child elements from the user’'s domain.

A substitution element should be defined in a user’s extension schema similar to this:

<xsd:element name="OtherDescriptiveText"
substitutionGroup="itl:0therDescriptiveText"
type="user-domain:OtherDescriptiveTextType"/>

<xsd:complexType name="OtherDescriptiveTextType">
<xsd:complexContent>
<xsd:extension base="s:ComplexObjectType">
<xsd:sequence>
<xsd:element ref="user-domain:OneField"/>
<xsd:element ref="user-domain:TwoField”"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>

The element would then appear in an instance document like this:

<user-domain:OtherDescriptiveText>
<user-domain:OneField>Text</user-domain:OneField>
<user-domain:TwoField>Text</user-domain:TwoField>

</user-domain:OtherDescriptiveText>

210.2 End of Type-2 user-defined descriptive text record

The Type-2 logical record shall end with the XML tag </itl:PackageDescriptiveTextRecord>.
210.3 Additional user-defined descriptive text records

Additional Type-2 records may be included in the exchange package. For each additional user-
defined descriptive text record present, the <ansi-nist:RecordCategoryCode> and <ansi-

nist:ImageReferenceldentification> elements will be required together with additional Type-2
content needed.

211 Type-3through Type-6 fingerprint image records

211.1 General

As discussed in Section 208.1.3, the Type-3 through Type-6 logical records are based on the use
of a captured fingerprint image obtained using a scanning resolution that is at least as great as
the minimal scanning resolution of 19.69 ppmm (500 ppi). The records differ from each other
based on the properties of the transmitted image - data type (grayscale or binary) and resolution
(scanning resolution or half-resolution).
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All four of the logical records use the same XML element structure for the record and exchange of
data. For this Part 2 version of the standard, all data are represented as ASCIl data. The data
values are not required to be fixed length. The order in which the XML elements must appear is
defined in the subsections that follow. Table 210 lists the contents of the records. (Table 210
corresponds to Table 10 in Part 1.)

211.2 Types 3-6 logical record XML elements

The Type-3 record shall be contained within this complex element:

<itl:PackageLowResolutionGrayscaleImageRecord>
[. . . Type 03 Record Content . . .]
</itl:PackageLowResolutionGrayscaleImageRecord>

The Type-4 record shall be contained within this complex element:

<itl:PackageHighResolutionGrayscaleImageRecord>
[. . . Type 04 Record Content . . . ]
</itl:PackageHighResolutionGrayscaleImageRecord>

The Type-5 record shall be contained within this complex element:

<itl:PackagelowResolutionBinaryImageRecord>
[. . . Type 05 Record Content . . .]
</itl:PackageLowResolutionBinaryImageRecord>

The Type-6 record shall be contained within this complex element:

<itl:PackageHighResolutionBinaryImageRecord>
[. . . Type 06 Record Content . . .
</itl:PackageHighResolutionBinaryImageRecord>

The following descriptions for each element in Table 210 are applicable to logical record types 3-
6.
211.2.1 Record length

Cross-reference: Part 1, Section 11.2.1: Logical record length (LEN)

There is no corresponding Part 2 XML element.

211.2.2 Element <ansi-nist:RecordCategoryCode>

This mandatory Part 2 element has no corresponding field in Part 1. It is used to identify the
record type. For the Type-3 through Type-6 records, it shall contain a value of 03, 04, 05, or 06,
respectively.

<ansi-nist:RecordCategoryCode>03</ansi-nist:RecordCategoryCode>

211.2.3 Element <ansi-nist:ImageReferenceldentification>

Cross-reference: Part 1, Section 11.2.2: Image designation character (IDC)
This mandatory complex element shall be used to identify the image data contained in the record.

The content of this element shall match the <ansi-nist:ImageReferenceldentification> found in the
<ansi-nist: TransactionContentSummary> element of the Type-1 record.
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Complex element <ansi-nist:ImageReferenceldentification> shall contain the simple element
<nc:ldentificationID>, which shall contain the image reference identification datum.

<ansi-nist:ImageReferenceldentification>
<nc:IdentificationID>01</nc:IdentificationID>
</ansi-nist:ImageReferenceldentification>

Table 210 Type 3-6 record layout

Part 1|Cond |Part 1 Part 2 XML Element Name Occur count
Ident [code |Field
Number
min Max
LEN 1 0
M <ansi-nist:RecordCategoryCode> 1 1
IDC |M 2 <ansi-nist:ImageReferenceldentification> 1 1
M <ansi-nist:Fingerprintimage> 1 1
image |M <nc:BinaryBase640bject> 1 1
data
<ansi-nist:ImageCaptureDetail> 1 1
ISR |M <ansi-nist:CaptureResolutionCode> 1 1
GCA/ |M <ansi-nist:iImageCompressionAlgorithmCode> 1 1
BCA
HLL (M <ansi-nist:ImageHorizontalLineLengthPixelQuantity> 1 1
VLL |M <ansi-nist:ImageVerticalLineLengthPixelQuantity> 1 1
FGP (M <ansi-nist:FingerprintimagePosition> 1 1
FGP (M <ansi-nist:FingerPositionCode> 1 6
IMP |M <ansi-nist:FingerprintimagelmpressionCaptureCategoryCode> 1 1

211.2.4 Element <ansi-nist:Fingerprintimage>

This is a mandatory complex element. All of the remaining elements in the Type-3 through Type-
6 records are nested within, as described in the subsections below.

<ansi-nist:FingerprintImage>
[. . . Image elements . . .]
</ansi-nist:FingerprintImage>

211.2.4.1 Element <nc:BinaryBase640Object>

Cross-reference: Part 1, Section 11.2.9: Image data

This mandatory element shall contain the image data. Each pixel of the uncompressed grayscale
image shall be quantized to eight bits (256 gray levels) contained in a single byte. For the
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exchange of an uncompressed binary image, eight pixels shall be left justified and packed into a
single unsigned byte. The most significant bit of the byte shall be the first of the eight pixels
scanned. If compression is used, the pixel data shall be compressed in accordance with the
compression technique specified in the <ansi-nist:iImageCompressionAlgorithmCode> element
(CGA / BCA).

The image data shall be converted to ASCII characters using the Base64 encoding algorithm.
<nc:BinaryBase640bject>base64 data</nc:BinaryBase640bject>

211.2.4.2 Element <ansi-nist:ImageCaptureDetail>

This mandatory complex element contains the single child element described in the subsection
below.

<ansi-nist:ImageCaptureDetail>
[. . . Image capture elements . . .]
</ansi-nist:ImageCaptureDetail>

211.2.4.2.1Element <ansi-nist:CaptureResolutionCode>

Cross-reference: Part 1, Section 11.2.5: Image scanning resolution (ISR)

This element is mandatory.

e For Type-3 or Type-5 logical records, it shall contain the ASCII character “0” if half the
minimum scanning resolution is used and a “1” if half the native scanning resolution is used;

o For Type-4 or Type-6 logical records, it shall contain the ASCII character “0” if the minimum
scanning resolution is used and a “1” if the native scanning resolution is used.

See Section 206.2 where it is stated that the preferred transmitting resolution shall be the same
as the minimum scanning resolution.

<ansi-nist:CaptureResolutionCode>1
</ansi-nist:CaptureResolutionCode>

211.2.4.3 Element <ansi-nist:ImageCompressionAlgorithmCode>

Cross-reference: Part 1, Section 11.2.8: Compression algorithm (GCA / BCA)

This element is mandatory. It shall be used to specify the type of compression algorithm used (if
any). The ASCII character “0” denotes no compression. Otherwise, the contents of this byte
shall be the ASCII representation of the number allocated to the particular compression technique
used by the interchange parties. The specific code for each algorithm can be found in Table 201
or Table 202 or from the domain registrar who will maintain a registry relating these numbers to
the compression algorithms.

e For the Type-3 logical record, there is no recommendation for a commonly used grayscale
compression algorithm;

e For the Type-4 logical record, the Wavelet Scalar Quantization (WSQ) or the JPEG 10918
standard alogithms are recommended for compressing the high-resolution grayscale data;

e For Type-5 or Type 6 logical records, the Facsimile ANSI/EIA 538-1988 algorithm is
recommended for the lossless compression and decompression of binary fingerprint images.
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<ansi-nist:ImageCompressionAlgorithmCode>0
</ansi-nist:ImageCompressionAlgorithmCode>

211.2.4.4 Element <ansi-nist:ImageHorizontalLineLengthPixelQuantity>

Cross-reference: Part 1, Section 11.2.6: Horizontal line length (HLL)

This mandatory element shall contain the number of pixels contained on a single horizontal line of
the transmitted image.

<ansi-nist:ImageHorizontallLineLengthPixelQuantity>80
</ansi-nist:ImageHorizontallLineLengthPixelQuantity>

211.2.4.5 Element <ansi-nist:ImageVerticalLineLengthPixelQuantity>
Cross-reference: Part 1, Section 11.2.7: Vertical line length (VLL)

This mandatory element shall contain the number of horizontal lines contained in the transmitted
image.

<ansi-nist:ImageVerticallineLengthPixelQuantity>65
</ansi-nist:ImageVerticallineLengthPixelQuantity>

211.2.4.6 Element <ansi-nist:FingerprintimagePosition>

Cross-reference: Part 1, Section 11.2.4: Finger position (FGP)

This mandatory complex element contains the child element(s) described in the subsection
below. This element shall contain possible finger positions for the image.

<ansi-nist:FingerprintImagePosition>
[. . . Finger position code element(s) . . .]
</ansi-nist:FingerprintImagePosition>

211.2.4.6.1Element <ansi-nist:FingerPositionCode>

Cross-reference: Part 1, Section 11.2.4: Finger position (FGP)

At least one occurrence of this element is mandatory. The first occurrence shall correspond to
the known or most probable finger position. Following the first occurrence of <ansi-
nist:FingerPositionCode>, up to five additional finger positions may be referenced by repeating
occurrences of <ansi-nist:FingerPositionCode>. Each occurrence of this element shall contain
one possible finger position. The decimal code number corresponding to the finger position shall
be taken from Table 212 (only finger numbers 0-14 apply to Types 3-6) and entered as an ASCI