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Abstract — The Institute of Electrical and Electronics Engineers
(IEEE) 1451 family of standards defines a set of common
communication interfaces for connecting smart transducers (sensors
or actuators) to microprocessor-based systems, instruments, and
networks in a network-independent environment. The IEEE 1451.2
working group is in the process of revising IEEE p1451.2 to work with
the IEEE 1451.0-2007 standard. This paper proposes an architecture
of sensor network based on the IEEE 1451.0 and IEEE p1451.2 to
support the popular interfaces including Recommended Standard 232
(RS232), Universal Asynchronous Receiver/Transmitter (UART),
Serial Peripheral Interface (SPI), and Universal Serial Bus (USB). It
also describes the development and implementation of such a network
based on IEEE 1451.0 and p1451.2-RS232. The sensor network
consists of a Network Capable Application Processor (NCAP) and a
Transducer Interface Module (TIM) with an IEEE pl1451.2-RS232
interface. The client-server communication protocols between the
NCAP and the TIM have been developed based on the IEEE 1451.0-
2007 standard and IEEE p1451.2-RS232 interface. Two case studies
are presented as implementation examples. The work described
provides a good foundation for updating the IEEE
1451.2-1997standard to be compatible with the IEEE 1451.0
standard.

Keywords: NCAP, TIM, IEEE 1451.0, IEEE p1451.2, TEDS, TII,
RS232, SPI, UART, USB

I.  INTRODUCTION

The Institute of Electrical and Electronics Engineers
(IEEE) 1451 family of standards defines a set of common
communication interfaces for connecting smart transducers
(sensors or actuators) to microprocessor-based systems,
instruments, and networks in a network-independent
environment [1]. This family of standards provides a set of
protocols for wired and wireless distributed measurement and
control applications. Figure 1 shows the architecture of the
suite of IEEE 1451 standards. Basically the IEEE 1451 defines
a Network Capable Application Processor (NCAP) and a
Transducer Interface Module (TIM), and the interface between
them. The NCAP consists of hardware and software systems
that provide network gateway functions between the TIMs and
the user network. The NCAP controls a TIM by means of a
digital interface. The TIM can be a wired or wireless transducer
module consisting of transducers (sensors and actuators), signal
conversion and processing electronics, Transducer Electronic
Data Sheets (TEDS), and a IEEE 1451.X communication
module. IEEE 1451.X refers to a physical interface between the
NCAP and the TIM. The TEDS contains the meta-data for
smart transducers such as transducer identification,

measurement range, location, calibration, user information, and
more. The NCAP can access the TIM and pass the transducer
information to the user network. There are three possible ways
to access the NCAP through the user network: the IEEE 1451.1
protocol [2], the IEEE 1451.0 Hyper Text Transfer Protocol
(HTTP) [3], and the proposed Smart Transducer Web Services
(STWS) [4-5]. The IEEE 1451.0 HTTP protocol and STWS
need eXtensible Modeling Language (XML) encoding for
smart transducers.
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Figure 1. Architecture of the suite of IEEE 1451 standards.

The IEEE 1451.0 standard defines a common set of
commands, TEDS formats, and communication protocols for
the family of IEEE 1451 standards [3], which help to achieve
data-level interoperability among the IEEE 1451 family of
standards. The IEEE 1451 applications can communicate with
the IEEE 1451.0 transducer services through the IEEE 1451.0
Transducer Services Interface on the NCAP. The IEEE 1451.X
communication module on the NCAP can communicate with
the IEEE 1451.X communication module on the TIM for
transducer data and TEDS through the IEEE 1451.X physical
interfaces such as IEEE 1451.2-1997 [6], IEEE 1451.3-2003
[7], |EEE 1451.5-2007 [8], |IEEE pl1451.6 [9], and IEEE
p1451.7 [10].

The IEEE 1451.0 standard provides a unified interface for
the IEEE 1451 family of smart transducers. In order for IEEE
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1451 smart transducers to achieve plug-and-play, the NCAP
and TIM must conform to the IEEE 1451.0 standard. The
NCAP and TIM implementations must support the required
functional specifications, message structures, commands,
TEDS of the IEEE 1451.0 standard, one of the IEEE 1451.X
physical media and the respective communications protocol
[3]. Presently IEEE 1451.2-1997 is not compatible with the
IEEE 1451.0 standard, but the IEEE p1451.2 working group is
currently revising the standard (designed as IEEE p1451.2) to
make it compatible with the IEEE 1451.0 standard. This paper
mainly focuses on a proposed sensor network architecture
based on IEEE 1451.0, IEEE p1451.2, and an IEEE p1451.2-
RS232 interface.

Il. RELATED WORK

IEEE 1451.2-1997 defined a 10-wire digital interface for
connecting transducers to a microprocessor, where a transducer
is a part of Smart Transducer Interface Module (STIM), and a
microprocessor is a part of the NCAP. All communications
between the TIM and the NCAP take place through the 10-wire
digital interface that is known as the Transducer Independent
Interface (T1I). IEEE 1451.2-1997 also describes a TEDS and
its data formats. The TII is basically an enhanced Serial
Peripheral Interface (SPI) incorporating a synchronous serial
interface along with other lines for triggering, handshaking, and
detection of a plug-in module. It also defines read and write
logic functions to access the TEDS and a wide variety of
transducers. Data transfers are based on the SPI bit-transfer
protocol. An IEEE 1451.2 compatible 10-wire TII has been
implemented using the ADuC812** MicroConverter chip [11].
Similarly an IEEE 1451.2-1997 STIM module with a 10-wire
TH  was developed with a Microchip PIC16F877
microcontroller [12]. Many people have implemented IEEE
1451.2 with physical interfaces other than the TII. In one case,
the TH was replaced with a 3-wire RS232 (Recommended
Standard 232) serial interface [13]. Likewise a smart
temperature sensor was developed using a RS232 interface for
an |IEEE 1451.2-1997 STIM [14]. An IEEE 1451.2 STIM
consisting of one analog input (sensor) channel and one analog
output (actuator) channel with a RS232 interface has been
demonstrated [15]. A reconfigurable NCAP has been
developed using a variety of popular interfaces for a STIM
[16]. An IEEE 1451.2 STIM was implemented using a
Universal Serial Bus (USB) [17]. All these interfaces are
popular, but they are not compatible with the IEEE 1451.2-
1997 and IEEE 1451.0-2007 standard. Thus the revised IEEE
p1451.2 standard is proposed to support RS232, SPI, Universal
Asynchronous Receiver/Transmitter (UART), and USB, in
addition to TII.

I11. PROPOSED ARCHITECTURE OF A SENSOR
NETWORK BASED ON THE IEEE 1451.0 AND P1451.2

IEEE 1451.2-1997 defined a STIM-to-NCAP interface and
a TEDS format for a point-to-point configuration. The standard

describes a communication layer based on an enhanced SPI
with additional hardware lines for flow control and timing. The
standard is being revised to define a Transducer Interface
Module (TIM) and to add support for some popular interfaces.
The proposed architecture of a sensor network based on IEEE
1451.0 and p1451.2 with some popular interfaces is described
in the following section.

A. Architecture of a Sensor Network based on IEEE 1451.0 and
p1451.2

Figure 2 shows the architecture of a proposed sensor
network based on IEEE 1451.0 and p1451.2. The NCAP is a
device that can contain one or more communication modules
such as the TII, RS232, SPI, UART, and USB. Each TIM
contains a matching communication module, signal
conditioning, analog-to-digital and/or  digital-to-analog
converters, and transducers. The NCAP can communicate with
one or more IEEE p1451.2 TIMs through different specified
communication modules. The NCAP can also be connected to a

user network.
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Figure 2. Architecture of sensor network based on IEEE 1451.0
and p1451.2.

The different communication modules of the IEEE pl1451.2

are:

e TII consists of a set of signal wires connecting the TIM to
the NCAP. It is intended to be used for point-to-point
communication, power delivery, bus timing, and
facilitating bi-directional communications of TEDS,
sensor, and actuator data in various operational modes [6].
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e RS-232 is a standard for serial binary data signals
connecting between a Data Terminal Equipment (DTE)
and a Data Circuit-terminating Equipment (DCE) [18].

o UART is a type of asynchronous receiver/transmitter. It is
usually an individual integrated circuit used for serial
communications over a computer or peripheral device
serial port [19].

e SPI is a synchronous serial data link standard. Devices
communicate in master/slave mode where the master
device initiates the data frame. Multiple slave devices are
allowed with individual slave select (chip select) lines
[20].

e USB is a serial bus standard for interfacing devices. It was
designed to allow peripherals to be connected using a
single standardized interface socket and to improve plug-
and-play capabilities by allowing devices to be connected
and disconnected without rebooting the computer (hot
swapping) [21].

B. Communication Protocols between NCAP and p1451.2 TIM

Figure 3 shows the client-server communications between
the IEEE 1451 NCAP and the IEEE p1451.2 TIM. The NCAP
sends a request to the TIM, and the TIM returns a response.
Both the NCAP and TIM communicate with each other using
the same IEEE p1451.2 communication module, for example,
the IEEE p1451.2-RS232.

\EEE EeE Request
p1451.2
1451 Comm
NCAP Module
Response

Figure 3. Communications between NCAP and p1451.2 TIM.

1) Common Commands to the IEEE p1451.2 TIM and
TransducerChannel

The IEEE 1451.0 commands are divided into the standard
and manufacturer-defined types. The command is divided into
two octets. The most significant octet defines the class of the
command. The least significant octet, called the function of the
command, identifies the specific command within the class [3].
A TIM may generate a reply to a command under either of two
circumstances. The first circumstance is when the command
itself requires a reply, for example, the Query TEDS command.
The second circumstance is when the status-event protocol is
enabled. The standard commands, or control functions, allow
commands to be sent to the TIM as a whole, or to each
transducer channel that affects its state or operation. The
standard command classes include common commands,
transducer idle and operate, TIM idle and active. The common
commands include Query TEDS, Read TEDS segment, Write
TEDS segment, and Update TEDS.

2) Message Structure of IEEE 1451.0 Standard

The IEEE 1451.0 defined the structure of the messages
sent across the Module Communications Interface (MCI) [3].
The order of transmission of the message is resolved to the
octet level. A message consists of a group of octets transmitted
sequentially.

a) Command Message Structure

The format of a command message is shown in Table 1 [3]. A
command message consists of destination (TransducerChannel
number), command class, command function, length of
message, and command related octets (offset). The two
examples of commands are described as follows. The first
example is a command to read a TEDS, which includes the
destination TransucerChannel number (two bytes xx Xxx),
command class, command function, command length (two
bytes xx xx), TEDS Type ID, and offset. The second example
is a command to read a TransducerChannel (sensor) data,
which includes the destination, command class, command
function, length of command, and offset.

Table 1—Command message structure
1-Octet
7 6 5 4 3 2 1 0
Destination TransducerChannel Number (most significant octet)
Destination TransducerChannel Number (least significant octet)
Command Class
Command Function
Length (most significant octet)
Length (least significant octet)
Command dependent octets

xx xx 01 02 xx xx 03 00 00 00 00 (Read ChannelTEDS)

| 1 |--——-- Offset into TEDS
|--—————— TEDS type 1D
l---—-—--—-----—-- Command Length
l--—-—————————— Command Function(readTEDS)
| === Command Class (commonCmd)
|l---—————— Destination (ChannellD)

xx xx 03 01 xx xx 00 00 00 00 (Read Channel Data)

| I 1 | |--—--- Offset

| I 1 l---——-—--—-——- Length of Command

| |l - Command Function (Read data)
| |- Command Class (XdcrOperate)
|- Destination (ChannellD)

b) Reply Messages

Reply messages are used to reply to a command. The format of
a reply message is shown in Table 2 [3]. The reply message
consists of a success/fail flag, length of message, reply related
octets (offset), and transducer data or TEDS. For example, the
first reply message is a reply to a read TEDS command, the
second one is a reply to a read transducer channel data
command. The two examples are described as follows. The
first reply message includes a success flag, length of reply
message, offset, and bytes of TEDS. The second one includes a
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success flag, length of reply message, offset, and bytes of
sensor data.

Table 2—Reply message structure
1-Octet
716|543 2 1 o0
Success/Fail Flag
Length (most significant octet)
Length (least significant octet)
Reply dependent octets

01 xx xx 00 00 00 00 YY .. YY (Reply to Read TEDS)

| ---- TEDS bytes
—————————————— Offset into data
|- Reply Length
|-———— Success Flag

| | | |-——- bytes of transducer data
| | |- Offset into data

| |- Reply Length
|- Success Flag

IV. SENSOR NETWORK BASED ON IEEE 1451.0 and
P1451.2-RS232

A. Architecture of a Sensor Network based on IEEE 1451.0 and
p1451.2-RS232

Figure 4(a) shows the architecture of a sensor network
based on the IEEE 1451.0 and p1451.2-RS232. The sensor
network consists of one NCAP node and one TIM node. The
NCAP communicates with the TIM through the IEEE 1451.0
and pl451.2-RS232 protocols using the client-server
communication model. The client-server communications
between two nodes have been implemented with a RS232
interface protocol. Data is sent as a time-series of bits through
RS-232. Both synchronous and asynchronous transmissions are
supported by the standard.
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Figure 4. Sensor network based on IEEE 1451.0 and p1451.2-
RS232.

B. Implementation of the Sensor Network based on IEEE
1451.0 and p1451.2-RS232

Figures 4(b) and (c) show the implementation of the sensor
network based on the IEEE 1451.0 and IEEE p1451.2-RS232.

1) NCAP Implementation

The NCAP node implemented in a laptop was developed
in Java based on the IEEE 1451.0 and proposed IEEE p1451.2-
RS232 standards. The class diagram of the NCAP node is
shown in Figure 5. The NCAP node consists of one
NCAPDotODot2IntegrationlApp object, one
NCAPDot2RS232NetComm object, and two help classes of
IEEE pl451.2-RS232. The
NCAPDotODot2IntegrationApp object implements
TransducerAccess, TedsManager, TimDiscovery,
NetRegistration and NetReceive interfaces of IEEE
1451.0. The  NCAPDot2RS232NetComm object
implementing the NetComm interface communicates with the
IEEE p1451.2-RS232 TIM side using RS232 help classes. The
class diagram of the NCAP node can be used to automatically
generate the Java source code.

«Interface» ‘ ‘

«Interface»
NetRegistration

NetRecieve

L 4 ]

NCAPDotODot2IntegrationApp

DisplayTIMDiscovery

% NCAPDisplayDot2SensorCh1Data ‘
t |

«Interface»

TransducerAccess

NCAPDot2SensorDataAccess

T |
NCAPDot2RS232NetComm %1 ‘
1 NCAPDot2SensorTEDSDataAccess ‘

Figure 5. Class diagram of NCAP.
2) TIM Implementation

The TIM is developed and implemented in C++ on an
8052-based microprocessor. The TIM consists of a RS232
communication module, a temperature sensor, signal
conditioning, and data conversion, and IEEE 1451.0 required
TEDS such as PhyTEDS, metaTEDS,
TransducerChannel TEDS, Calibration TEDS, and
TransducerNameTEDS. The TIM can communicate with the
NCAP through the IEEE p1451.2-RS232 communication
module.
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V. CASE STUDIES

A temperature sensor is used in a case study to read sensor
and TEDS data and test the implementation of the sensor
network based on IEEE 1451.0 and pl1451.2. The two case
studies are described in the following. The communications
between the NCAP and TIM are implemented through RS232
and the command formats are implemented and described in
section 111

A. Case Study 1: Read PhyTEDS

The PhyTEDS is a required TEDS. It includes detailed
information of the IEEE 1451.X physical layer. The PhyTEDS
octets are constant and read-only. The PhyTEDS types of the
IEEE p1451.2 include the TII 10-wire (0), RS232 (1), UART
(2), SPI (3), and USB (4) interfaces. The IEEE p1451.2
PhyTEDS consists of two parts: common physical TEDS data
and specific physical layer TEDS data. The PhyTEDS of IEEE
p1451.2-RS232 has been developed for the implementation
tests.

1) Request of Reading PhyTEDS

The command to read the PhyTEDS is described as
follows. The destination (0x00 0x00) means the TIM. The
command class (0x01) means a common command. The
command function (0x02) means to read the TEDS. The TEDS
type ID (0xOD or 13) means the PhyTEDS.

00 00 01 02 00 05 OD 00 00 00 OO0 (Read PHYTEDS)

| |--———-—- Offset into TEDS

- TEDS Type ID(PhyTEDS)
-—= - CommandLength (5)

- CommandFunction(readTEDS)
l----—— CommandClass (CommCmd)
l----—-— Destination (TIM)

2) Response of Reading PhyTEDS

The header of the response message of reading PhyTEDS
is as follow:

01 00 60 00 OO OO0 OO OO0 OO0 00 58 (Reply to Read TEDS)
| |---- TEDS bytes

| | |- Offset into data

| |- Reply Length
|- Success Flag

¥ TUA Physical TEDS of EEE 1451, 2{HCAR)
TIM PhyTEDS of IEEE 1451.2

TIM PhyTEDS:

01 00 60 00 00 00 00 00 00 00 52

0304 020D 00 01

04 01 01 0B 04 00 00 04 BO OC 0200 01 0D 02 00 01 OE 02 00 00
OF 010010020000 11020000 1202 00 01 13 04 00 00 00 05
14 04 00 00 00 05 15 01 01 16 01 01 17 02 00 00 18 02 00 05
290400002580 2401082801 002C 0101 2004 00

FC 1B

ParserTEDS | Display| Clear| Close

Figure 6. Screenshot of reading PhyTEDS.

Figure 6 shows a screenshot of reading physical TEDS.
The first line in Figure 6 shows the header of the response
message of reading the PhyTEDS. The other lines in the
Figure 6 show the content of the PhyTEDS.

Figure 7 shows a screenshot of parsing the physical TEDS
of the IEEE p1451.2-RS232 interface. The field types from 3 to
24 are common physical TEDS data, and the field types from
41 to 45 are RS232-specific TEDS data. The value (1) of the
field type 10 means that the IEEE p1451.2 physical layer is
RS232. The IEEE p1451.2-RS232 physical type has default
parameters setup such as baud (9600), data bits (8), parity (0),
stop bit (1), and terminator (0-CR/LF).

—— ]
PhyTEDS
Field type Field Name Description Data Type Number of Octets Length Value
3 TEDSID  TEDS ldentification Header UlmS | 1 2D01: 11521
10 R52132 TEEE 1451 2-R5232 Physical Type Ulmg 1 1 1:1
1 MaxHPE M il Uini32 4 4 004k 1m0
12 MaxClDev  Max ] i Ulntlé 2 2 ni:1
13 MaxRDev Max Registered Devices Ulmlé 2 2 Al:1
it} Encrypt Encryption Ulmelé 1 2 ao:o
1= Authent  Auwthentleation Boolean 1 1 o:0
1o MinkeyL, Min Key Length Ulnilo 2 2 no:u
17 Maxkeyl,  Max Key Lengih Ulntli 2 2 oo
18 MaxSDHT Max SDIT Size Uintlé 2 2 n1:1
19 MinALat  Min Access Latency Ulued2 1 1 oons:s
m MinTLat  Min Transmit Lateney Ulm3? 4 4 oons: s
n Mas¥aet Moz Stmubianeous Trassctons  UlmS 1 1:1
b Baterry  Devies is ladbery powerns 1 Uinis 1 1 1:1
= Version Version # lntlf 2 2 oo
M MaxRetry Max Retries before Disconnect  Ulut§ 1 2 0s5:5
11 Baud Baud rate Ulm3z 4 1 00 25 50 ; 9600
42 DataBits  Diata biis Ul 1 1 8:8
43 Parity Mark Parity Ulnd$ 1 .. o:u
44 HlopKit Hduop hit Lntg 1 1 1:1
45 Terminator Terminator Tl 1 1 o:n
null Checksum Checksum nall 2 FC18: 64539
Clase

Figure 7. Screeshot of parsing PhyTEDS.
B. Case Study2: Read Transducer Channel Data
1) Request of Reading Sensor Data of Transducer Channel 1

The command to read the temperature sensor is described
as follows. The destination (0x00 0x01) means channel 1
(temperature sensor). The command class (0x03) means
transducer operation. The command function (0x01) means to
read transducer channel data.

00 01 03 01 00 04 00 00 00 00 (Read Channel Data)

| 11 | |--—————————- Offset

| 11 |- - Length of Command

I | J-——mmmmm o CommandFunction(Readdata)
|

l------—-—-———————— CommandClass(XdcrOperate)
l-----— Destination(Channel ID)

2) Response of Reading Sensor Data of Transducer Channel 1

The response message of reading channel data is as
follows:

01 00 06 00 00 00 00 18 147 (Reply to ReadChannelData)
| | | I--——- bytes of transducer data
| | |- Offset into data
| |- Reply Length
|-———— Success Flag
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£ IEEE 1451.2 Temperature Sensor Data (NCAP)

Temperature Sensor (NCAP Side) of IEEE 1451.2

Temperature Sensor Status:

|D1 00 06 00 00 00 00 12 97

Close|

Figure 8. Screenshot of reading data of transducer channel 1.

Figure 8 shows a screenshot of reading the transducer
channel data. The first seven numbers (0x01 0x00 0x06 0x00
0x00 0x00 0x00) are the header of the response message. The
last two numbers, T1 and T2, are the data from the temperature
sensor. They are presented in hexa-decimal numbers 0x12 and
0x97. The decimal equivalences are 18 and 151, respectively.
The current temperature reading shown in Figure 8 is 297.4375
degrees Kelvin (or 24.29 degrees Celsius). The temperature is
calculated as follows: Temperature in degrees Kelvin = ((T1 (in
decimal) * 256) + T2 (in decimal)) / 16

VI. SUMMARY

The architecture of a sensor network based on the IEEE 1451.0
and p1451.2 standards is presented. A sensor network based on
the IEEE 1451.0 and pl1451.2-RS232 was developed to
implement and test the communication protocols. The work
described provides a good foundation for updating the IEEE
1451.2-1997 standard for compatibility with the newly
approved IEEE 1451.0-2007 standard and ease of integration of
IEEE 1451.0 and IEEE p1451.2.
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