Agriculture and Innovation

> P.0. Box 20101 25060 EC Den Haag The Netherlands

National Institute of Standards and Technology
100 Bureau Drive, Mailstop 8930
Gaithersburg, MD 20899

USA
pate = 28 JULI 2011 -
Re Notice of Inquiry governance models NSTIC

Dear Sir/Madam:

The Dutch Ministry of Economic Affairs, Agriculture and Innovation is grateful for
the invitation to react on the consultation on governance models for NSTIC, We
think it may be very useful to exchange views and experience, since we recognize
a lot of your questions and challenges.

In the past years our Ministry has embarked on a similar project (called
‘eHerkenning’, in English: ‘eRecognition”), together with the private sector. After
a starting period of 18 months, the first release of an e-identity ecosystem was
developed and implemented by 8 private parties in 7 months. eRecognition went
live in April 2010 with a first government agency using the ecosystem to enable
businesses to access its services online. Since then the volume of eRecognition
enabled tokens {now 20 000) and the number of connected relying public
organizations has grown strongly {now 15). The role of aur Ministry is the
financing of a small expert team for facilitating the creation process and
management of the governance,

The initial focus has been Business to Government (B-to-G) applications. Business

to Business (B-to-B) is expected to be launched in 2012. Key challenges in the
growth phase include: a sustainable business model, adoption within the larger
governmental agencies and harmonization with all ather existing e-identity
initiatives within the Dutch government and private sector (B/G-to-C).
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More background on the governance structure can be found in the annex., We
welcome any request for further clarification and exchange of information. If you
do have any questions please contact Mr. Freek van Krevel, phone: +31 70 379
7270, e-mail: f.j.m.vankrevel@minez.n!

Sincerely yours, I

Nicole Kroon
Director for ICT Policy

Annex A: Introduction to eRecognition
Annex B: Answers to the notice of inquiry
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Ministry of Economic Affairs, Agriculture and Innovation, The Netherionds
Prepared for NIST, in response to NOI on NSTIC 22 July 2011

Annex A: introduction to eRecognition

eRecognition enables businesses and administrations to conduct business electronically {with
gavernment bodies) by maximising public-private cooperation. The unique feature of eRecognition is
that accredited private providers issue solutions for authentication and authorisation for any
registred legal entity. Therefore eRecognition re-uses what is already out there such as tokens,
username/password, certificates, mobile phones and {in preparation} online bank access tokens.

With eRecognition the user no longer needs a specific token for identification for each individual
public organisation. Thus today’s multiple set of digital keys is avoided, by ensuring
interoperability between tokens.

This re-usability (through interoperability} within eRecognition solves the weak user adoption
problem created by the many parallel solutions of individual governmental organisations, which
causes the bad user experiences. This situation hampers the growth of e-government and e-business
in general.

eRecognition is turning this ‘vicious circle’ into a ‘virtuous' circle, hecause an issued identity of
organisations can be re-used at various {government) services. This will accelerate adoption because
the habits of users are formed by reusing the same authentication mechanism for various cnline
services.

in the creation of eRecognition we redefined authentication into a service model with its own
business case, making it attractive for private EID providers to co-develop and to exploit. The public
sector is the ‘launching customer’ of eRecognition. Both public sector and entities have choice in
which provider they want to use for their eRecognition needs. So private EID providers cooperate
and compete at the same time.

Practically eRecognition works as follows: a legal representative of a legal entity (or one of his
appointed employees) wants to apply for a permit from a public organisation. He logs on to the
website of this organisation by using an eRecognition-tool issued by the commercial e-identity
provider of his choice. This tool will be recognised via an eRecognition-broker with whom the public
organisation has a contract. The broker corresponds with an authorisation service and with an
authorisation register. The following scheme summarizes the roles within the network:

Companyand Public
user e-service

Authorization
register e,

£ , ] :(\““—\.(
LL Token LL Authentication _ s Broker
: issuer 4 service

Scheme ‘eRecognition’
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Ministry of Economic Affairs, Agriculture and Innovation, The Netherlands
Prepored for NIST, in response to NOI on NSTIC 22 July 2011

All of these roles are played by multiple private parties who are certified by the eRecognition
governance organisation. There is not central processing infrastructure. Some private parties in the
network have combined their technical infrastructures, but operate as separate legal entities.

The end-user or relying party does not notice anything of the action taking place behind the scenes.
He just logs on successfully, and within a matter of seconds can continue his application. The public
e-service (relying party) on its part Is assured the application is legitimate because the issuing of the
EID token and authorisation was done according to the policies set by the governance organisation
of eRecognition. The user experience is very similar to an online e-commerce payment. The user
selection screen {of the broker) is show in the following figure:

K Relying party

o Kles de aanbieder van uw sHerkenningsmiddel

LCreAlm
Dgidentity
Digitctar B.V.
Fadorst eNowt
Getronics
GQuovadin
Zlegh

b

Certifled Idantity providers

When a user logs in, he is presented a standardized selection screen {by the broker} where he can
select the e-identity token of his chaice. Similar to the selection of a payment method while buying
online.

Currently, the use of eRecognition in the Netheriands is focused on business-to-government. Since
eRecognition was launched in May 2010, an increasing number of public organisations in the
Netherlands are convinced of the benefits, as they do not need to set up their own solutions for
authentication and authorisation. At the same time, the number of end-users using eRecognition is
increasing too. By July 2011 transactions with eRecognition amount in thousands per month.

eRecognition is managed by a small governance organisation. Topics managed by the governance
organisation include certification, legal setup, document production and distribution, product
management and development, communication and the facilitation of the board meetings. The
following pictures gives a schematic overview of the governance structure:
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Governance board Execution
Chair: Ministry EL&I
A
5 i 5 |
§ | § i , -
5 : 5 ] Project office
: g |
& i = i
: ; i I Mark | Disciplines, a.0.: Processes, a.0.;
REIVIHQ parties ; a . e.t 1] - Technical - Certification
board i | participants | {|. Testing - Change
. t|- Legal mgmt
End-users ; i |- Certification - Incident
; 1| - Comms mgmt
board 5 ‘|- Secretariat - Communi-
i : cation
- Release
! ; process
Demand Supply Operation

The private parties (‘market participants’) are all represented today, because their number is limited
today (10}, When this number increases the private parties will be represented via their roles,

eRecognition offers many options for expansion and future use. New functions like machine-to-
machine and eSignatures will be added. Also the domains for use will be expanded to government-
to-government and business-to-business. Most certainly, international use in an EU-environment is
also foreseen. eRecognition supports various assurance levels, which are based on the STORK
classification. Other international standards like SAML are used for the secure messaging within in
eRecognition. eRecognition offers a significant contribution to the implementation of cross-border
electronic services within Europe, as initiated by the Services Directive.

eRecognition is an initiative of the Dutch Ministry of Economic Affairs, Agriculture and Innovation,
which has commissioned experts and private suppliers to engage in the development of a robust
networked solution to authentication and authorisation issues, by re-using their already existing
tokens and tools. This has resulted in the response and interest from a vast amount of commercial
parties which include also the most important banks, telco’s, software developers, and eldentity
experts. An initial group of ten private organisations, with the Ministry in the lead, has now formed
the eRecognition network,
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