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Outline

It may be difficult to assert that a process is random …

… but once you know it is just a little, you can amplify it 
and obtain perfectly random bits.
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Randomness

Random numbers are used in numerous applications:  

• Gambling

• Simulation (e.g., Monte Carlo algorithms)

• Experiments (e.g., choice of samples)

• Cryptography (generation of keys)

• Decision-making (e.g., in politics)
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Quality of randomness is crucial

We need to “test” randomness. But how?

§
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seed = seed*1103515245+12345 
return (seed / 65536) % 32768

… 0011101011 …seed

• “Classical” hardware
… 0011101011 …

• Quantum hardware
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Given a sequence of bits, it is impossible to prove that 
they were unpredictable.
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certification

How to check unpredictability?

Given a sequence of bits, it is impossible to prove that 
they were unpredictable.

Idea: “certification” of process

Rather than the actual output, consider the process that 
generates it.

00101111010111010

statistical test✗
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Certification of randomness
Schweizerische Eidgeno,sen,chaft
Confederation suisse
Confederazione Svizzera
Confederaziun svizra

Federal Department of Justice and Police FDJP

Federal Office of Metrology METAS

Certificate of Conformity No 151-04687

Object

Applicant

Requirements

Confirmation

Remarks

Quantum Random Number Generator
Quantis-USB SIN 070222A41 0
Quantis-PCI-1 SIN 08338A310
Quantis-PCI Express SIN 1002251A210

id Quantique SA
Ch. De la Marbrerie 3
1227 Carouge/Geneva
Switzerland

The output of the Quantis random number generator has to
pass all DIEHARD Battery of Tests, confirming that the random
number generator distributes numbers with sufficient non-
predictability, fair distribution and lack of bias to particular
outcomes. Specifically: 10 data sets consisting of 1E8 bits per
data set is considered to be random if none of the 234 p-values
produced by the 15 DIEHARD Battery of Tests has a value
between 1 and 1-epsilon, where epsilon is 1e-6.

The tested Quantis-USB, Quantis-PCI-1 and Quantis-PCI
Express have passed all DIEHARD Battery of Tests.
The sequence of random bits generated cannot be predicted.
The sequence of random bits generated cannot be reproduced.

The testing procedure used is described in the annex
document "Annex_METAS_151-04687"

CH-3003 Bern-Wabern, 10 May 2010

For the Test

j'~/,J'(P
DrDamian Twerenbold

Gr:t.s:' ~,.'",00TI~.
Dr.Philippe Richard, Vice-Director

This document may not be published or forwarded other than In full.

METAS

Llndenweg 50, CH'JO03 Bern·W,bern, TeL +4' Jl F33 In. www.melas.cl.
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A company approved and certified under the Online Gambling Regulation Act 2001 and accredited by UKAS for UK Testing 
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Device-independent

certification procedure

• requires accurate and 
trusted model of device 

• practical  
(commercially available) 

➡ poster by Daniela Frauchiger

• independent of details of 
device (no trust required) 

• experimentally challenging  
(high-quality entanglement) 

➡ this talk
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Certification of randomness

• Challenge/response protocol
• Challenges need to be generated at random
➡ Requires randomness in the first place :-(

certification

challenge response

OK / failure
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weak randomness strong randomness

applicationcontrol / certification

OK / failure
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Basic setup

untrusted device



But what is randomness really?
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PXi|X1···Xi�1
= PU (8i)

Necessary condition:

where       is the uniform distributionPU
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How to define randomness

00101111010111010

Necessary criterion: PXi|X1···Xi�1
= PU (8i)

This is however not sufficient!

00101111010111010

 PXi|X1···Xi�1
= PU

 PXi|X1···Xi�1
= PU

good randomness

bad randomness

➡ definition must be time-dependent



Refined definition
t

x

Xi

Xi+1

Xi�1

E

Necessary and 
sufficient criterion: !
     is random if it is  
uniform and 
independent of 
anything outside its 
future light cone.

Xi

Specifically:!
PXi|X1···Xi�1E = PU



Refined definition: example
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Refined definition: example
t

x

Xi

Xi+1

Xi�1

X1X2 · · ·Xn

X 0
1X

0
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X 0
i
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i�1

X 0
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 PXi|X1···Xi�1
= PU

 PX0
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i�1

= PU

satisfied

not satisfied
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Criterion for “true” randomness: !
     is random if it is uniform and 
independent of anything outside its 
future light cone.

Xi

Within quantum theory, randomness 
of      follows from the Born rule.Xi

However, whether it is really random 
depends on the completeness of 
quantum theory.
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Can the criterion be met?
t

Xi

Xi+1

E

Criterion for “true” randomness: !
     is random if it is uniform and 
independent of anything outside its 
future light cone.

Xi

Within quantum theory, randomness 
of      follows from the Born rule.Xi

Theorem [informal version]!
No extension of quantum theory that is compatible with 
“free choice” can improve on the predictions of quantum 
theory.    Colbeck and RR, Nat. Comm. 2, 411 (2011)

True randomness generation possible with trusted devices!



t

xXi

Necessary and sufficient criterion: !
     is 𝜀-random if  
!

where      denotes everything outside the future of     .

Xi

Imperfect randomness

Ei

Ei Xi

kPXi|Ei
� PUk1  2"
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Comparison: randomness extractors

Randomness extractors take a random seed as an 
additional input. 

randomness 
extractionsource

weak randomness strong randomness

application… 99 99 99 … … 0011101011 …

seed strong randomness



Comparison: randomness extractors

source

weak randomness strong randomness

application… 99 99 99 … … 0011101011 …

Is the seed really necessary?

f
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Is the seed really necessary?

f

Lemma (Santha and Vazirani)!
There exists no function    such that the output          is 
uniform for any 𝜀-random input    . 

f f(X)
X

Proc. of FOCS-84, 434–440 (1984)
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Lemma (Colbeck and RR)   [informal version]!
For any            there exists a device-independent protocol 
whose output          is uniform for any 𝜀-random input    . 
 

f(X) X

✏ < ✏0

Nature Physics 8, 450–453 (2012) 



Doesn’t this rule out randomness amplification?

device-
independent 

protocol
source

weak randomness strong randomness
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No contradiction: protocol may access quantum device.

Lemma (Colbeck and RR)   [informal version]!
For any            there exists a device-independent protocol 
whose output          is uniform for any 𝜀-random input    . 
 

f(X) X

✏ < ✏0

Nature Physics 8, 450–453 (2012) 
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Idea: Bell-type setup

Protocol idea
• choose measurement settings using weak randomness
• test correlations (chained Bell inequality)  

[Pearle, Phys. Rev. D, 1970] and [Braunstein, Caves, Ann. Phys. 1990]
• output one of the measurement outcomes, chosen using weak 

randomness

measurementmeasurement

strong 
randomness

weak randomness

certification

OK / failure

entanglement



Assumptions

Certification is valid if 
• weak randomness at least 𝜀-random 
• two devices isolated from each other

measurementmeasurement

strong 
randomness

weak randomness

certification

entanglement



Role of quantum theory

• certification produces positive output if correlations 
are the ones predicted by quantum theory
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Role of quantum theory

• certification produces positive output if correlations 
are the ones predicted by quantum theory

• however, certificate is valid independently of 
whether quantum theory is correct or complete

measurementmeasurement

strong 
randomness

weak randomness

certification

OK / failure



Results

Results
• Colbeck and RR in 2011: 𝜀 < 0.08

device-
independent 

protocol
source

𝜀-randomness perfect randomness

application… 99 99 99 … … 0011101011 …



Results

Results
• Colbeck and RR in 2011: 𝜀 < 0.08
• Gallego et al. in 2012:  𝜀 < 0.5

device-
independent 

protocol
source

𝜀-randomness perfect randomness

application… 99 99 99 … … 0011101011 …



Results

Results
• Colbeck and RR in 2011: 𝜀 < 0.08
• Gallego et al. in 2012:  𝜀 < 0.5
• 2013:         noise tolerance

device-
independent 

protocol
source

𝜀-randomness perfect randomness

application… 99 99 99 … … 0011101011 …



Results

Results
• Colbeck and RR in 2011: 𝜀 < 0.08
• Gallego et al. in 2012:  𝜀 < 0.5
• 2013:         noise tolerance
• 2014:         improved efficiency

device-
independent 

protocol
source

𝜀-randomness perfect randomness

application… 99 99 99 … … 0011101011 …



Implications for quantum theory

measurementmeasurement weak randomness

Corollary [informal version]!
Arbitrarily weak randomness is sufficient to carry out Bell-
type experiments and conclude that quantum theory is 
complete.     
 see also Colbeck and RR, Nat. Comm. 2, 411 (2011)
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Results
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✴ seed randomness may be arbitrarily weak 
✴ devices may be untrusted.
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Summary

Results
• Randomness can be generated under weak assumptions: 

✴ seed randomness may be arbitrarily weak 
✴ devices may be untrusted.

• Completeness of quantum theory can be experimentally 
verified using weak randomness only.

device-
independent 

protocol
source

perfect randomness

application… 99 99 99 … … 0011101011 …

seed randomness
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Summary of summary

We do not know whether there is randomness …

… but if there is just a little bit, we can amplify it and 
make it perfect.

randomness amplification … 0011101011 …… 99 99 99 …
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