Cybersecurity Framework Workshop
Department of Commerce Auditorium
April 3, 2013

Agenda

9:00-9:10 Welcome and Introduction
e Rebecca Blank, Deputy Secretary, Department of Commerce

9:10 - 9:45 Cybersecurity Framework Overview and Expectations
e Michael Daniel, Special Assistant to the President and Cybersecurity Coordinator
e Jane Holl Lute, Deputy Secretary, Department of Homeland Security

e Patrick D. Gallagher, Under Secretary of Commerce for Standards and Technology and Director
of the National Institute of Standards and Technology

9:45-11:00 Industry Leadership Perspectives

Moderator: Patrick D. Gallagher, Under Secretary of Commerce for Standards and Technology and
Director of the National Institute of Standards and Technology

Panelists:
e Russell Schrader, Chief Privacy Officer, Visa
e Terry Rice, AVP, IT Risk Management & Chief Information Security Officer, Merck & Co., Inc.

e Michael Papay, Vice President, Information Security and Cyber Initiatives, Northrop Grumman
Information Systems sector

e Reid Stephan, Information Security Manager, St. Luke’s Health System
11:00-11:15 BREAK

11:15-12:30 Current Threat Environment for Critical Infrastructure — an Industry Perspective

Moderator: Bob Dix, Vice President, Government Affairs and Critical Infrastructure Protection, Juniper
Networks, and Chair, Partnership for Critical Infrastructure Security

Panelists:
e Scott Algeier, Information Technology Information Sharing & Analysis Center (IT-ISAC)
e Michael Arceneaux, Water Information Sharing & Analysis Center (WaterISAC)
e Deborah Kobza, National Health Information Sharing & Analysis Center (NH-ISAC)
e Tim Roxey, Electricity Sector Information Sharing & Analysis Center (ES-ISAC)

e Joe Viens, Communications Information Sharing & Analysis Center (Communications ISAC)
12:30-1:30 LUNCH

1:30-2:45 Developing the Cybersecurity Framework: Industry Roundtable
Moderator: Kiersten Todt, President and CEO, Liberty Group Ventures



Panelists:
e Troy Leach, Chief Technology Officer, PCI Security Standards Council
e Robert Mayer, Vice President of Industry and State Affairs, US Telecom Association
e Paul Nicholas, Senior Director, Global Security Strategy and Diplomacy, Microsoft
e Tony Sager, Director, The SANS Institute
e Scott Saunders, Information Security Officer, Sacramento Municipal Utility District

e Scott Cooper, Vice President of Government Relations, American National Standards Institute
2:45-3:00 BREAK

3:00 -3:45 Critical Infrastructure Partnership and the Cybersecurity Framework
e Bruce McConnell, Senior Counsel (Cyber), NPPD, Department of Homeland Security (DHS)
e Bob Kolasky, Director, Integrated Task Force, DHS
e Donald Benack, Chair, Framework Collaboration, Integrated Task Force, DHS

e Thad Odderstol, Chair, Cyber-Dependent Infrastructure Identification, Integrated Task Force,
DHS

3:45 - 4:45 The Path Forward: Panel Discussion

Moderator: Dan Chenok, Vice President for Technology Strategy, Public Sector & Innovation Practice,
and Senior Fellow, Center for The Business of Government, IBM Global Business Services

Panelists:

e Adam Sedgewick, Senior Information Technology Policy Advisor, NIST
e Jon Boyens, Senior Advisor, Computer Security Division, NIST

e  Matt Scholl, Deputy Chief, Computer Security Division, NIST

e Kevin Stine, Group Manager, Computer Security Division, NIST

4:45-5:00 Closing Remarks

e Donna Dodson, Chief, Computer Security Division, NIST



