From: MFA <mfa@infosecurityshop.com>
Subject: Action Required: [[COMPANY_NAME]]] Review multi factor authentication setup [[[SCENARIO_START_DATETIME]]]

28 Microsoft Authenticator

MFA SECURITY | SCAN

Activity: MFA-Security

Details: Security-severity alert. This alert is triggered whenever you
have important security updates.

N To be replaced with unique

per recipient QR Code

Scan the above QR code with your camera to complete.

Access link will expire in 24 hours.
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Digital Deception:

QR Codes in
Phishing Emails.

These emails may look harmless,
but they hide a secret.

What are QR codes?

that can sto
ning it with your

smartphone camera

How are QR codes used in
Phishing emails?

Cyber crimir embed QR

deceive recipi 4 onal or sensitive

information.

How to recognize
Phishing QR codes

Verify Sources Think Twice Report Suspicious
emails

Always double-ch Be cautiol f

legitimacy of the sender unsolicited er If you re ve a phishing

and email content. unknown sources, email with a QR code,

especially if they conta report it.

QR codes.

4
Remember, you are the last line of defense against phishing. a
If you receive a suspicious email, report it immediately. Rel &) t

Phishing



