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Why do we phish?



We conduct campaigns to teach CNP 
employees to recognize red flags in 
malicious emails to prepare them for 
real malicious attempts

Campaigns also provide an opportunity 
to develop and practice their skills in 
order to recognize malicious emails and 
report them to the CSOC

Ultimately campaigns reduces the risk 
of employees falling victim to a social 
engineering attempts and protects 
CNP!



How to prevent fails





Cyber Becky's Surprise Invoice

Cyber Becky opens her inbox to find an email titled "Urgent Invoice Due!" from 

"accounting@payfastt.biz". The email address doesn't match her company's regular 

billing department. The content of the email reads:

"Dear Valued Customer,

Please make an immediate payment of $1,500 for the services rendered last month. 

Click here to view the invoice and make a payment."

Would you advise Cyber Becky to consider this email as normal or malicious?

Scenario 1



Cyber Bob's IT Update

Cyber Bob receives an email from "support@hiscompany.com" with a subject line, 

"Important System Update." The content of the email says:

"Hi Bob,

We will be undergoing a system update this weekend. Please ensure you save all 

your work before leaving on Friday. If you face any issues, reach out to us.

Best,

IT Team"

Would you advise Cyber Bob to consider this email as normal or malicious?

Scenario 2



Q&A

Thank you!!!
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